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1. BBegeHue

ANIEKTPOHUKA

1.1. OnucaHue fOKyMeHTa

JaHHbI JOKYMEHT SIBNSIeTCS YacTbio Habopa UHCTPYKLMIA MO 06CyXMBaHMIO poyTepoB iIRZ 1 cogepxuTt
MH(POPMALMIO TO/IBKO MO CPeACTBaM MOHWUTOPUHIA U YNPaB/eHUst yCTPOCTBOM. [t nosyueHus
nHhopMaLm o paboTe caMmx YCTPOICTB CMOTPUTE COOTBETCTBYIOLLEE PYKOBOACTBO NO/b30BaTENS.

Jara
nyGénukauyumn

12.03.2019

03.06.2019

20.12.2019

06.04.2020

18.06.2021

01.09.2021

27.01.2022
26.02.2022
14.07.2022

08.08.2022

N3meHeHuA
OCHOBHOW AOKYMEHT
MpepynpexaeHne o nogadve HanpskeHnsa Ha GPIO

Lob6asneH Mobile APN Profiles, Server Modbus to RTU, 06HOBNEHbI BCe
pasgens! JOKyMeHTa

WM3meHeH paspen Serial Ports

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.1, n3MeHeHWs BO BCex pasgenax,
nepexof Ha HOBOe AP0, co3gaHne HTTPS cepTudmkaToB Ha yCTpoOiicTBE

Mepexopn Ha BcTpoeHHoe MO Bepcum v20.2

Mepexopn Ha BcTpoeHHoe MO Bepcun v20.3, n3ameHeHuns B pasaenax Tools:
Wireless Network, iRZ Link Client, Mobile Interfaces; Services: SNMP, Port
Forwarding, Firewall, po6asneH Application Layer Gateway

Mepexop Ha BcTpoeHHoe MO Bepcum v20.3.1
Mepexopn Ha BcTpoeHHoe MO Bepcuun v20.4

M3meHeH pasgen Network

1.2. Bepcusa BCTPOEHHOro obecnevyeHus

AkTyanbHas (Tekylias) sepcus BcTpoeHHoro MO

e poyTepbl cepun RO: RO-v20.4 (2022-07-14)

e poyTepbl cepum R2: R2-v20.4 (2022-07-14)

e poyTepbl cepun R4: R4-v20.4 (2022-07-14)



ANIEKTPOHUKA

1.3. NMpepynpexaeHus

[ns kaxgon mogenn poytepa CcyLecTByeT COOCTBEHHbIV KOMMIEKT AOKyMeHTaumu. MNoxanyiicta, ybeaurecs,
4YTO paboTaeTe C AOKYMeHTauMelh UMEeHHO A5 Balleli MoAenn yCTpoincTea.

HapylweHune ycnosuii skcnsyaTaumm poytepa nuwaeT Bac npaea Ha rapaHTuiiHoe 06CnyXnuBaHune
yCcTpoiicTBa.

MpeaynpexaeHue:
* PekoMeH/yeTcs yaenuTb 0co60e BHUMaHWe pasaeny, NocBsLeHHOMY NpeaocTaBIeHno 4OCTyna K

poyTepy. MNpu HapyLLUEHUM ONNCaHHbIX PEKOMEHAALMI BO3MOXHA Yrpo3a HeCaHKLMOHMPOBAHHOTO
[l0CTyna K poyTepy, CETSIM 1 ApYroMy CETEBOMY 060pYA0BaHNI0 CO CTOPOHbI TPETBUX JIULL.

¢ [lapameTpbl KOH(pUrypaLmm cneayeT BBOAUTL B MO/ITHOM COOTBETCTBUM C PEKOMEHAALMAMU AaHHOrO
JokymeHTa. Hanpumep, ansa IP-agpeca:

KoppekTtHo: 123.213.132.001
HekoppekTHo: 123,456.789.000, 123..456.789.000, 12 3.456.789.000*

Bce nonst HacTpoek poyTepa HEO6X0AMMO 3ano/IHATb TOMTbKO Ha aHI/IMACKOM A3bIKe.
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1.4. TepMUHBbI U COKpaLLeHUsa

PoyTtep — mapuwpyTunsartop iRZ Router;

2G — o6LLee Ha3BaHwWe rpynnbl CTaHAAPTOB cOTOBOM cBA3N GPRS, EDGE;

3G — ob6Lee Ha3BaHWe rpynnbl CTaHAAPTOB COTOBOM cBA3n UMTS,HSDPA, HSUPA, HSPA+;
4G — o6ulee Ha3BaHWe rpynnbl CTaHAAPTOB COTOBOW CBS3M LTE;

CepBep — 3TOT TEPMUH MOXET ObITb UCMO/Ib30BaH B KAYeCTBE 0603HAYEHNS AJ151:

e CEepBEPHOI YacTy NPOrpamMmmMHOro nakeTa Ucnosib3yemMoro B BbIYUC/IUTENIbHOM KOMI/EKCe;

e pPOJIM KOMMOHEHTA, IGO0 0GBbEKTa B CTPYKTYPHO-CNYHKLIMOHA/IBHOI CXeMe TEXHUUYECKOTO PeLLEHNS,
pa3BEPTLIBAEMOIO C UCMO/Mb30BaHNEM POYTEPA;

e KOMMblOTEPA, NPELOCTABNAOLLErO TE WX UHbIE CEPBUCHI (CETEBBIE CTYXObI, CNYXObl 06PaboTKM 1
XpaHeHUs AaHHbIX U Npoyne);

BHewHwii IP-agpec — IP-agpec B ceT VIHTEPHET, NpeaoCcTaB/IeHHbI KOMMNaHNER-NPoBanaepomM yCayr
CBSI31 B NO/Ib30BaHME K/IMEHTY Ha CBOEM/ero 06opyaoBaHnm A/1s obecnedeHns BOSMOXHOCTU NPSIMOiA
CBA3K C 060pyA0BaHNeM KIMeHTa Yepes ceTb VIHTepHeT;

®PuKkcmpoBaHHbIV BHelWHUI IP-agpec — BHelHW IP-agpec, KOTOpbIi HE MOXET M3MEHUTBLCS HX NP
Kakux ycroBusx (CmeHa Tvna obopyaoBaHusa KIMeHTa u ap.) Uam cobbITuax (NnepenoakiyeHne K cetu
nposaigepa u ap.); eAMHCTBEHHON BO3MOXHOCTLI0 CMEHUTb (OUKCUPOBaHHbIN IP-aapec saBnsieTcs
obpalleHre B hopmMe 3asBIeHUs K KoMNaHun-nposaiaepy;

AyTeHTUpMKaLMUa — npoueaypa NpoBepkn NoAJIMHHOCTM NoMb3oBaTens/knneHTalysna nyTém
CpaBHeHUs NPeAoCTaB/IEHHbIX UM HA MOMEHT MOAK/THOUYEHUS PEKBU3UTOB C PEKBU3NTAMM,
COOTHECEHHBIMU C YKa3aHHbIM UMEHEM M0/1b30BaTeNs/IoTMHOM B 6a3e AaHHbIX;

Web-uHTepdeiic poyTepa — cpefCcTBO ynpaB/ieHus, BCTPOEHHOe B poyTep 1 o6ecreuvBatoLlee
BO3MOXHOCTb KOHTPO/IMPOBATh ¥ HAacTPauBaThb ero oyHKLMK, a Takke HabioaaTh 3a COCTOSIHUEM 3TUX

OyHKLMIA;

YaanéHHoe ycTpoicTBO (YAaIEHHbIN y3€es1) — yCTPOCTBO, TEPPUTOPNasIbHO YaaiEHHOEe OT MecTa,
6o obbekTalysna, 06Cy4aemMoro B KOHKPETHO B3ATOM KOHTEKCTE;

JlokanbHas ceTb — CUCTEMA, 06BEAVHAIOLLAS HECKOMBbKO KOMMbLIOTEPOB B Npeaeniax 0gHoro
MOMELLEHUS], 30aHNS NN HECKOMBbKMX 67IM3K0 PacnoioXeHHbIX 34aHuii ogHoro npeanpusTus. Ans
COeNHEHUS] KOMMbLIOTEPOB MOTYT UCMOMb30BaTLCS Kabenu, TenedoHHbIe IMHUM UM 6eCNPOBO/IHbLIE
KaHasbl;

BHewwHAa cetb (VLAN) — Tononornyeckas («BUpTyasibHas») iokasibHas KomnbioTepHas cetb. VLAN
MMEET Te Xe CBONCTBa, YTO 1 (hr3nyeckas NnokanibHas CeTb, HO MO3BOMSAET KOHEUHbIM Y/1leHaM
rpynnupoBaTbCA BMECTe He3aBUCUMO OT UX (DM3MYECKOTO MECTOHAXOXAEHUS, faKe eC/N OHN He
HaxopgsATcs B OQHONM o3NYECKOi CEeTu;

BN (UPS) — ncTo4yHuK 6ecnepeboinHoro nutaHus.



2. CnocoObl ynpaBneHus poytepom iRZ

ANIEKTPOHUKA

PekomeHayeTcs yaenutb 0co60e BHMMaHWe HacTpoikam AoCTyna K YCTPOCTBy no npotokonam HTTP,
HTTPS, Telnet, SSH. OT cnoXxHOCTV Naponeii, pa3peLleHnst yagaseHHoro AocTyna, MCnosib3yemblX NOPTOB
CEeTeBbIX CMYXO, HACTPOEK MEXCETEBOIO 3KpaHa 1 ApYyrmx HacTPOoeK CeTeBbIX CNYXO 3aBMCUT 6€e30MacHOCTb
He TO/IbKO Camoro poyTepa, HO U YCTPOIACTB U CETEl, HaXOAALLMXCS 3a HUM.

Ta6nuua 1. CeTeBble CyX6bl, UICNOMb3YEMbIE /151 YNIPAB/IEHUSI POYTEPOM

HasBaHune

HTTP/HTTPS

Telnet

SSH

OonucaHue

Beb-nHTepdheiic, No3BoNsALWmMia
HacTpouTb BCE
pernaMeHTMpoBaHHble OYHKLMN
poyTtepa. MOXHO 1cnonbL30BaThb
No60oIi cTaHAAPTHLIN NHTEPHET-
6pay3ep.

KomaHgHas KOHCOSb,
npefHasHayeHHas ansa 6onee
TOHKOW HaCTPOIiKnN yCTPOCTBA.
Mo3BoNSIET UCMOMBb30BATb
CTaHfapTHble KOMaHabl Linux.

AHanor Telnet, B KOTOpOM
wndpyeTcs Tpaduk

npu asTopusauuu n padore ¢
KOHCOJIbI0, YTO CHUXAET yrpo3y
nepexsaTa KoHhuaeHunanbHoh
WHhopmaLMn TPETbUMMN
nmuamu.

Tpe6yemoe MO

VHTepHeT-6pay3ep - Opera,
Firefox, Chrome, Safari v T.4.
(xpome Internet Explorer)

Telnet-K/IMEHT - NpUCYTCTBYET BO
Bcex OC (B Windows 7, 8, 10
TpebyeTcs BKIOUNTD).

SSH-KMeHT — npucyTCcTBYET Mo
ymonyanuio B UNIX, TpebyeTtcs
ycTaHoBuTb PUTTY, WInSCP,
Openssh (win32) B Windows
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3. BbICTpbIN AOCTYN K YCTPOUCTBY

[ns foctyna K HacTpolikaM poyTepa HY>XHO BbINOMHUTL AEACTBUS, OMUCAHHbBIE HUXE.

1. OTKpoiiTe MHTEpHET-Gpay3ep 1 BBeauTe IP-agpec poyTepa B afpecHyto CTPOKY.

C @ http://192.168.1.1

Puc. 1. BBog IP-agpeca poyTepa B afipeCcHyH0 CTPOKY MHTepHeT-6pay3epa

He pekomeHayem ncnonb3oBath A8 paboTel ¢ web-uHtepdelicom poytepa 6pay3sep Internet Explorer

IP-agpec An1s gocTyna K HacTpoiikam poyTepa, MCMosb3yeMblil Mo YMOMYaHWio, ykaszaH Ha Haknelike Ha
HWXHeli CTOpoHe Koprnyca yCTpoiicTBa.

2. BBeguTe NOrVH 1 Naponb 415 AoCTyna K Be6-uHTepdeiicy poytepa
(no ymonyanuio, N10rMH — root, Naposnb — root)

Signin
http://192.168.1.1
Your connection to this site is not private

Username ‘ rook ‘

Puc. 2. BBog normHa 1 napons Aas focryna k web-uHtepdpelicy poytepa

Password

Mpu yTepe Naposns cMOTpUTE pasfen 0 COpoce HACTPOEK B PYKOBOACTBE MO/b30BaTe/Is COOTBETCTBYIOLLENO
YCTpOIicTBa Nnn 06Lme pekoMeHaaumy B pasaerne 4 JaHHOTO PyKOBOACTBA.

Mocne KoppeKkTHO BBOAA /10TVMHA 1 Naposis OTKPbIBAETCA CTPaHMLa cTatyca 1 OCTyn K OCHOBHOMY
UHTepcpeiicy ynpaBneHuns yCTPONCTBOM.
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Bo3BpalleHue K 3aBOACKUM HacTpoWKam

[JaHHasa onepauus Heobpatuma. Mpexae Yem BbINoHATL COPOC HACTPOEK, y6eanTeCh, YTO TeKyLme
HaCTPOIiKM ycTpoiicTBa Bam He noHaao6aTca (B Tom umcne knwumn n ceptudpmkarsl OpenVPN, IPSec, GRE,
napameTpbl NOAKNHYEHNS K CETU VIHTepHeT 1 T.4.).

[na Toro 4To6bl COHPOCUTHL HACTPOIKM poyTepa K 3aBOCKUM YCTaHOBKaM, Ha poyTepax iRZ nmeetcs
cneunansHas kHonka Reset.

[lns cbpoca HacTpoek 3axmMuTe kHonky Reset 1 yaepxuBaite B TedeHne 8 cekyHa,. Poytep
nepesarpysuTcst yXKe co COpPOLLIEHHbIMN HACTPOKaMMm.

Ecnu HacTpoiikv poyTepa nocse nepesarpy3ku 0kasannicb He COPOLLIEHbI, BO3MOXHO
1. Bbl yAEPXMBa/IM KHOMKY HE AOCTATOYHO A0/IT0;
2. Ha BalleM YCTpOIiCTBE C/IoMaHa KHOMKa;

3. NpoLUMBKa Ballero ycTpolicTBa AaBHO He 06HOBNSANACH - A/191 CTapbIX BEPCUIA NPOLUMBOK KHOMKY
Reset cneayet yaepxumBatb 20 cekyHA,.

TakKe HaCTPOIKM poyTepa MOXHO COpocuTb Yepes Beb-nHTepqielic, cM. pasaen Tools - Reboot
[JaHHOro pykoBOACTBa.



PyKoBOACTBO N0/b30BaTENA N0 HACTPOIKe poyTepoB iRZ 3NEKTPOHUKA
BcTtpoeHHoe MO Bepcun 20.4

5. Web-uHtepdeiic

5.1. Pasgen "Status"

Device info
Model RL21lw Firmware v20.4 (2022-03-24 11:24:52)
Uptime 03h 19m 55s Serial No RDDE1000208
Hostname IRZ-Router Unitname
RAM freeltotal 79800 KiB / 125008 KiB
Routing
Mode backup Interfaces siml

Local Network (lan)

Status Up Uptime 03h 19m 14s
Type static MAC FO:81:AF:03:64:51
Address 192.168.1.1/24 Rx/Tx 1.1 MIB/ 2.0 MiB

Mobile Internet (sim1l)

Status Up Uptime 00h 48m 49s
Network 4G Operator Beeline Beeline
Signal quality 20/31 (64%) Module name QUECTEL EC25
Module revision EC25EUGAROGAOIMAG Module IMEI 865546042148698
Current Band LTE BAND 7 Address 10.221.186.20/29
RxITx 14KiB/21KiB

Routing table
0.0.0.0/0 @ sim1, metric=3 10.221.186.16/29 @ siml1, metric=103

10.221.186.21/32 @ sim1, metric=103 192.168.1.0/24 @ lan, metric=0

Puc. 3. CTpaHuua ctatyca

CTtpaHuua Status cogepXut 0606LEHHY0 MHhOPMALIMIO O COCTOSIHAM YCTPOICTBA:
e MoOAeNb poyTepa;

e Bpems paboTbl YCTPOICTBA MOc/e BKIYeHus (uptime);

e Tun GSM-cBsa3u, yposeHb GSM-curHana;

e |P-agpec, CKOpOCTb COeAUHEHUA N T.4.
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JaHHas HdopMaLus MOXET 6bITb Nosie3Ha 415t 6bICTPOIA AMArHOCTUKM YCTPOIicTBa. Hanmune 1
OTCYTCTBME OTAENbHbIX NOJel 3aBUCUT OT MOAE/IMHACTPOEK poyTepa.

5.1.1. Device Info

OcHoBHas uHchopmauyst 06 ycTpoiicTBe.

Tabnuua 2. Nons B pasgene Device Info

Mone
Model
Uptime

Hostname

RAM free/total
Firmware
Serial No

Unithame

5.1.2. Routing

OnucaHue

BbiBOAUT MOAENL BaLlero poyrepa

Bpems paboTbl poyTepa ¢ nocnefHein nepesarpysku
Vimsa xocta

KonuuectBo cBO60HOI onepaTvBHOW namaTu/obwmii 06bem onepaTuBHOW
namsT

Bepcuns ycTaHOBNEHHOW NPOLUMBKY
CepuiiHblin HOMep poyTepa

Mms poyTepa (MOXHO 3agaTtb B pasgene Tools — Unit name)

MHdopmauus o pexmnme pabotsl WAN-NOpPTOB.

Tabnuua 3. Nonsa B pasgene Routing

Mone

Mode

Interfaces

OnucaHue

YkasbiBaeT pexum padotsl WAN nopTos: balancing — pexum 6anaHcrMpoBKu
Tpadhmka mexay wan noptamu; backup — pexmm pesepBupoBaHnsa Mexay wan
noptamu (pasgen Network — Routing)

YkasblBaeT uHTepdielickl, Yepes KOTopble B AaHHbIi MOMEHT OCYLLECTB/ISIETCS
TOT WAWN MHOW peXxuM B NOpsiike NPpUopUTETOB

11
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5.1.3. Local Network (LAN)

NHdpopmaLyst 0 COCTOSIHUM NTOKasIbHLIX NOPTOB poyTepa.

MoapasfenoB MOXeT GbiTb HECKO/IbKO, Tak Kak B HACTPOiKax NpUcyTCTBYET BO3MOXHOCTb BbIHECTM
Kakablin Ethernet-nopT B oTaenbHbIi VLAN.

Tabnuua 4. Nonga B pasgene Local Network (LAN)

Mone

Status

Type

Address

Uptime

MAC

Rx/Tx

OnucaHue

YkasblBaeTcs ecTb I (pr3myeckoe nogxnoueHne k nopty: Up — nogknoveHue
ecTtb, Down — nogxo4eHnsa Het

Pexunm paboTbl nopra: static — craruyeckas |IP-agpecauns
IP-agpec nopTa ¢ yKkasaHMeM Makcu cetu

Bpems paboTbl nopta

MAC-agpec nopta

CuUeTUMK NPUHATLIX U OTNPAaBMIEHHbIX 6anT

5.1.4. Mobile Internet (SIM1/SIM2/SIM3/SIM4)

NHhopmaumsa o coCTOAHUM NOAK/OUEHUST MO KaHasly COTOBO CeTu.

Uuncno pasfenoB COOTBETCTBYET uncy SIM-KapT, eciv Ux B YCTPOIiCTBe YCTaHOB/IEHO Gosblue 0AHOI. B
3aBMCHMOCTV OT MOAENV poyTepa HEKOTOPbIe NoJs MOryT OTCYTCTBOBATb.

Tabnuvua 5. MNona pasgena Mobile Internet

Mone

Status

Network

Signal Quality
Module Revision
Band

Rx/Tx

Uptime

OonucaHue

YKa3blBaeTCs CTaTyc NoAK/IYeHNs K coToBol cetn: Up — SIM-kapTa
3aperncTpmvpoBaHa B CET! COTOBOro oneparopa 1 rotoea k paéore, Down — SIM-
KapTa He 3apeructTpuposaHa B CeTU 1 He paboTtaeT

Tun cOTOBOW CETM MO KOTOPOi B A@HHbIA MOMEHT OCYLLECTB/ISAETCS nepegaya
JaHHbIX: 2G, 3G, 4G

YpoBeHb curHana coToBoli cetn B popmate CSQ U B NpoLEeHTax oT
MakcMmasibHOro

Homep Bepcun GSM-moayns poyTtepa
Bbl6paHHble YacToTHbIE Nosockl (63HApI)
CUeTUMK MPUHATBIX W OTNPaB/IEHHbIX 6aNT

BpeMﬂ aKTUBHOCTMN C MOMEHTa YCTaHOBKM cecCcumn

12



@ ANIEKTPOHUKA

Tabnuua 5. Mons pasgena Mobile Internet

Operator BbiBOAMTCA MMSA onepaTopa COTOBOM CeTu
Module Name HassaHve GSM mofyns, yCTaHOB/IEHHOIO B BalleM poyTepe
Module IMEI IMEI Homep GSM moayns Bawero poyrepa.

IP-agpec cuM KapThbl C yKasaHueM Macku CeTW, BbliJaBaeMblii OnepaTopom
Address COTOBOW CeTn

5.1.5. Wired Internet (WAN)

WHdopmauus o ctatyce nopta WAN.

Tabnuua 6. Nonsa B pasgene Wired Internet (WAN)

Mone OnucaHue

Status CocTosHuMe nopta

Address IP-agpec nopra ¢ ykazaHuem Macku ceTu
MAC MAC-agpec nopta

Uptime Bpems akTuBHOCTM nopTa

Type Tun pa6oTsl nopta

RX/Tx CuUeTuuK NPUHATBLIX U OTNPaBAEHHbIX GainT

5.1.6. Routing Table

WHdpopmaLums no Tabnuue mapLupyTusaumm.

BbIBOAATCS BCe CYLLECTBYIOLLME HA AaHHbLIA MOMEHT MapLUpyThl.
5.1.7. UPS Status

ViHchopMauusi 0 COCTOSIHUM MCTOYHKKA 6ecnepeboiHOro nuTaHus (ToNbko A5 poyTepoB Co
BCTPOEHHbIM BIT)

Tabnuua 7. Nonsa B pasgene UPS Status

Mone OnucaHue
Input Voltage BXOAsllee HanpsxeHue
Battery Voltage HanpsbkeHue Ha NBI

Ecnu 3HaueHue Input Voltage paBHO Hynto, yCTPOIACTBO paboTaeT OT BCTPOEHHOro MBI,

13



5.1.8. IPSec tunnel

IPSec IKEV1 tunnel (HQ)

Status Waiting for traffic between SA
Source siml

SA (Local - Remote) dynamic - 2.2.2.2/32

SA (Local - Remote) dynamic - 4.4.4.4/32

Phasel aes256 [ sha256 / DH:14

IPSec IKEV2 tunnel (Center)

Status Waiting for traffic between SA
Source default route

Local SA default route

Phasel aes256 [ sha256 [ DH:14

Established
Remote
Status
Status
Phase2

Established
Remote
Remote SA

Phase2

@ ANIEKTPOHUKA

3.3.33
Waiting for traffic between SA
Waiting for traffic between SA

aes256 [ shal / PFS:15

3.3.34
5.5.5.5/24 6.6.6.6/24
aes256 / shal / PFS:NONE

Puc. 4. Npumep nHopmauun B pasgene IPSec tunnel

Tabnvua 8. MNona B pasgene Status ans IPSec TyHHensA

Mone OonucaHue

Status Tekywwii cTatyc TyHHens

JlokanbHbIl MHTepdeiic, Yepes KoTopblli 6yaeT paboTtatb TyHHenb (Default route
— Yepes nHTepdeiic, ABASILWNIACA Ha AaHHbIA MOMEHT aKTUBHbLIM

Source WAN-nopTom)

JomveHHoe umMst unm IP-agpec nopTa yaaseHHoro YCTPOICTBa, C KOTopbiM ByaeT

Remote NOCTPOEH TYHHENb

SA (Local -

Remote) Security Associations, NOANTUKM 6€30NacHOCTK

Phase 1, 2 MapameTpbl ayTeHTUMKaUUn 1 WndposaHnsa ana dasbl 1 n dasbl 2

Mone Status onuncbiBaeT TekyLlee COCTOAHNE TYHHe . BO3MOXHble 3Ha4YeHUA NoasA onucaHbl B Ta6}'II/ILI,e

HWXe.
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Tabnuua 9. Bo3aMoXHble 3Ha4eHus nons Status

Mone OnucaHue

Network not
available AJpec UCTOYHMKA C NTIOKa/TbHOM CTOPOHBI (Source Address) He AOCTyneH

OxupgaHve Tpadmka mexay mexay nokanbHoii (Local subnets / Source Address)
Waiting for traffic v yganénHoli ctopoHoii (Remote Subnets / Remote Address) 4To6bl

between SA WHULMMPOBAaTb OGMEH K/Ho4amu 1 cornacoBaHue nosmTuk

Phase 1 O6MeH Knovamu npoluen ycnewHo, Phase 1 noctpoeHa, Phase 2 He nocTpoeHa.
established Tpadvk He ngét

Installed TyHHENb NOCTPOEH, Tpadink Wwndpyetcs

Down PoyTtep oxungaet nogknoyeHns kKnueHTos (Remote Address ykasaH kak 0.0.0.0)
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5.2. Pa3gen "Network"

5.2.1. Local Network

Pasgen Local Network Ha Bkiagke Network npefHasHauyeH A58 HacTPOku nokasibHbIX Ethernet-noptos
poyTepa. B poytepax iRZ nmeercsi BO3MOXHOCTb HacTpouTb WAN-NopT Takum 06pa3om, UTO6bI OH
pabotan, kak nokanbHblin Ethernet-nopt n Hao6opoT — Bce LAN noptbl npespatutb B WAN.

Ha pucyHke Huke npeactaBneH npumep oobegnHeHns Ethernet-noptoB B VLAN (BUPTYasibHYHO
NOKasibHY0 ceTb). [MocKonbKy B JaHHOM nprMepe HacTpoeHo Aga VLAN, To Ha cTpaHuLe nokasaHbl ABe
rpynnbl HACTPOEK — AN151 BUPTYaslbHbIX ceTeil «lan» n «lan84» (Ha3BaHus 3a4ar0TCa aBTOMATUYECKN NN
B pyuHyto — nosie VLAN ID). UTto6bl fo6aBuTb HOBbI VLAN, HaxkmuTe Ha kHonky Add VLAN BHu3Y
CTpaHuLbl, a 4ToObl YAasIMTh — HOKMUTE KHOMKY Remove, B COOTBETCTBYIOLLEN rpynne HacTPOoeK.

[nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEeHHbIe HACTPOIKM GyayT COPOLLEHDI!

Local Network (lan)

CPU port

etho T

IP

192.168.1.1

Local Network (lang4)

CPU port

ethl v

IP
192.168.84.1

Remove
VLANID Switch Ports
1 PORT1 PORT2 PORT3 PORT4
Mask MAC
255.255.255.0
Remove
VLANID Switch Ports
84 [JPORT1 [JPORT2 [JPORT3 PORT4
Mask MAC
255.255.255.0

Puc. 5. Bknagka Network, pasgen Local Network
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Ta6nuua 10. Hactpoiikn Network — Local Network

Mone

CPU Port

VLAN ID

Switch Ports

P

Mask

MAC

OnucaHune

Bbi6op nopTa npoueccopa, koTopblii 6yaeT HasHaveH Ha VLAN. Hanpumep, B
poyTepax cepun R4 gocTtynHbl Aga noprta Ethernet 1Gbit: ETHO n ETH1. lNo
ymon4yaHuto, ETHO — 3710 yeThipe nokansHbix nopta, a ETH1 — oguH WAN-nopT.
OpHako nonb3oBaTte b C NOMOLLBI AAaHHON HACTPOVKN MOXET pacnpenenvTb
nopTbl Mexay msnyeckuMn pasbeMamMm caMoCcTOATE bHO.

YkasaHvne Homepa VLAN. N3HavyanbHO HoMep 3ajaeTca aBToMaTnyecks caMmmm
YCTPOWCTBOM, OHaKO MNoMb30BaTe/lb MMeeT BOSMOXHOCTb €ro U3MEHUTD.

Bbi6op thusnyeckmx NopTos, KOTopble ByayT AobasneHb! B VLAN
IP-agpec poyTtepa gna co3gaHHoro VLAN
Macka cetu poyTepa g/1a cosgaHHoro VLAN

MAC afgpec, MOXHO 3aZilaBaTb B Py4HYIO

17
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5.2.2. Wired Internet

Pasgen Wired Internet Ha Bknagke Network npegHasHadeH gns HacTponikn WAN-nopTa poytepa B
pamkax VLAN. B poytepax iRZ nmeetcs BO3MOXHOCTb HACTPOMTb JI0OKasIbHbIE MNOPThI TaKMM 06pa3om,
yTOoO6bI OHU paboTanu, kak WAN-NopTbI.

Ha pucyHke Huxe npenctasneH npumep co3gaHua VLAN Ha ocHoBe WAN-nopTta poytepa. B gaHHOM

npumMepe HacTpoeH oamH WAN-NopT, rpynna HacTpoek BUPTYasibHOM ceTu «wan» (Ha3BaHue 3ajaeTcs
aBToMarunyeckm). Utobbl gobasnTb HOBbIA VLAN, HaxkmuTe Ha kHonmKy Add VLAN BHM3Y CTpaHuLbl, a

YTOObI YAANUTL — HAXXMUTE KHOMKY Remove, B COOTBETCTBYIOLLEN rpynne HacTpoek.

@ [Lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexose Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

Wired Internet (wan12) Remove
CPU Port VLAN ID Switch Ports

ETHO w 12 PORT1 PORT2 PORT3 PORT4
Connection Type MAC

Static v
IP Mask Gateway
Ping Address Ping Interval (sec) Ping Attempts

Puc. 6. Bknagka Network, pasgen Wired Internet

Tabnuua 11. Hactpoiikn Network — Wired Internet

Mone OnucaHue

Bbi6op nopta npoueccopa, koTopblii 6yaeT HasHaveH Ha VLAN. Hanpumep, B

poyTepax cepun R4 goctynHbl asa noprta Ethernet 1Gbit: ETHO n ETH1. lNo

ymon4yaHuto, ETHO — 3710 yeTbipe nokansHbix nopta, a ETH1 — oguH WAN-nopT.

OpHako nonb3oBaTtesb € NOMOLLBI0 AAaHHOW HACTPOVKN MOXET pacnpenenuTb
CPU Port nopTbl MexXay manyeckuMn pabemMamMmm caMoCTOATE bHO.

Yka3zaHue Homepa VLAN. N3HayasibHO HOMep 3a4aeTcs aBToMaTnyeckm cammm
VLAN ID YCTPOWCTBOM, OAHAKO MOMb30BaTe/lb MMEET BO3MOXHOCTb €r0 U3MEHUTD.

Switch Ports Bbi60p husmyeckmx NnopTos, KoTopble ByayT fobasneHbl B VLAN

Connection Type Twun nogkNHYeHNA K BHELUHUM ceTaMm, yepe3 WAN-nopT

18
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Tabnuua 12. [lononHuTenbHble HacTpoiikn (none Connection Type)

Mone

Ping Address

Ping Interval
(sec)

Ping Attempts

Use Peer DNS
Server

MAC

P

Mask
Gateway
Login

Password

AC-name

Tun

Disabled,
DHCP, Static,
PPPoE

Disabled,
DHCP, Static,
PPPoE

Disabled,
DHCP, Static,
PPPoE

DHCP, PPPoE

DHCP, Static,
PPPoE

Static

Static

PPPOE

PPPOE

PPPOE

PPPOE

OnucaHue

IP-afpec yaaneHHOro xocta Ans nposepkn paboTbl coeanHEHUS.
Heckonbko agpecoB MOryT ObITb yka3aHbl Yepes ; Uin vepes
MPOBEN

WHTepBan B cekyHAax, Yepes KOTopbIiA ByayT OTNpaBnsaTbCs
nakeTbl A/151 NPOBEPKU coeMHEHUs (Mo ymMonyaHuio, 30 cekyHu)

KonuuectBo HeygauHbIX NOMbITOK COegnHEHMs (MO ymMonyaHuio, 3)

BkntoyeHme/BbIK/IIOYEHNE NCMONb30BaHNS BHELLHNX DNS-cepBepoB

nposaligepa

MAC-agpec poyTtepa ansa co3gaHHoro VLAN. Ecniv none octaButb
nycTbIM, TO ByzeT ucnonb3oBarbcst MAC-agpec, yCTaHOB/IEHHbII
npoussoguTesniem

IP-agpec poyTtepa gna co3gaHHoro VLAN

Macka cetu poytepa g/1a cosgaHHoro VLAN

LLno3 poytepa ana cosgaHHoro VLAN

NoruH, koTopblli ykasbiBaeTcs npu PPPOE-coegnmHeHnm
Maposb, KOTOPbI yKasbiBaeTcs Npu PPPOE-coegnHeHun

VIMsi KOHLUEHTpaTopa AoCcTyna, KOTopbIii yKasbiBaeTcs npyu PPPOE-
coefivHeHnn
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Connection Type

Static W |

Disabled
DHCP

PPPoE

Puc. 7. Tunbl coegmHernsa ansa WAN-nopra

BapuaHT Disabled B nosie Connection Type siornyecku Boiktodaer WAN-NOPT, TO eCTb (hrsmyeckoe
nogxueHve byaeT NpyUcyTCTBOBaTb, HO POyTep He byaeT nepefasarb Mo NOPTY HUKAKUX OAHHbIX.
MpyMep HACTPOEK MOKa3aH Ha PUCYHKE HIKe, ONMcaHne HacTPOoeK NpuBeaeHo B Tabnmue
AononHutenbHble HacTpoiiku (nose Connection Type).

Wired Internet (wan12) Remove
CPU Port VLAN ID Switch Ports

ETHO w 12 PORT1 PORT2 PORT3 PORT4
Connection Type

Disabled W
Ping Address Ping Interval (sec) Ping Attempts

Enter address to check connection Default 30 seconds Default 3 times

Add VLAN Save

Puc. 8. WAN-nopt oTk/itoueH

Tun nogkntodeHns DHCP o3HadvaerT, 4To poyTep AO/MKeH nonyyuutsb IP-agpec, macky n agpeca DNS-
cepsepoB oT BHelwHero DHCP-cepBepa. Npumep HaCTPOeK nokasaH Ha PUCYHKe HWXe, onvucaHue
HacTpoek npvBeAeHo B Tabnuue fononHuTeNbHbIE HAcTpoliku (none Connection Type)
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Wired Internet (wan)
CPU Port VLAN ID

eth1 v 2

Connection Type
DHCP v

Ping Address Ping Interval (sec)

Use peer DNS servers

f0:81:af:.01:41:a7

@ ANIEKTPOHUKA

Remove

lan3 land wan

Ping Attempts

Puc. 9. Tun coeanHenns WAN-nopta — DHCP

Tun nogxnioyeHns Static HeoGXoAMM A/1a PyYHoOli YCTaHOBKM ceTeBbIx HacTpoek WAN-nopTa. Mprmep
HaCTPOEeK NoKa3aH Ha PUCYHKEe HUXe, ON1caHne HacTPoeK NpuBeeHo B Tabnvue OononHuUTeNbHbIe

HacTpolikn (none Connection Type)

Tun nogkntoyeHns PPPOE Heo6xoaum npu Ncnonb3oBaHUM NpoToKosa ¢ aBTopulauneli Ha cepeepe
PPPOE. Mpumep HacTpoek nokasaH Ha PYCYHKe HWxe, onncaHne HacTpoek NpuseseHo B Tabnuue

[ononHutenbHble HacTpoiiku (nose Connection Type)

Wired Internet (wan)
CPU Port VLAN ID

eth1 v 2

Connection Type

PPPoE v
Login Password
Ping Address Ping Interval (sec)

Use peer DNS servers

f0:81:af.01:41:a7

Remove

lan3 lan4 wan

AC-name

Ping Attempts

Puc. 10. Tun coegmHeHna WAN-nopta — PPPoE
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5.2.3. Mobile Interfaces

Pa3gen Mobile Interfaces Ha Bknagke Network npegHasHayeH ons HacTpoiikn MOBUNBHOIO
VHTepHeTa.

Mobile Interfaces

SIM1/SIM2 QUECTEL EC25 Edit

Puc. 11. Bknagka Network, pasgen Mobile Interfaces gnis ogHoMoayNbHOrO ycTpoincTea

Mobile Interfaces

SIM1 Huawei MES0%s Edit

SiM2 QUECTEL EC25 Edit

Puc. 12. Bknagka Network, pasgen Mobile Interfaces gnst AByXmMoAy/ibHOMO yCTPOACTBA

[Nst Hauana pefakTMpoBaHusi HACTPOEK HEOBGXOAMMO HaxaTb KHorky Edit.

@ [na coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITE KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pa3faenoB BCE BbINO/THEHHbIE, HO HE COXPaHEHHbIE HACTPOMKM ByayT COPOLLEHbI!

UTo6bI BK/OYATb MM OTK/IIOUaTh paboTy poyTepa ¢ SIM-kapToii, He06X0AVMMO NOCTaBUTb U/IN CHATb

ranouky HanpoTtus nyHkTa Enable SIM1 (nnn SIM2). Haxxatne Ha kHonky Advanced Settings
OTKpbIBAET AOCTYN KO BCEM BO3MOXHbIM HACTpOWkam AaHHOro pasgena.
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QUECTEL EPO6

Enable SIM1

APN Network Access
Auto ~ Advanced settings
Username Password Auth Type
Any v
PIN MTU Force MCC MNC
Leave blank if not needed 1400 example: 25066
Use as default route Use peer DNS servers ] Allow roaming

Specific Bands
Leave blank for automatic selection

(JB1-FDD [JB3-FDD ([ BS-FDD (JJB7-FDD (O B8-FDD (0 B20-FDD [C] B28-FDD (O B32-FDD
() B38-TDD [ B40-TDD [ B41-TDD [JWCDMAZ100 [JWCDMAL800 (] WCDMABS0
) WCDMAS00
Additional PPPD Options
example: debug

Failover management

Ping Address Ping Interval (sec) Ping Attempts
Enter address to check connec Default 30 seconds 3 by default
Manage SIM

Connection Timeout (sec)

360

Close Apply changes

Puc. 13. Bknagka Network, pasgen Mobile Interfaces — Edit

HacTpoiikn Mmo6unbHoro NHTepHeTa

B 3aBucumocTn OT Mmogenn poytepa nons Specific Bands, Primary SIM, Return to Primary SIM moryT
OTCYTCTBOBATb.
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Tabnuua 13. Hactpolikn Network — Mobile Interfaces — Edit

Mone

APN

Network Access
Username
Password

Authentication
Type

PIN

MTU

Force MCC MNC

Use As Default
Route

Use Peer DNS
Server

Allow Roaming
Specific Bands

Additional PPPD
Options

Ping Address

Ping Interval (sec)

Ping Attempts

OnucaHue

Wwms coTtoBoit cetn (APN). Heobxoaumo, ecnn y SIM-kapTbl KOPNopaTuBHbIl
Tapud nnn BblgeneHHas coToBas CeTb BHYTPY Nposaigepa

BbI6op pexuma paboTbl ¢ coToBbIMU ceTAMU 3G, 4G
Vima nonb3oBatens Ans gocTyna B COTOBYHO CETb NpoBaiigepa

Maposb 415 AOCTyna B COTOBYIO CETb NpoBaiigepa

Bbi6op npoTokona ngeHtudgmkaumn SIM-kapTbl B ceTy npoBaigepa
PIN-kog SIM-kapTbl (eCnn yCTaHOB/EH)
HacTtpoliika 3HayeHus MTU

Mo3BONSET OrpaHNYnTL BbIOOP COTOBLIX ONeEpaTopoB. 3a4aeTcst MOOUbHLIN KO
cTpaHbl (MCC) B kKOMOMHaUuMM ¢ MO6UbHLIM kogom cetn (MNC), uTo ABnsieTcs
YHUK&J/TbHbIM UAEHTUMKATOPOM TOW CETUH, KOTOPYH TpebyeTcs NCNonb30BaTh

Mcnonb3oBaTb yKazaHHble HACTPOKM Kak MapLUPYT Mo YMOYaHuio

BktoueHne/BbIK/IIO4EHNE UCMONb30BaHNUs BHeWHMX DNS-cepBepoB npoBaiigepa
PaspelueHue/3anpeT paboTbl SIM-kapTbl yCTpOCTBa B POYMUHTE
BbI60p YacTOTHbIX Nosoc (63HA0B).

YkazaHue J0NoNHUTENbHbIX OnuuiA Ansa paboTsl npotokona PPP (kpome
poyTtepos cepun RO)

IP-agpec yfaneHHOro xocrta A5 NpoBepkn paboTbl cCoeuHEHUs. HeckonbKo
a/lpecoB MOryT ObITb YKa3aHbl Yyepes ; unu Yyepes NPOBES

WHTepBan B cekyHaax, uepes KoTopblii 6yayT OTNPaBASTLCA NaKeTb! A71s
NpoBepkn coeayHeHust (Mo ymonyaHuto, 30 cekyHa)

KonmuecTBo HeyaauHbIX MOMbITOK COeANHEHMs (N0 YyMon4YaHuio, 3)
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Tabnuua 13. Hactpolikn Network — Mobile Interfaces — Edit
Bpewms, koTopoe otBoanTCA SIM-KapTe Ha No4K/IUYeHNe K COTOBOMY Oreparopy,

Connection Mo UCTEYEHUN aHHOTO BPEMEHW poyTep NepesarpyXaeT COTOBbI Moy b MO
Timeout (sec) MUTaHWIO W [O3BOH HAUMHAETCS 3aHOBO, M3MEPSIETCS B CEKYHAAX

YkasblBaeT kakas n3 SIM kapT ABAsSieTcA NPMOPUTETHON (TOMbKO AN
Primary SIM OAHOMOAY/bHbLIX POYTEPOB)

Return to Primary ~ Yka3aHue npomexyTka BpemMeHU, Nnocsie KOTOporo poyTep nNpon3BeieT NonbITKy
SIM (sec) BEPHYTLCA Ha OCHOBHYIO SIM kapTy (TO/IbKO 418 OAHOMOAY/bHbIX POYTEPOB)

BbIGOp 4ACTOTHbIX Nosnoc (63HA0B)
dyHKUMSA gocTynHa ans GSM-mopyneii crnefyowmx pesusnii;
» EP06-E - EPO6ELARO4A03M4G 1 Bblilue,

* EC25-EU - EC25EUGARO6A03MA4G 1 BblLue,
* EC200T- EU -EC200TEUHARO5A03M16 1 BbliLue.

[ns aBTomartuyeckoro Bbibopa 63HA0B BCe N0/ cnefyeT 0CTaBUTb NYCTbIMU.

[ns Bbibopa onpefeneHHbIX 63HA0B HYXXHO NOCTaBUTb rasiouky B COOTBETCTBYIOLLMX YEKOOKCax.
Mpwn aTom:

* B pexume Network Access - Auto ans Bbibopa 6yayT AOCTYNHbI BCe 6G3HAbI,

* B pexumMe Network Access - 4G only nnu 3G only - To/Ibko 63H/bI, KOTOPbIE COOTBETCTBYIOT
yKazaHHbIM CTaHaapTam,

* B pexume Network Access - 2G only BbI6op 63HA0B HEAOCTYNEH.
MepexkntoueHune SIM-kapT
[ns ycTpoicTs ¢ ogHuM GSM-mMoaynem peannsosaH asiroputM nepeknioyeHns mexay SIM-kaptamu.

Mo npropwuTeTy SIM-kapTa MOXET ObITb [/1TaBHOI UM BTOPOCTENEHHON. 10 yMOYaHno rnaBHom
agnsetca SIM1. 3Ty HAcTPOKYy MOXHO M3MEHUTb B CTpoke Primary SIM.

MepekntoveHre mexay SIM-kaptamuy NPONCXOANT B CNeayowmx cnyyasx:
* Ecnu rnasHasa SIM-kapTa oTcyTCTBYET (He yCTaHOB/IEHA B YCTPOICTBE)

¢ Ecnu yepes ykasaHHyto SIM-kapTy He yaanocb NOAKUMTLCS K CETU Nepefadn AaHHbIX B TEHEHUN
3a[aHHoro nHTepeasia BpemeHn Connection Timeout (sec)

e Ecnn B MOMeHT paboTbl Yepes BTOPOCTENEHHY0 SIM-KapTy 6bl1 AOCTUTHYT MHTEPB&aUT BO3BPALLLEHNS
Ha rnasHyto SIM-kapTy Return to Primary SIM (sec)

B poyTtepax ¢ gBymsi GSM-MoAynsamun Kaxaplili Mogy/ib paboTaeT co cBoeli SIM-kapToii He3aBMCHUMO.

25



ANIEKTPOHUKA

B pasgene Network - Routes MOXHO yCTaHOBUTbL NPUOPUTET MapLUpyTU3aLMmn, CoriacHo KOTOPOMY B
pexume pesepsrpoBaHns (Backup) nepegaya gaHHbIx OyaeT natu B NepByto ovepenp Yyepes
NpropuUTETHYI0 SIM-KapTy Wan Apyroi [OCTYNHbIA KaHan cBA3Mn (Hanpumep, nposogHoin WAN nin Wi-
Fi).

Ecnu coegmHeHne yepes SIM-kapTy ¢ 6051€e BbICOKUM NPUOPUTETOM He YCTAHOBIEHO W AOCTUTHYT
nHTepsasn Connection Timeout (Mn B cnyvyae BKIOUEHHON NPOBEPKM COCTOSAHUS COeANHEHNS -
KO/IMYECTBO HeyAauHbIX NonbIiTok Ping Attempts f0OCTUM0 3a4aHHOr0), poyTep nHuuumnpyet
nepesarpysky coorsetcraytoLiero GSM-moayns.

B aTOoM c/yyae nepegaya JaHHbIX 6yAeT aBToMaTMyYeckn nepekoueHa Ha SIM-kapTy ¢ 60/1ee HU3KUM
NPVOPUTETOM.

Mocne BOCCTaHOB/IEHUS NOAK/MOUEHNS] MPUOPUTETHOI SIM-KapTbl Nepegaya AaHHbIX 6yAeT CHoBa
OCYLLECTB/SATLCA Uepes Hee.

MpoBepka COCTOSAHUA COeaNHEHUA

MpeaycmoTpeHa NpoBepKa COCTOSHNA COeAMHEHUS NPU NOMOLLIM OTNPAaBKM NaKeToB (MUHra) yKasaHHOTo
agpeca.

[Lnsi BKKOYEHUS NPOBEPKM COCTOSIHUS COEAUHEHUS fOMKEH GbIThb BbibpaH napameTp Default Route

B none Ping Address yka3sbiBaeTcs IP-agpec ans nposepky paboTbl coeguHeHnsi. Heckonbko agpecos
MOryT 6bITb Yka3aHbl yepes ; uiun yepes NMPOBEJ. B none Ping Interval 3agaetcsa nepuoguyHocTb
3anycka nuHra (B cekyHgax). B none Ping Attempts yka3sbiBaeTCcs KONIMHYECTBO HeyAauHbIX MOMbITOK
COeNHEHNS.

e Ecnun coegmHeHne ycTaHOBMEHO M Nepeaaya AaHHbIX NPOUCXOANT KOPPEKTHO, YCTPOMCTBO paboTaeT
KaK 00bI4YHO.

o ECnu coeiMHEHNE HE YCTAHOBMEHO WM KOJIMYECTBO HEYAAUHbIX MOMbITOK COEANHEHNSI AOCTUIIO
33[aHHOr0, POyTep MHULMMPYET nepesarpysky GSM-moayrsi.

o Ecnu nocne nepesarpy3ku GSM-Mofyns coeayHeHne BCe ellle He YCTAHOB/EHO, NOC/e AOCTUKEHNS
uHTepBasia Connection Timeout (sec) yCcTpoiicTBO Nepek/tounTcst Ha apyryto SIM-kapTy.

MpoBepKa COCTOSAHUSI COEAUHEHNS NPEAYCMOTPEHa A5 POYTEPOB Kak C OAHUM, Tak 1 ¢ AByMst GSM-
MOZYNSIMU.
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5.2.4. Mobile APN Profiles

Pazgen npegHasHaueH Ans pa6oTbl ¢ SIM-KapTamy BUPTYyasibHbIX ONepaTopoB.

BupTyanbHble onepaTtopbl UCNO/Mb3YHT COTOBbIE CeTU 6a30Bbix onepatopoB (MeradoH, MTC, bunaiiH,
Tene2). Ana NOAKMIOYEHNS K K&XKA0W M3 6a30BbIX CETEN BUPTYasIbHOMY OnepaTopy MOXeT
notpebosaTtbcA 0TAeNbHOe 3HavyeHne APN n kog MCCMNC.

3anonHATek gaHHble Mobile APN Profiles ans pa6otel ¢ SIM-kapTamum 6a30BbIX 0repaTopoB He
TpebyeTcs.

Maobile APN Profiles

* MCCMNC APN Username Password Awuth Type

- 25002 megafon.mw gdata gdata CHAP v

Puc. 14. Bknagka Mobile APN Profiles

Tabnuua 14. Bknagka Mobile APN Profiles

Mone OnucaHue

Mo6unbHbIA Kog cTpaHbl (MCC) B KOMOGUHaLUN ¢ MOGU/IbHLIM kKogom ceTU(MNC)

MCCMNC ABNAETCA YHUKaIbHLIM UAEHTUUKATOPOM COTOBO CeTu

APN Wwms cotoBoii cetn (APN)

Username Mms nonb3oBatena Ans AocTyna B COTOBYH CEThb NpoBaiigepa
Password Maponb Ans goctyna B COTOBYIO CETb NpoBaiigepa

Auth Type Bbi6op npoTokona naeHtudmkaumm SIM-kapTbl B CETY NpoBaiigepa
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5.2.5. Loopbacks

B HeKOTOpbIX Cnyvasix HE0BXoANMMO HasHavaTb AoNoNHUTENbHbIE IP agpeca Ha nHTepdelic loopback,
[JaHHbIV pasgen npegHasHaveH 45 3Toro.

B none name BnuceiBaeTcsa nvs, B none IP — snucbiBaeTcs IP-agpec, a B nosie Mask — macka ceTtu K
KOTOPOI1 NpMHaANexXuT AaHHbIl IP-agpec.

I'Ipe,quMOTpeHa BasiMpgauma no nveHun. MimeHa, asnamwmecs CUCTEMHbIMN, 3apesepBupoBaHbl - X B
nosie name 3ajartb HeJib34.

Loopback Interfaces

* name IP Mask

- ‘ loopback |

This name is already used

Puc. 15. Bknagka Network, pasgen Loopbacks

@ [ns coxpaHeHus BbINOSTHEHHbIX HACTPOEK NCNOosb3yiiTe KHOMKY Save. Mpy nepexofe Ha Apyrue cTpaHuubl
pasnernoB BCe BbINOMIHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKN ByayT cOpoLueHbI!
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5.2.6. Wireless Internet

Pasgen Wireless Network Ha Bknagke Network npegHasHaueH gns HacTpoiikm napameTtpos Wi-Fi.

[JaHHblli pasgen AOCTyMNeH TO/bKO A1 POyTEPOB, KOTOPbIE NoAAepXuBatoT paboTy ¢ Wi-Fi (MmetoT
MHAOEKC "W" B Ha3BaHUM MOAENN).

[ns ycTpoiicTB, 060pyA0BaHHbIX ABYMSt Mogynamu Wi-Fi, kaxkablii U3 HUX HacTpanBaeTcs OTAE/bHO.

Ha pucyHKe Hixe npeacTasneH NpuMep CTpaHULbl HACTPOEK.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Wi-Fi Interfaces

ap Enable Edit
radio0 — 2.4GHz
sta Enable Edit

radiol — 5GHz

Hide Wireless clients

Connected Signal Tx Rx
Device Station (sec) (dBm) Bytes Bytes Tx Rate Rx Rate

radio0  60:6e:e8:catbd:02 131 seconds -58[-59,-62, 4432806 472229 72.2 MBit's MCS 7 86.7 MBit's VHT-
-95, -95] short GI MCS 8 short GI
dBm VHT-NSS 1

radiol  fe:92:bf:58:b5:f9 239 seconds = -62 [-63, -77, 408637 5529571 200.0 MBit/s VHT-  130.0 MBit/s VHT-
-95, -95] MCS 9 40MHz short MCS 6 short GI
dBm GIVHT-NSS 1 VHT-NSS 2

Puc. 16. Bknagka Network, pasgen Wireless Internet

UT06bI BKOYATL MU OTK/IOYaTL paboTy poyTepa ¢ Wi-Fi mogynem Heo6xo4MMOo NOCTaBUTb U CHATb

raslouky HanpoTue nyHkTa Enable. [1na Hauana pefakTpoBaHUs HACTPOeK HEOGXOAMMO HaXKaTb KHOMKY
Edit.
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Edit WiFi interface: ap (wifil)

@ Access point © STA Client © STA Bridge © Disabled
SSID Freq Region Channel

iRZ-85J185 2.4GHz W RU W auto w
Access mode Password

WPA/WPA2-PSK (CCMP) W snsssnnas

Bridge With Interface

lan v

Hide wireless network

Close Apply changes

Puc. 17. MeHto Edit, Bknagka Network, pasgen Wireless Internet

Edit Wi-Fi interface
Bbi6op pexuma paboTtbl Mogyna Wi-Fi:

¢ Access point — poyTep paboTaer B Ka4ecTBe TOUKM AOCTyNa W XAET NOAKNHOUYEHNS KTMEHTOB K
cBoeill ceTu;

¢ STA Client — poyTep cam nogknioyaeTcs K BHeluHel Wi-Fi-ceTu, B JaHHOM pexurmMe uHtepdeiic
aBTOMaTn4eckn ctaHoBuTca ogHUM 13 WAN-NopTos;

¢ STA Bridge — o06beguHeHne 1oKanbHOW NPOBOAHON CETU C 6ECNPOBOAHOIA;
+ Disabled — oTtkntoueHue Wi-Fi-mogynsi.
Access Point

Access Point - pexxum paboTtbl Wi-Fi-moayns B pexunme ToUkn goctyna.
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Tabnuua 15. Hactpoiikn Network — Wireless Network (Pexum Access Point)

Mone

Bridge with Interface
Static IP Address

Network Mask

SSID

Channel

Hide Wireless Network

Freq

Region

Access Mode

Password

OnucaHue

Co3zgaHve MocTa € JIOKasTbHbIM UHTEpPEcom
UM cosfaHne HoBOro NHTepdeiica.

« Mpun BbIGOPE nyHKTa LAN B HacTpolike Bridge
with Interface, Wi-Fi-nHtepdeiic poytepa obyaet
paboTtaTb B pexume mocTta ¢ LAN-noptamum.

* MNpw BbIGOpe nyHkTa Wi-Fi B HacTpoiike Bridge
with Interface, Wi-Fi-untepdeiic 6yaet

paboTaTb, Kak CaMOCTOSATENbHbIN HTEPAIEC.
JoCTynHble HaCTPOIKM NPUBELEHbI HA PUCYHKE.

IP-agpec nHTepdelica poytepa
Macka ceTn nHtepdeiica poytepa

HassaHune Wi-Fi-cetu, K koTopoii 6yayT
MOAK/THYATLCA K/IMEHTI

Homep kaHana, Ha KOTOpPOM A0/KHa paboTaTb
Wi-Fi-ceTb

Bk1OUMTB/OTKTIOUNTE PabOTy B CKPbITHOM
pexume, To ecTb 6e3 aHOHCMPOBaHWUS CBOETO
SSID

MepekntoveHne vyactoTbl paboTbl Wi-Fi mogyns
Kog cTpaHbl (3HaueHne no ymonyanuio - default)

Tun wWndpoBaHuA Naponsa gocryna K
cosgaBaemoi Wi-Fi-cetn

Maponb ans goctyna k cosgaBaemoin Wi-Fi-cetn
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STA Client - pexxum pa6oTbl Wi-Fi-moaynsi B peXume KmeHTa npu nogxkItoueHnn K yaasieHHoW CeTw.

Tabnuua 16. Hactpoiikn Network — Wireless Network (Pexum STA Client)

Mone

Connection Type
Static IP Address
Network Mask

Gateway

Ping Address

Ping Interval (sec)

Use As Default Route

Use Peer DNS Server

SSID

Access Mode

Password

OnucaHue

Bbi6op TMna coeguHeHus.

« Mpun BbIGOPE B HacTpolike Connection Type
nyHkta DHCP, poyTep 6yaeT nosyyaTb HAaCTPOWNKM
coeauHeHust or DHCP-cepBepa CeTU K KOTOpOiA
NoAK/II0HaETCS.

« Mpu BbIGOpE B HacTpoiike Connection Type
nyHkTa Static, poyTtep 6yaet paboTtatb co
CTaTUYHBbIMW HACTPOKaMy COEAMNHEHNS, KOTOpble
yKasblBatoTcs B nyHkTax Static IP Address,
Network Mask 1 Gateway.

IP-agpec nHTepdelica poytepa
Macka ceTn uHTepceiica poytepa
LLino3 poytepa

Heckonbko agpecoB MOryT ObIThb yKa3aHbl Yepes ;
nnn yepes NMPOBEJ

ViHTepBan B cekyHAax, Yepes KOTopblii ByayT
OTNPaBATLCA NakeTbl 4719 NPOBEPKM COeANHEHNS
(no ymonuaxuio, 30 cekyHA)

Mcnonb3oBatb ykazaHHble HACTPOIiKM Kak
MapLUpyT MO YMOJTYaHUIO

BkntoueHMe/BbIKNOYEHNE UCMO/b30BaHMS
BHelwHux DNS-cepBepoB nposaligepa

HassaHune Wi-Fi-cetu, K koTopoii 6yayT
MOAKTHYATLCA K/IMEHTI

Tun wndposaHua napons focTyna K
cosgaBaemoi Wi-Fi-cetn

Maponb ans goctyna k cosgaBaemoin Wi-Fi-cetn
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STA Bridge - pexum ans 06beanHeHnsi NoKanbHOV NPOBOAHON CETU ¢ 6eCrPOBOAHOI CEThIO.

Tabnuua 17. Hactpoiikn Network — Wireless Network (Pexum STA Bridge)

Mone

Use As Default Route

Use Peer DNS Server

SSID

Access Mode

Password

Bridge With Interface

OnucaHue

Wcnonb3oBaTb ykazaHHble HACTPOIKM Kak
MapLLpyT MO YMO/IYaHUIO

BkntoueHne/BbIKNOYEHNE UCMOb30BaHMS
BHelwHux DNS-cepBepoB nposaligepa

HassaHue Wi-Fi-ceTu, K koTopoii 6yayT
MOAK/THYATLCA K/IMEHTHI

Tun wudpoBaHust Napons gocTyna K
cosgaBaemoi Wi-Fi-cetn

Maponb ans goctyna k cosgasaemoin Wi-Fi-cetu

BbI60p NIoKkanbHOM ceTu ¢ KOTOpoi ByaeT co3faH
MOCT. 3anpeLleHo 1Ccnosib30BaHne MHTePElicoBs,
KOTOpble ncnonb3ytrcsa kak DHCP cepsep.

Mepep, BbiktoueHnem DHCP He 3a6yabTe HacTpouTb cTaTuyeckuii IP agpec Ha yCTpocTBe, C KOTOPOro

cobupaetech KOH(IMIyprupoBaTb poyTep.

Wnu xe HacTpoiite gononHutenbHblli VLAN B cekumn Local Networks. Bynet Heobxoaumo ykasats IP
aapec nHTepdelica, BaXHO yKasaTb afpec He nepecekarowmiics ¢ agpecamun n3 nyna Wi-Fi cetu.
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5.2.7. Routes

Pasgen Routes Ha Bknagke Network npegHasHauyeH gis HacTpoliku npuopmutetoB WAN-MOPTOB, PeEXnM
nX paboTbl U HACTPOWKN CTaTUYECKMX MapLLpyTOB. Ha prvcyHke HWxe npeacTaBieH NpuMep HaCTPOEK.

[lnsi coxpaHeHUs1 BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/HEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

Default routes mode

Backup A
1 i | Interface (wifi)
2| 1 . Mobile internet (sim1)
3|1 . Mobile internet (sim2)

Static routes

Target Mask Gateway Interface

Puc. 18. Bknagka Network, pasgen Routes

Default Routes Mode — pexwum pa6otsl WAN-NopToB:
* Balance — pexum 6anaHCcupoBKu;
¢ Backup — pexum pe3epBrpoBaHus.

B pexxvme Backup poytep pesepBupyeT nogkiodeHne mexay WAN-noptamu nocnefoBatesibHO U B
nopsagke, ykasaHHOM nosib3osaresieM (CM. CNUCOK nog nyHKTOM Backup Ha pucyHke). C noMOLLbHO
CTPENokK 1 | MOXHO nepemMellatb BbiopaHHbln WAN-nopT (Ha pucyHke «Wired Internet (WAN)») BBEpX
WA BHN3 B 3aBUCUMOCTM OT NPUOPUTETOB NOJIb30BATENS.

B pexume Balance poytep 6anaHcupyeT UCXOAALLMA Tpadivk Mexay noptaMu ans yBennyeHns
NPONYCKHOM CNOCOBHOCTN. [laHHbIA peXUM AOCTYNEH TOMIbLKO NPU NOAK/HOHYEHMN poyTepa Yepes A4Ba
WAN-nopra.

Mocne Bbibopa pexmma pabotel WAN NopToB ceayeT nogapasaen HacTPOWKU CTaTUYeCKMX MapLLpyTOB,
Static Routes.
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Default routes mode

Backup

Static routes

Interface (wifi)
Mobile internet (sim1)

Mobile internet (sim2)

Mask Gateway Interface

192.168.2.5 2552552550 192.168.11 loopback w

lan
sim1

sim2
wifi

Puc. 19. HacTpoiika cTaTnyeckmx MapLupyToB

Job6aBneHre HOBOrO MapLUpyTa MPOMCXOANT MO KHOMKe + («NJ10C») B NEPBOM CTON6LE Tabnmubl. A
yAaneHe MapLupyTa no KHOrMKe - («<MUHYC»), Takke B NePBOM CTON6LE, HO HANMPOTUB CTPOKN HEHYXXHOTO
MapLipyTa. HacTpoiikun MapLupyToB yka3aHbl B Tabnuue 5.12.

Tabnuua 18. HacTpoiikn MapLipyToB

Mone

Target

Mask

Gateway

Interface

OonucaHuve

IP-agpec unu NofceTb Ha3HAUEHUs MapLupyTa

Macka ceTtu
IP-afpec wnto3a mapLupyTa

Bbl6op nHTepdeiica, Yepes KOTopbIi byaeT paboTaTtb MapLUpyT
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5.2.8. Dynamic Routes (QUAGGA)

WHcTpymeHTOM ANns paboThl ¢ AMHAMUYECKOl MapLupyTusaumeli Ha poytepax iRZ saBnsieTcs naket
Quagga. lNogaepxmsaembie NpoTokosbl - BGP, OSPF.

Ha poyTtepax iRZ cepuun RO 1 R2 anst paboThbl ¢ AMHAMUYECKOl MapLupyTu3alueli BHavyane Hago
yCTaHOBUTbL HEOBXoAMMbIE NakeTbl. Ha poyTepax cepun R4 nakeTbl yCTAaHOBMEHbI M0 YMOHAHMIO.
Tpebyetcsa Bepcus npowmsky 20.1 1 BbiLwLe.

MprMep HacTPOeK NPUBEAEH Ha PUCYHKE.

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pa3fesnioB BCE BbINO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOIikM ByayT CHpOLLEHbI!

O BGPD

password zebra

!

access-list vty permit 127.0.0.0/8
access-list viy deny any

!

line vty

access-class viy

O OSPF6D

password zebra

!

access-list vty permit 127.0.0.0/8
access-list viy deny any

!

line vty

access-class viy

0 OSPFD

password zebra

!

access-list vty permit 127.0.0.0/8
access-list vty deny any

!

line vty

access-class viy

0 ZEBRA

password zebra
!
access-list vty permit 127.0.0.0/8

access-list vty deny any
!

line vty
access-class viy

Puc. 20. MNprmep HaCTPOWKK AMHAMUYECKOV MapLupyTusauum no npotokonam: BGP, OSPF
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Mpouecc HacTPOoIikn AUHAMNYECKO MapLLpyTM3auumn B Be6-nHTepdheiice npeacTaBnsiet coboii
3ano/iHeHWe TEKCTOBOIO NOJIS COOTBETCTBYHOLLEN CyX6Obl COOTBETCTBYHOLLIETO NPOTOKO/1A B dhopmare
CMHTaKcuKca, onpeaenHHoro 415 AaHHOro nakera.

AKTVBaLMS NONS MPOUCXOAUT NO YEKOOKCY BO3/1€ COOTBETCTBYIOLLIEN C/TYXObI.

MpepcTtaBneHsl cnegyowme cnyxoés: BGPD — geMoH npotokona bgp, OSPF6D — eMoH npoTokona
OSPFv3 gns IPv6, OSPFD — gemoH npotokonia OSPFv2. Mone ZEBRA npegHasHa4veHo A/1s HaCTPOKK
6a30Boro agpa Zebra.
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5.2.9. DNS Servers

Pa3nen DNS Servers Ha Bknagke Network npegHasHaueH gns ykasaHus agpecos DNS-cepsepos. Ha
puUcyHKe npeacTas/ieH NpUMep HaCTPOeK C ABYMS agpecamMu.

[lnsi coxpaHeHus BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
paszesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

DNS servers
7788838 Remove
8838 Remove

Puc. 21. Bknagka Network, pazgen DNS Servers

UT06bI 06aBUTb HOBbIN agpec Haxmute kHonky Add 1 snmwnTte IP-agpec DNS-cepsepa B
nosisuBLUeecs none. Ytobbl yAaMTb OAUH U3 apecoB, HAXXMUTE KHOMKY Remove HanpoTus noss
agpeca, KoTopblii HE06X0AMMO YA UTb.
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Pasgen Switch Ha Bknagke Network npegHasHaveH gns ynpasneHus Ethernet-noptamu poytepa (LAN

1 WAN).

Ha pucyHke npeacTaBneH NnpMMep HacTpoiKy NopToB poyTepa iRZ cepun R4.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnioB BCE BLIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

PORT1

PORT2

PORT3

PORT4

Enable Speed Duplex Status
auto N4 Full W link:up speed:100baseT full-duplex
auto W Full v link:down
auto v Full v link:down
auto W Full v link:down

Puc. 22. Bknagka Network, pasgen Switch

Tabnuua 19. HacTpoiikn mapLipyToB

Mone

Enable

Speed

Duplex

Status

OonucaHue
BkntoyeHne/BbIk0HEHNE paboThl nopTa

Bbi6op ckopocTu paboTbl nopTa: Auto (BbI6Op CKOPOCTK ycTpoiicTBoMm), 10, 100,
1000 MéuT/c

Bbi6op pexvma paboTbl nopra:
* Full - nepegaya v npvem faHHbIX O4HOBPEMEHHO;

» Half — nepegaya v npuem JaHHbIX MO o4Yepeau.

WMHbopmauus o paboTe Kaxgoro nopra
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5.3. Pasgen VPNI/Tunnels

Moapo6Hy0 NHPOPMALMIO O TYHHENSIX U X HACTOWKE MOXHO MPOYNTaTb B OTAE/TbHOM JOKYMEHTE
"PYKOBO/ACTBO MNMOJIb3OBATE/IAA. HacTpolika TyHHesnel Ha poyTepax iRZ" Ha caiiTe
www.radiofid.ru
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5.4. Paspgen «Services»
5.4.1. DHCP

Pasgen DHCP Ha Bknagke Services npegHasHayeH a5 ynpasneHna DHCP-cepsepoM. Ha pucyHke
npeacTasneH npumep Hactpoiikn DHCP-cepBepa.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pa3fesnioB BCE BbINO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT c6pOLLEHbI!

Enable DHCP server

Local Interface Pool Start Pool Size

lan w 100 150

Static Leases

Hostname MAC Address IP
Leases
Host IP MAC Address Client ID Expiry Time
SU0000T 192 168.1.208 ef:40-f2:10:4c:h8 01:28:40-f2:10-4c:b8 2022-01-19 00:42:17

Puc. 23. Bknagka Services, pasgen DHCP

UT06bI BKNtoUnTE DHCP-CcepBep noctasbTe raniovky Hanpotus Enable DHCP Server n ykaxuTe
HacTpolikM gNs ero pa6oTsbl.
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Ta6nuua 20. Hactpoiikn DHCP

Mone OnucaHue

Bbi6op nHTepdeiica Ha koTopom byaet pabotatb DHCP-cepsep: LAN, LAN1,
Wi-Fi (koimuyecTBo NOPTOB Ha BbIGOP 3aBUCUT OT HACTPOEK JI0KaSIbHON ceTu
Local Interface poyTepa n HacTpoek Wi-Fi)

AZpec, C KOTOpPOro HaYHeTCAa AvanasoH pasgaBaeMbixX agpecos. Hanpumep, ons

yKasaHusa gnanasoHa c agpeca 192.168.1.100 (rae, Hanpymep, 192.168.1.0 —

ajpec ceTu, B KOTOPOiI paboTaeT yCTPOMCTBO) U Bbille, HEOOXOAUMO YKa3aTb
Pool Start 3HayeHue yeTBepToi cekyum (100)

Pasmep pasgasaemMoro apecHoro npoctpaHcTea. Hanpumep, npu Pool Start =
100 HeobxoaMMO pa3gatb agpeca ¢ 192.168.1.100 no 192.168.1.250 (150

Pool Size ajpecos), Torga HeobxoanuMo ykasaTtb 3HadeHue 150.
Static Leases MpuBA3ska IP-agpeca k onpeaeneHHoOMy CETEBOMY YCTPOCTBY
Hostname Vims ycTpolicTBa (Mpon3BobHO, Ha BbIGOP NO/b30BaTesNs)

MAC-agpec, no KOTOpOMY UAeHTUhMLMpyeTCA YCTPONCTBO 1 Ha3HavaeTcs |IP-
MAC Address agpec

P IP-agpec, KoTopblli Ha3HavaeTcs npu naeHtTudukaunm MAC-agpeca

[Job6aBneHne HOBOro agpeca B nogpasaen Static Leases nponcxoguT No KHomnke + («M/ioc») B NepBoM
cTon6ue Tabnuubl. A yaaneHue agpeca rno KHomke - («<MUHYC»), Takke B NepBom cTon6Le, HO HanpoTUB
CTPOKM HEHYXHOro agpeca. OnuncaHus napaMmeTpoB yKasaHbl B TabnuLe Bbille.

Static Leases

Hostname MAC Address IP

- debian FF:FF:FF:FF:FF:FF 192.168.1.3

Puc. 24. YkasaHune IP-afpecoB BpyUHYHO
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Moapasaen Leases npegHasHaueH 405 NpeacTas/ieHns nHgopmaumm o BblaaHHbIX IP-agpecax
K/IMeHTam oT BCTpoeHHoro DHCP-cepBepa poyTepa, ec/in OH BK/IlOUeH. Ha pucyHke npeacTas/ieH
npuMep CTpaHULbI.

Host IP MAC Address Client ID Expiry Time

SU00007 192.168.1.208 ES:40:F2:10:4C:B8 01:28:40:f2:10:4c:b3
Puc. 25. Bknagka Tools, pasgen DHCP Leases

Tabnuuya 21. NHopmaunsa o DHCP Leases

Mone OnucaHue

Host Mma xocTa

IP BblgaHHbIN IP-aapec xocTy

MAC Address MAC-agpec faHHOro KnueHTta

Client ID M AeHTMNKALUMOHHBIA HOMEp KNeHTa

[arta n Bpems, nocsie KOTOPOro y K/IMeHTa NCTeKaeT akTyas/lbHOCTb BblAaHHOIO
Expiry Time cepsepom IP-agpeca
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5.4.2. MAC Filter

Pasgen MAC Filter Ha Bknagke Services npegHasHayvyeH A/1a yCTaHOBKU W HAaCcTpolikn hunstpa no MAC-

agpecam To/bKO A/1s1 poyTepoB ¢ mogynem Wi-Fi. Ha pucyHke npegcTaBieH npyMep HacTpoikn
dunbTpa.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Enable MAC Filter
Filter Mode

@ Black list 7 White list
MAC list

Comment MAC

- Motebook Aser 51 00:0c:35:1a:18:11

Puc. 26. Bknagka Services, pasgen MAC Filter

UTo6bl 3aaeiicTBoBaTb OUNLTP, NOCTaBbTe rasiouky Hanpotie Enable MAC Filter. Janee Heobxoanmo

GyAeT BblbpaTh NPUHLMM, N0 KOTOPOMY ByaeT paboTaTb ounbTpauus, BbibpaB 04HO U3 3HAYEHUI B
nogpasgene Filter Mode:

« Black List — agpeca, ykasaHHble B Tabnumue MAC List 6yayT 6110KMpoBaTbCs, CO BCEMU OCTas/IbHbIMU
agpecamu pabota 6yaeT paspeLueHa;

* White List — pa6oTta c agpecamu, ykazaHHbIM1 B Tabnmue MAC List 6yaeT paspelueHa, Bce
ocTasibHble agpeca 6yayT 6/10KMpoBaThbCs.

[ob6asneHne HoBoro agpeca B Tabnuue MAC List npomcxoanT no KHOMKe + («naic») B NepBoM CToNo6Le
Tabnuubl. A yaaneHve agpeca rno KHOmMKe - («<MUHYC»), TaKkkKe B NepBOM CTON6LIE, HO HANPOTUB CTPOKM

HeHyXHoro agpeca. MAC-agpec Heobxoanmo BnvcbiBaTh B nosie MAC, a nosie Comment cnyxuTt ans
KOMMEHTapueB.
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5.4.3. Firewall

Paspgen Firewall Ha Bknagke Services npegHasHayeH A1s HaCTPOMKM MEXCETEBOrO 3KkpaHa
(chaiiponna). Hactpolikn pa3duTsl Ha nATb noarpynn: Default Actions, Zones list, Allowed forwards,
User Firewall Rules, Firewall. Ha pucyHke Hmxe npeacTtaBneH npuMep cTaH4apTHOM HACTPOKM
MEXCETEBOr0 3KpaHa.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HACTPOIKM GyayT COPOLLEHBI!

Default Actions
Zones list

Allowed forwards
User Firewall Rules
Firewall

+ .
Firewall Rules

Allow-DHCP-Renew

wan —
Edit
UDP protocol ACCEPT -
_ | Allow-Ping .
wan —
Edit
ICMP protocal ACCEPT -
B Unnamed .
wan —
Edit

TCP protocol ACCEPT

Puc. 27. Bknagka Services, pasgen Firewall

Default Actions

Moarpynna HacTpoek Default Actions onpeaensieT rnobasbHble YCTaHOBKM (haiipBosia, KoTopble He
npuHagIexart Kakum-nnbo KOHKPETHbIM 30HaM.

BbI60p r1106@/1bHbIX YCTAHOBOK OCYLLECTBANETCH COOTBETCTBEHHBIM BbIGOPOM B HEOOXOAMMOM NOJe.
Moneii Tpu : Input — oTBEYAET 3a AECTBUS Haf BXOAALWMM Tpadhmkom AaHHbIX; Output — oTBEeYaeT 3a

[encTBus Hag, ncxogawmm Tpadmkom AaHHblx; Forward — oTBeyaeT 3a AeliCTBUS Ha NPOXOAALLUM
yepes firewall Tpacmkom faHHBIX.

HacTpoiiku no ymon4aHuto gaHHoM cekuum NpeacTaB/ieHbl HA PUCYHKE HUXKE.
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Default Actions

Input Output Forward

REJECT v ACCEPT v REJECT v

Puc. 28. Bknagka Services, pasgen Firewall, HacTpoliku Default Actions

Zones List

Moarpynna HacTpoek Zones List oTBeyaeT 3a pa3bueHne Ha 30Hbl, B KOTOPbIX MOXHO 06bEANHATD
nHTepdpeicbl mexay coboi 1 HasHayaTb NpaBu/ia 415 BXOAALLETO, MCXOASLLEro U nepeHanpasnsemMoro
Tpadgmka. BbI6Op HECKOBKNX MHTEPIENCOB B O4HOW 30HE OCYLLECTBASIETCA C MOMOLLbIO 3aXaToW
knaeuwwm Ctrl. lobaBneHne NpaBuna OCYLLECTBSIETCA NOCPEACTBOM KHOMKK + («M/IHOC»), a yaaneHne —
KHOMKOW - («MUHYC»). HacTpoiKn 30H NpeAcTaB/eHbl B TaGNNLE HUXE.

Tabnuua 22. HacTpoiikvi npasun A/1s 30H

Mone OnucaHue
Zone Name Ims 30HbI (MO ymonyaHuto, aAse 30Hbl — LAN 1 WAN)
Interfaces Bbi6op MHTepdelicoB poyTepa, KOTopble ByayT BXOAUTb B 30HY

Bibop geiictBus gns Bxogsawero Tpaduka: Accept — npvHuvaTthb, Reject —
Input OTKNOHATL, Drop — ot6packiBatb, Notrack — He oTcnexuBsarhb.

BbiGop aelicTBus 4515 ucxogsilero Tpadgmka: Accept — npuHuMaTh, Reject
Output — OTK/I0HATb, Drop — otT6packiBath, Notrack — He oTcrexuBaTh.

Bbibop AeiicTBust g5 nepeHanpasnsiemoro Tpagvka: Accept — npuHUMaTh,
Forward Reject — oTkNoHATL, Drop — oT6packiBath, Notrack — He oTcnexuearsb.

BktoueHne/BbIKNIOYEHNE MACKMPOBKN Tpadnka, TO eCTb paboTbl CNYXObI
Masquerade NAT
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ACCEF w

ACCEPT
REJECT

DROP
NOTRACK

Puc. 29. BapuwaHT Bblbopa feincteuii Ansa Tpadmka

Zones list

MTU

+ Zone name Interfaces Input Output Forward MASQ Fix

- lan :UUFhECk ACCEF w ACCEF ~ ACCEF w ] O
an
sim1
sim2 -

o

- wan lan “ REJECT ACCEF ~ REJECT w
sim1
sim2
wifi

Puc. 30. Bknagka Services, pasgen Firewall, HacTpoliku Zones List

Allowed Forwards

Moarpynna HacTpoek Allowed Forwards oTBeyaeT 3a KOHTPONb Tpadurka Mexay 30Hamu, KoTopble
co3pgatoTcs B nogrpynne Zone List.

MOXHO pa3peLunTb NepeHanpasneHne Tpadmka OT O4HOT0 NHTepdherica K Apyromy, eciv pacnpegenmntb
3T MHTepAIEliCbl B pa3/iMyHble 30Hbl. Hanpumep, B HacTpolikax Ha pucyHke B 30Hy LAN BxoasT
nHTepgoeicol LAN, a B 30Hy WAN — SIM1, SIM2. MNMpasuno «LAN - WAN>» o3Ha4yaeT, 4To Tpadiuk
nHTepgeiicos LAN (nokanbHble NOPTbI) paspeLleHo nepeHanpasisaTb Ha MHTepdeiicbl SIM-kapT. 3T0
npasunIo CO34aHo N0 YMOYaHWIo, 1 ecnu ero yopartb, To nepegaya Tpaduka oT N10KasbHbIX MOPTOB B
30HYy WAN cTaHeT HEBO3MOXHOIA.

[o6aBneHre npaBun OCYLLECTB/ISETCA NOCPEACTBOM KHOMKM + («MNJIH0C»), @ YAa/ieHne — KHOMKOA -
(«MmMHyC»). HacTpoiikn npaBun npeacTaB/eHbl B TabmLe HUXE.

Allowed forwards

Source Destination

- lan w wan ~

Puc. 31. Hactpoiikn Allowed Forwards
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Tabnuua 23. HacTpoiikv npaBu 4s1s Hanpas/ieHWuin

Mone OnucaHue

Bbi6op nHTepdieiica, KOTopbI ByaeT ABATLCS
Source WCTOYHMKOM Tpacpmka

Bbi6op MHTepdielica, KOTOpbIA ByaeT NPUEMHUKOM
Destination Tpadmka

User Firewall Rules

Moarpynna HacTpoek User Firewall Rules npegHa3HaueHa A5 BHECEHUS LiernoYek npaewa B popmare
iptables. Ha prcyHKke HWXe NpeacTaB/eH NPUMep HaCcTPOKM NpaBusa, NO3BO/ISOLLEN0 OTKPbITb AOCTYN
K web nHTepdpeiicy poytepa co ctopoHbl WAN 30HbI. [MpaBuia NULLYTCS ¢ KNaBraTypbl B IEBOE MoJie
HacTpoek. [laHHoe nosie MOXHO YBe/MunBaTh B pasmepax, NoTsHYB 3a HVKHWIA NpaBblii yros nons.
CnpaBa OT Mo/t HACTPOEK eCTb MHIDOPMALMOHHAs Tabnnuka ykasaHusM KOTopoii cneayet
PYKOBOACTBOBATLCA MPU HANMCaHUN COBCTBEHHBIX Lienovek npasuil.

User Firewall Rules

# This file is interpreted as shell SCFiFIT. Please use follow custom chains:
# Put your custom iptables rules here, they will

# be exscuted with 2ach firewall {re-)start. e )
- prerouting_rule for PREROUTING rules
. . - postrouting_rule for POSTROUTING rules
# Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e.g. INPUT or FORWARD or "filter” table:
into the - ipput_rule for INPUT rules

- output_rule for OUTPUT rules

# special user chains, e.g. input_wan_rule or postrouting_lan_rule. ; :
- - - - - forward_rule for FORWARD rules

Pg

Puc. 32. Bknagka Services, pasgen Firewall, Hactpolikvu User Firewall Rules

Firewall

Mopgrpynna HacTpoek Firewall oTBevaeT 3a co3gaHue npasus 418 MeXCeTeBoro akpaHa. Npasuna
3aalTcs 4519 ceTeBbIX MPOTOKO/I0B U MHTepdheiicoB. HanprMep, ykasbiBaeTcs HarnpaB/ieHne ABWKEHUS
yepes nHTepdeiickl — «wan(all:all) — (all:68)» (Bce agpeca n nopTbl OT 30HLI WAN Ha BCe OCTasIbHblE
agpeca c noptom 68), npotokon — UDP, u aelictBune — «Accept» (NnpuHMMaTh 1 obpabaTbiBaTb).

Joo6aeneHrie npaBu OCYLLECTB/ISIETCS NOCPEACTBOM KHOMKM + («MJIH0C»), @ YAa/IEHNe — KHOMKOWA -
(«MuHyC»). [Ins pefakTpoBaHNUs NpaBu UCMOMb3YeTCs KHomnka «Edit» HaNpoTYB COOTBETCTBYIOLLETNO
npasuna. ViameHeHne npuopmTeTa NpaBusl, TO eCTb NOMOXEHNE B O4YEPEAU BbINOSIHEHNWS, TAe cHa4ana
BbINOJTHAOTCSA «BEPXHME» MPaBUsa, OCYLLECTBAETCS C MOMOLLI CTPEOK 1 |
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Firewall

* Firewall Rules

Allow-DHCP-Renew
wan —

Edit
UDP protocol ACCEPT -
Allow-Ping
wan —

Edit
ICMP protocol ACCEPT 1

Auto-OpenVPN-access

—

Edit
UDP protocol ACCEPT -

Auto-GRE-access

—

Edit

GRE protocol ACCEPT

Puc. 33. Hactpoliku Firewall

Mo ymonyaHuio poyTtep Bce BxogasLwme nogkitoveHns ¢ WAN-uHTepdeiicoB 6nokMpyeT, MO3TOMY B
pasgene yxe npucytcTeyeT Asa npasuna «Allow-DHCP-Renew» 1 «Allow-Ping». lNepBoe npasuno
no3BO/ISIET NONyYaTh poyTepy agpeca oT BHellHero DHCP-cepBepa, a BTOpoe N03B0/SET NPOBEPATh
poyTep Ha AOCTYNHOCTb U3 BHELLHEW CeTy NOCPeACTBOM ping-3anpocoB.

Mpun o6aBneHn HOBOO NpPaBusia UK PefAKTUPOBAHNN YXKE CYLLIECTBYIOLLErO NPaBusia, HacTPOKK
OTKPbLIBAOTCA B HOBOM OKHE.

Edit firewall rule: Allow-DHCP-Renew

Name

Allow-DHCP-Renaw

Source

Zone IP Port
wan v 0.0.0.0/0
Destination
Zone IP Port
Any v 0.0.0.0/0 68
Protocol Target
udp v ACCEPT ~

Puc. 34. PepaktuposaHvie npasuna Firewall
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Tabnuua 24. HacTpoiikn npaBus Ans MeXceTeBoro akpaHa

Mone OnucaHue

Name HasBaHuve npasuia (Mpon3BO/IbHOE UMS Ha BbIOOP Nosb30BaTesis)
Source Mopgpasnen, KOTopbIil OTBEYAET 3a HACTPOIKY UCTOYHUKA Tpadnka
Destination Moapasnen, KOTopbIl OTBEYAET 3a HACTPOIiKY NpUeMHMKa Tpadmka
Zone BbI60p 30HbI, 47151 KOTOPOI co3gaeTca NpaBwuio. Any — nitobast 30Ha

Beog avanasoHa IP-apecoB, Ha KOTOpble ByAeT pacnpocTpaHAaTCA NpaBuo.

Appeca BBogsaTcs B hopmate «0.0.0.0/0», B KOTOPOM, Hanpumep,

«192.168.0.25/150» 03Ha4aeT, YTO NPaBW/IO pacnpocTpaHsaeTcsa Ha Anana3oH

afgpecos o1 192.168.0.25 g0 192.168.0.150. Ecniv 3HayeHne He yKasbiBaTb, TO
P npaBusI0 pacnpocTpaHseTcs Ha s1toboii agpec

BBog nopTa, Ha KoTopblit 6yaeT pacnpocTpaHsaTbesa NpaBuio. Ecnv 3HaveHve He
Port yKasblBaTb, TO NPaBW/IO PacnpocTpaHsieTcs Ha /ito6oli nopT

Protocol BbI60p NPOTOKO/A, Ha KOTOPbLIN ByAeT pacnpocTpaHsaTbLCsA NpaBuio

Bbi6op aelicteusa gns Tpacmka: Accept — npuHumMath, Reject — oTk1oHATL, Drop
— oTbpacbiBaTtb, Notrack — He oTcniexuBatb (NogpobHee cM. B pasgesne Services
Target nogpasgene Zones List)

@ Mocne BbINOMHEHUSI HACTPOWKM, UTOBbI COXPaHUTL BHECEHHbLIE U3MEHEHUSI, HXXMUTE KHOMKY Save Changes.
UT06bl 3aKPbITb OKHO 6E3 COXPAHEHUS U3MEHEHWIA, HAXMUTE KHOTMKy Close.
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5.4.4. Port Forwarding

Pazgen Port Forwarding Ha Bkiagke Services npegHasHaveH A1 HACTPOliku Npobpoca NopToB Co
cTopoHbl WAN-MHTepdielica Ha flokasibHble NOPTbI poyTepa. Ha pucyHke npefcTasfieH npuMep
HaCTPOWKMN.

[Jo6asrieHne npasun Npobpoca OCyLLECTBIAETCA NOCPECTBOM KHOTMKY + («MJIH0C»), a yaaneHme —
KHOMKOW - («<MUHYC»).

[nsa coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITE KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pa3faenoB BCe BbIMNO/THEHHbIE, HO HE COXPaHEHHbIE HACTPOMKM ByayT COPOLLEHbI!

From Src Address Src Port Protocol

wan ~ TCP w Delete
To Dst Address Dst Port Comment

lan w

Puc. 35. Bknagka Services, pasgen Port Forwarding

Tabnuua 25. HacTpoiiki npasun npobpoca nopToB

Mone OonucaHue

BbI60op npoTokona, Ha KoTopblil 6yaeT pacnpocTpaHaTbes npasuno: TCP, UDP,
TCP/UDP (06a npotokona) nnn ALL (npegHasHayveH gnsa opraHnsauum DMZ
Protocol 30HbI)

YkasbiBaetcs oguH IP agpec, ¢ KOToporo 6yAeT paspeLleHo NoAKIYeHne K
JaHHOMY nopTy. Ecnv orpaHmumBath 4OCTYN K NOPTY HEOOXOAMMOCTM HET —
Src Address nosie cnegyet 0CTaBUTb NMYCTbIM

MopT NCTOUHKKA TPaduKa, KOTOPbIA «NPOCYLIMBAET» POYTEP Ha MOMbITKA
Src Port YCTaHOBKM COeVNHEHUs

Dst Port MopT npreMHKKa Tpadmka, Ha KOTopbIl poyTep 6yaeT nepecblnarb nakeTbl

Beop IP-agpeca npvemMHuka Tpadinka, Ha KOTopbIil poyTep OyaeT nepecbinarb
Dst Address MakeTbl

Comment Mone pnsi KOMMEHTapus
From Bbi6op OT Kakoii 30HbI Firewall 6yaeT ocyLlecTBAsATLCS NPo6Gpoc
To Bbi6op Kk Kakoi 30He Firewall 6yaet ocywecTBnATbCA Npobpoc
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Pasgen VRRP Ha Bkiagke Services npefHasHavyeH Anasi HacTpokm ceteBoro npotokona VRRP,
NPUMEHSEMbIR ANS YBeNMYeHNs 4OCTYNHOCTU MapLUpYTU3aTOPOB, BbIMOMHSAIOWMX Posib LW/IK3a No

YMO4aHUIo.

Mo cyTun, co3gaercs OAuH BUPTYaslbHbIN MapLupyTm3aTop (poyTep) Ha 6a3e HECKOMBKMX hM3NYECKNX
poyTepoB, 419 KOTOPbIX HA3HAYaeTCs OA4MH o0bWwuid IP-afpec, NCnonb3yemblid, Kak L3 Mo yMoNYaHuio
[ONS KOMMbIOTEPOB B ceTu. MpenmyLecTBo BUPTyaslbHOro MapLUpyTM3aTtopa B 60bLuell HagexXHoCTH
y3na, Befib €C/iM OfMH U3 poyTepoB BbIAAET U3 CTPOS, Y3en Ha 6a3e BUPTyalbHOr0 MapLupyTmu3aTopa
NPOAOC/IXNT PYHKUMOHMpPOBAaTb. Ha pucyHke npeacTasneH npumep HacTpolikn VRRP.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

Enable VRRP

Interface

lan

Virtual IP Address
192.168.1.200

Virtual Server 1D (1-2535)

123

Virtual MAC

Do not set v

Check Interval (sec)

30

Priority (1-255)
20

Puc. 36. Bknagka Services, pasgen VRRP

Uto6bl BKNoUMTb VRRP, nocTtaBbTe rasiouky Hanpotus Enable VRRP 1 3agaiiTe COOTBETCTBYHOLLME

HaCTPOKN.

Tabnumua 26. HacTpoiikv npaeua npo6poca NopToB

Mone

Interface

Virtual IP Address

Check Interval (sec)

Router ID

OonucaHue

Bbi6op nHTepdeiica, yepes KOTopbIn byaeT
paboTtatb VRRP. None — H14ero He ucnosib30Batb
nnn LAN — yepes lan noptbl

IP-appec, KoTopbIii 6yAeT cnosib3oBaTbCcs A
BUPTYasIbHOIO MapLupyTm3aTopa

WHTepBan BpeMEHW B CEKYHaX, Yepes KoTopblit
6yAeT NPoBepsiTbCA [OCTYNHOCTb Master-
mapLipyTusaropa

LincbpoBsoii ngeHtTudpmkaTop poytepa, sHayeHme
oT «1» A0 «255»
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Ta6nuua 26. HacTpoiiku npasua Npo6poca nopToB

Priority

MpropuTeT BUPTYaUIbHOrO MapLupyTU3aTopa,
KOTOpbIA OTNPaBAseT NakeT, 3Ha4YeHne oT «1» Ao
«255». Uem 60nbLie uncpa, TeM Bbille
npuoputeT (255 — Master, 1-254 — ocTafibHble
MapLupyTusaTopsl, 0 — Bbixog Master-
MapLupyTusaTopa U3 rpynnbl)
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5.4.6. Network Time Protocol

Pasgen Network Time Protocol Ha Bknagke Services npegHasHavyeH A/ HaCTPOMKM TEKYLLEro
BPEMEHW Ha ycTpoiicTee. B none Time Source (MCTOYHMK AaHHbIX O BPEMEHW) MO3BOJSET BblOpaTh
€noco6 yCTaHOBKM TEKYLLETO BPEMEHMW:

¢ NTP — aBTOMaTUYECKNIA PEXMM, B KOTOPOM YCTPOICTBO ByAET Nnonyyatb AaHHbIE O TEKYLLEM
BpeMeHU OT BHeLLHNX cepBepoB — NTP;

e Manual — ycTaHOBKa BpEMEHW B PyYHOM PEXMME, HAa OCHOBE AaHHbIX, BHECEHHbIX N0/Ib30BaTENEM.

Ecnu B none Time Source BbiGpaH pexum Manual, To 415 HACTPOKM BpeMeHn Heobx0AMMO BHECTM
JaHHble B COOTBETCTBYOLWWME nons: rog (none Year), mecsy, (Month), neHs (Day), yac (Hour), muHyTa
(Minute), yacoBoli nosic (Time Zone).

Ha pucyHKe HXe npeacTaBneH NpuMep HAcTPOVKM BPEMEHU B PYUYHOM PEXUME.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexose Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMNOHEHHbIE, HO HE COXPAHEHHbIEe HACTPOWKM GyayT COPOLLEHBI!

Time Source

Manual v
Year Month Day Hour Minute
2021 03 02 1 53
Time Zone
GMT-12 v

Puc. 37. HacTtpolika BpeMeH/ B py4YHOM pexriMe

Ecnu B none Time Source Bbi6paH pexum NTP, To 4151 HACTPOiKM BpeMeHN Heobxoaumo ykasarthb |P-
ajpeca Wiv JOMeHHble MeHa An1a ABYX BHelWwHX NTP-cepBepoB, C KOTOpbIX OyAyT 6parbCcs AaHHble O
TeKyLLeM BpEMEHUN: OCHOBHOW cepBep yka3biBaeTcs Primary NTP Server, a BTOpocTeneHHblli cepeep —
Secondary NTP Server. 10 ymonyaHuio B 3TUX NONSAX yXe yka3aHbl cepBepa BpeMeHu, UCNO/b3yeMble
B onepauuoHHoli cucteme OpenWRT no ymonyaHuio. [JonosHWTesIbHO yKasbiBaeTCs YacoBasi 30Ha B
none Time Zone, ecnun poyTep HaxXoAUTCA B OT/IMYHOM YACOBOM MOsiICe OT CePBEPOB.

Takke Ha 6a3e poyTepa MOXHO co34aTb COO6CTBEHHbI NTP-cepsep. [151 3TOro HacTpoTe NnapameTpsbl
BPEMEHW 1 MocTaBbTe rasioyuky HanpoTns Enable NTP Server. B 3To0M ciyvae K/IMEeHTbI JIOKa/TbHOW CEeTu
poyTepa, 4To6bl NosyyvaTb AaHHbIE O TEKYLLEM BPEMEHW OT 3TOr0 CepBepa, AO/MKHbI YKa3biBaTb B
HacTpolikax BPEMEHW B NOJe C ykasaHWeM cepeepa ajpeca 3Toro poyrepa.

Ha pucyHke HuXe npeAcTas/ieH NpMMeEpP HACTPOIKM BPEMEHN B aBTOMATUYECKOM pPeXUMe.

[nsi coxpaHeHust BbINO/THEHHbIX HACTPOEK UCTIONb3YiiTe KHOMKY Save. Mpy nepexoae Ha Apyrue CTpaHuLbl
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEHHbIEe HACTPOIKM GyayT COPOLLEHBI!
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PykoBOACTBO Nosib30BaTesns no HacTpoiike poyTepos iRZ INEKTPOHUKA
BcTtpoeHHoe MO Bepcun 20.4

Time Source

NTP ~
Primary NTP Server Secondary NTP Server
0.openwrt.pocl.ntp.org 1.openwrt.pool.ntp.org
Time Zone
GMT-12 -

O Enable NTP server

Save

Puc. 38. HacTpoiika BpeMeHu B aBTOMATUYECKOM pexunve
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Pasgen SNMP Ha Bknazke Services npefHasHayeH 418 HacTPOViKU CUCTEMbI MOHUTOPUHIA poyTepa no
npotokony SNMP. C nomoubto SNMP MOXHO KOHTponupoBaTth (MPOBOANTb MOHUTOPWHT)
NOAKMIOUYEHHbIE K CETU YCTPOCTBA. Ha pucyHkax Hvke npeacTtasneHbl npumMepbl HacTpoilikn SNMP ans

[OBYX Bepcuil NpoToKosa — v2¢ 1 V3, COOTBETCTBEHHO.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pa3fesnioB BCE BbINO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT c6pOLLEHbI!

Enable SNMP

Port SNMP Version
161 V2e

sysName sysContact
admin test

Download IRZ-MIEDownload IRZ-MOEILE-MIE

Community

stha

sysLocation

ftmp

Puc. 39. Bknagka Services, pasgen SNMP (v2c)

Enable SNMP

Port SNMP Version

161 v3
sysName sysContact

IRZ Router admin@example.com
Username Auth passphrase (SHA)

at least & characters

Download IRZ-MIEDownlaad IRZ-MOBILE-MIB

Community

public

sysLocation

office

Privacy passphrase (AES)

at least & characters

Puc. 40. Bknagka Services, paszgen SNMP (v3)

sysDescription

test

Save

sysDescription

Security level

noauth v

Save

Uto6bI BKAOUMTL SNMP, noctasbTe rasiodky Hanpotues Enable SNMP, a 3atem BBegute

COOTBETCTBYHOLLME HACTPOKM (CM. Tabnumuy ).
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Tabnuua 27. Hactpoiikn SNMP

Mone
Port
SNMP

Version

Community

sysName

sysContact

sysLocation

sysDescription

Username

Auth
Passphrase
(SHA)

Privacy
Passphrase
(AES)

Security
Level

Bepcus

v2c, v3

v2c, v3

v2c, v3

v2c, v3

v2c, v3

v2c, v3

v2c, v3

v3

v3

v3

v3

OnucaHue

MopT, yepes KoTopbIin byaeT paboTatb npoTtokon SNMP. Mo
yMO/4YaHuio — «161»

Bbi6op Bepcuu npoTokona: vac, v3

«O6Las CTpoka», No KOTOpoii poyTep NpeaocTaBseT AaHHble ANs
CUCTEMbI MOHUTOPUHIA

Mms ycTpoiicTea (Ha BbiI6op Nonb3oBartesisi), KoTopoe 6yaet
CMOo/b30BaThCs A1 MaeHTUUKaLMM JaHHOTO YCTPOCcTBa B cUCTeMe
MOHMTOPUHIa

KoHTaKTHble faHHble (Ha BbIOOP NONb30BaTess) B BUAE 3M1EKTPOHHOIO
agpeca, TenegoHa nnu Apyroro suga

OnuncaHme MeCTONoIOXeHNs yCTpolicTBa (Ha BbIOOP NO/Ib30BaTESA)
OnucaHue ycTpoiictea (Ha BbIOOp Nosib3oBartens)

Mima nonb3oBaTens 418 aBropusaunm npu KOHTpose poyrepa no
npotokony SNMP

®pasza-naposnb 41 WndpoBaHusa asTopm3saLny Npu KOHTPose poyTepa
no npotokony SNMP, ncnons3yerca aqiroputm XawimposaHma SHA

®pa3sa-naponsb 1 WngposaHusa nepegasaemoro Tpaguka ot
poyTepa K cucTeMe MOHUTOPWHIa, NPW KOHTPO/Iie poyTepa no
npotokony SNMP, ncnons3syetca anroputm wndposarua AES

BbI6Op YPOBHS 3aLUMTbI NpK paboTe ¢ YyCTPOCTBOM MO NPOTOKOY
SNMP:

» Noauth — aBTOpU3aLMs HA YCTPOICTBE HE YCTAHOB/EHA;
e Auth — ycTaHoB/eHa aBTOpU3aLS;

 Priv — ycTaHOB/EHA aBTOpPM3aLMS U LUIMGIPOBaHUE AaHHbIX Npu
nepegaye no NpoToKoNy.

Mop, HacTpoikamn SNMP ecTb ABe CCbI/IKU ANs ckavymBaHus MIB cpaiinos.
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5.4.8. DynDNS

Pasgen DynDNS Ha Bkiagke Services npegHasHaveH Ans Hactpoiiku DynDNS, To ecTb MeToga
aBToMaTM4eckoro o6HoBneHus 3anuceit DNS-cepsepa. [JaHHbIin MeToA NpYMeHseTCa Ans
aBTOMaTu4eckoro onpegeneHvs IP-agpeca poytepa no ero 4OMeHHOMY MMEHU, Korga poyTtepy
BblAenseTca guHaMmmyeckuin IP-agpec. Ha pucyHke Hmxe npeacTtasneH npuMep HacTpoiku DynDNS.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMNOIHEHHbIE, HO HE COXPaHEHHbIe HACTPOWKM GyayT COPOLLEHBI!

O Enable DynDNS client

Provider

custom W
Get Address From URL For Requests

eb v http:/icheckip.dyndns.com/

Username Password

asd
Update Interval (sec) Hostname

300 example.domain.com

Force Update (use with caution)

Remote URL
hitp/([USERNAME] [PASSWORD]@provider.net/update _uri?hostname=[DOMAIN]&myip=[IF]

Puc. 41. Bknagka Services, pasgen DynDNS

Yrtobbl BkNounMTb DynDNS, nocTtaBbTe rasiouky Hanpotns Enable DynDNS client n HacTpoiite
COOTBETCTBYIOLLME NapamMeTpbl.

Tabnuua 28. HacTtpoiikn DynDNS

Mone OnucaHue

Bbi6op npoBaigepa ycnyru guHammyeckoro DNS.

B poyTepax iRZ npegyctaHOB/EHbI OCHOBHbIE

HaCTPOMKM A1 HECKONBbKMX pacnpoCTpPaHeHHbIX

nposaiigepos. [ HACTPOWKN COBCTBEHHOIO

cepsepa, BbibepuTe Custom v nponuinTe
Provider Heob6xo4VMble HACTPOIKM
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Tabnuua 28. HacTpoliku DynDNS

Get Address From

URL For Requests

Username

Password

Hostname

Update Interval (sec)

Force Update

Remote URL

@ ANIEKTPOHUKA

[JaHHas HacTpoiika oTBevaeT 3a onpejesneHune
Ballero gnHammyeckoro IP agpeca. Mpu Bbibope
WEB poyTep 6yaeT noayyaTb 3TW faHHble Yyepes
URL, yka3aHHble B none URL For Requests. MNpwn
Bblibope Network — B none Network Interface
HeobxoAnMo ByAeT ykasaTb UHTepgeiic poyTtepa,
aZpec KOToporo byaeT nepefasaTbCs cepBuUcy
DynDNS

YkasbiBaetca URL cepBuca onpegenexus IP
agpeca

MnMs nonb3oBatens Ans aBTopusalmm Ha cepeepe
DynDNS

Maponb ana asTopusaumn Ha cepsepe DynDNS

VMimsa xocTa, NPMCBOEHHbIN BaLlei yueTHOR 3anucu
B cepsuce dyndns

WHTepBan B cekyHaax, Yepes KoTopblil 6yaeT
06HOBNATLCA NHA)OPMALMA Ha cepBepe

BkiouaeT unu oTknoyaeT 06HOBNEHME AaHHbIX
Ha cepBuce B criydae ecnu IP agpec poytepa He
MeHAeTCcA

Ctpoka URL-agpeca c napametpamu
nogxntodyeHuns k cepsepy DynDNS

B none Provider yka3biBaeTcs npoBaigep ycnyrn gnHammyeckoro DNS. B poyTepax iRZ ecTb
BO3MOXHOCTb MCNO/Ib30BaTb CBOV COBCTBEHHbIN cepBUC AnHaMMyeckoro DNS nnm Heckosnbko
npeaycTaHoBNEHHbIX PacnpoCTPaHEeHHbIX CEPBUCA, CM. PUCYHOK HIXKeE.

Provider

custom

dyndns.org
changeip.com
zoneedit.com
free_editdns.net
freedns.afraid.org
dnsmax.com
thatip.com

he.net
dnsdynamic.org
dnsexit.com
ovh.com
dnsomatic.com
3322.0rg
namecheap.com
easydns.com
ddns.com.br
mythic-beasts.com
spdns.de
duiadns.net

Puc. 42. Cepsepa DNS
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5.4.9. Crontabs

Pasgen Crontabs Ha Bknagke Services npegHasHayeH As1s HACTPOIKU BbINOMIHEHWS KOMaH[, Mo
pacnucaHuio. J1s 3Toro JoCTaTouHO A06aBUTh UHCTPYKLMIO, YKa3aTb BPEMS U camy KoMaHy.

Jlo6aBneHne NHCTPYKLUMM OCYLLECTBASETCSA NOCPEACTBOM KHOMKM + («M/IHOC»), @ yAa/IeHNEe — KHOMKOW -
(«MuHyc»). OTMeTKa B cTonbue Enable no3BosiseT BK/IUaTh, UM OTKOYATb BbINOMHEHNE NHCTPYKLNM
6e3 ee yganeHus. Bpems ykasbiBaetca B nonsx: Minute (MvHyTa, oT «0» go «59»), Hour (4ac, ot «0»
[0 «23»), Day (feHb, oT «1» g0 «31»), Month (Mecau, oT «1» o «12»), Weekday (neHb Hegenu, ot
«0» 00 «7», rae BOCKpeceHne — ato Nn6o «0», MBo «7»), a caMa KomaHaa yKkasblBaeTcsi B nose
Command.

Ha pucyHke HuKe npeAcTas/ieH Npumep nons 415 3anosiHeHnsl. B Nonsix BpeMeHU MOXHO yKa3aTb 3HaK
«*», KOTOpPbI/ 03HAYaeT BECb AManasoH 3HaYeHuii JaHHOro nons.

[nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEHHbIe HACTPOIKM GyayT COPOLLEHBI!

* Enable Minute Hour Day Month Weekday Command

- 1 * * * * reboot

Puc. 43. Bknagka Services, pasgen Crontabs
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5.4.10. SMS

Pasgen SMS Ha Bknafke Services npefHasHayeH A1 HACTPOKM BbINO/THEHUS KOMaHS, ynpas/ieHus
poyTepom yepe3 SMS-coobLeHuns. s aToro 4ocTatouHo f06aBUTb UHCTPYKUUIO, YKa3aTb KOMaHAy,
npuaymaTtb ¥ yKasatb [/ KOMaHbl K/T'04eBOE C/I0BO, W, MPY XeslaHUM OrPaHnynTb JOCTYM K
ynpaB/ieHN0 poyTepom, HoMep (Unn Homepa) MobUILHOro TenedoHa, C KOTOPOro OHa MOXET ObITb
oTnpasneHa.

Jlo6aBneHvne NHCTPYKLUMM OCYLLECTBNIAETCA NOCPEACTBOM KHOMKM + («M/IH0C»), a yAasieHne — KHOMKOW -
(«MuHyc»). OTMeTKa B cTonbue Enable no3BonseT Bk/IOYaTh, UK OTKOYATL BbINOMHEHNE NHCTPYKLUMK
6e3 ee yganeHus. KomaHga, kotopas 6yaeT BbINO/HATLCA yKkasblBaeTcs B nosie Command. B kavectse
KOMaHZbl MOXHO MCMO/b30BaTb CAMOMUCHBIA CKPUNT, PACNONIOXEHHbIV B S3HEProHE3aBMCUMON NamsATH
poyTepa. [lna Takux CKpUNTOB OTBEAEH OTAENbHbIN pasfen B haiisioBoil cucteme poytepa — /opt.
CKpunT MOXXHO NOMECTUTL B pasfes Yepes KOHCOMb poyTepa uiv rno npotokony SCP. CKkpunTbl MOTYT
6bITb HanvcaHbl Ha sA3blke Python Bepcun 2.7 nnn Ha si3bike kKoMaHaHoro nHTepnpetaropa (shell). Ana
CKPWMNTOB U KOMaHg, He0bX0AMMO YKa3sblBaTb UX MOJHbIV MYTb, K&K 3TO CAENAHO Ha PUCYHKE.

B none Message yka3blBaeTcs koueBas ppasa, kotopas byaer cogepxarbcs B SMS-coobLeHun ans
BbINOMIHEHMS KOMaHAbl U3 nons Command. 370 caenaHo a5 yao6CcTea, YTobbl He HabupaTb Ha
TenedoHe HaCTOALLYI A/IMHHYIO KOMaHy, BMECTO 3TOr0 MOXHO OTNpPaBiATh KOPOTKME K/ToUeBble
(hpa3bl. COOTBETCTBEHHO, K/t0UEBbIE dpasbl NpUAYyMbIBAET NOb30BaTE/lb HA COGCTBEHHOE
YCMOTpPEHNE.

B none B cTon6ue From ykasbiBaetcs TesiepOHHbIN HOMep (€C/iM HOMEPOB HECKO/bKO, OHU
pasgenstoTcs npobenamun) B MexayHapoaHoM dpopmate (Hanpumep, ans Poccnm ato «+7[Kog,
oneparopaj[Homep]»), C KOTOPOro MOXHO BbINOMHATL KOMaHay 13 nons Command. Ecnn gaHHoe none
OCTaBUTb NYCTbIM, TO KOMaHAa Npu NpaBuIbHOM K/THOYEBOM C/10BE OYAET BbINOMHATLCA N0 SMS,
npuwegLwei ¢ 1oboro Homepa. Ha pyucyHke npeacTas/ieH npuMep nosein ANs 3anofHeHns.

s coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLp
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HAaCTPOIKM GyayT COPOLLEHbI!

[ns AByXMoAybHbIX POYTEPOB HA CTpaHuLEe 0TobpaxaeTcs 6/10K ynpaBeHnst NPUopuTETOM Moaynei
ansa ornpaskn SMS Priority of sending sms. GSM-mogynn 0603Ha4eHbl kak Modem 1 (GSM 1) un
Modem 2 (GSM 2). MproputeT HacTpamsaeTcs Npyv NOMOLM CTPENokK "BBepx" 1 "BHAU3",
pacnosiIOKeHHbIX PAAOM C KaXA0W CTPOYKONA.

[na otnpaskn NCNosb3yeTcs MOAY/1b C BbICLLMM NPUOPUTETOM. Mpn HEBO3MOXHOCTK OTnpaskn SMS
yepes Hero coobLLeHre OTNpaBnsaeTcs Yepes Moy b C MEHbLUMM NPUOPUTETOM.
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Ecnu kpaTko onucaTtb NpMBeAEHHbIE BbilLE LWark, To 418 BbINO/IHEHUSI KOMaH/bl, NO/Tly4YeHHOR no SMS
HEeobxoanMo:

1. 3aiiguTe B pasagen Services — SMS Ha poyTepe, rae A0/HKHA BbINO/IHUTLCSA KOMaHa;

2. Cospgaiite MHCTpYKUuMto (Mosie AO/MKHO BbITb aKTUBHO), B KOTOPOI B nosie Command ykaxuTe
KomaHgay, B none Message ykakute npuayMaHHyo Kno4veByto hpasy (Mpu xenaHum orpaHnymTb
[OCTYN K ynpasneHuio poyTepomM, YKaxute Homep MobunsHoro tenedoHa B none From, ¢ KOTOporo
MOXeT ObITb OTNpaBneHa KOMaHaa);

3. CoxpaHuTe HaCTPOIiKW, HaxXaB Ha KHOMKY Save, BHU3Yy CTpaHULbl;

4. OTnpaBbTe Ha TenedoHHbIli Homep SIM-kapTbl poyTepa SMS-co06LIeHNE, CoAepXaLlee KUEBYHO
hpasy u3 nons Message (ecnu none From 3anosiHeHO, TO COOOLLLEHNE HEOOXOAUMO OTNPaB/ATb OT
HOMepa, KOTOPbIA TaM yKasaH);

5. Ecnv Bce wwaru BbiNo/iHeHbl BEPHO, Ha poyTepe BbINOMHUTLCS KoMaHga 13 nonss Command, Toi
CTPOKM, B KOTOPOI4 K/toUueBble dopasbl U3 nosist Message U SMS-coo6LUEHNS COBMNAAALOT.

Priority of sending sms
1 i | Modem 1

2|7 . Modem 2

Commands over SMS

* Enable  Message Command From
- O reboot Ishin/reboot
- O A0-97% hello lbin/falze +79211002234 +79211002233

Puc. 44. Bknagka Services, pasgen SMS
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5.4.11. Serial ports

Pazgen Serial Ports Ha Bknagke Services npegHasHadeH ass HacTpoliku paboTbl poyTepa ¢ nopTamu
RS232, n RS485.

B poytepax iRZ pa6ota no ctaHgapTy RS232/RS485 orpaHmumBaeTcs NPUEMOM AaHHbIX MO JIMHUKN RX 1
nepegaveii gaHHbIX N0 AnHUA TX.

MpuHAB AaHHbIE MO JIMHUKN RX poyTep MHKancynnpyeT nosiyyeHHsle AaHHble B IP-nakert, v B
COOTBETCTBMU C HACTPOWKaMW OTCbITAET NX Ha YAaNeHHbIA XOCT. VI Hao6opoT, nonyyus IP-nakert, Ha
yKasaHHbIVi B HACTpOIiKax NnopT, poyTep pacnakoBbiBaeT IP-nakeT v nepedaeT ero no AMHum Tx Ha
NOAK/MIOYEHHOE YCTPONCTBO.

[na coxpaHeHns BbINOMHEHHbIX HACTPOEK UCMO/b3YiTe KHOMKY Save. [Mpu nepexofe Ha Apyrue cTpaHuLbl
pasfenos BCE BbIMNOIHEHHbIE, HO HE COXPaHEeHHble HAacTPOLikn ByayT copoLleHb!

rs232 Edit
IdevittyS0
IdevittyS1

Puc. 45. Bknagka Services, pasgen Serial Ports

PoyTep MOXHO HACTPOUTL Ha cneayloLine pexnmMbl paboThbl:

* Server — poyTep XAET BXOAALLEr0 NOAKNIOYEHMS HA YKa3aHHbIA NOPT, yCTaHaB/IMBAETCA CoeNHEHNe
1 HauMHaeTcs nepefava AaHHbIX;

« Client — poyTep ycTaHaBN1BaET coenHEHVE N0 Yka3aHHOMY IP-agpecy v nopTy, U HauMHaeT
nepegavy AaHHbIX.

» Server Modbus TCP to RTU (ans cepuii R2 n R4) — poyTep BbINOAHAET hyHKLUIO NPeobpasoBaHust
NPOMbILLIEHHbIX NPoTokonoB Modbus RTU B npoTtokon Modbus TCP 1 06paTHO, TO eCTb BbICTYNaeT B
ponu wno3a, obecneymsas NpPo3paYHbIii kKaHan nepegadn AaHHbIX MeXAy YCTponcTBamMm.

UT006bI BKOUUTL NOPT, HAXKMUTE HanpoTmB Hero Edit, noctaBbTe ranoyky Enable Port via TCP n
YKaXK1TE HaCTPOKM Ans ero paboTbl (CM. Tabnuuy).
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PykoBOACTBO Nosib30BaTesns no HacTpoiike poyTepos iRZ
BcTtpoeHHoe MO Bepcun 20.4

@ 9NIEKTPOHUKA

r =
Port Settings: rs232
Enable Port via TCP
Network Mode Remote Host Port
Client v localhost 10000
Baudrate Data Bits Parity Stop Bits
9600 w 8 none ~ 1
Banner
Accumulation Attempts Accumulation Interval (ms)
3 100
Peer Timeout (sec) Reconnect Delay (sec)
60 &0
Close Apply Changes
i £

Puc. 46. Bknagka Services, pasgen Serial Ports, npumep HacTpoek nopta RS232

Tabnuua 29. Hactpoiikn Port via TCP (C — knneHT, S — cepsep, M — server Modbus TCP to RTU)

Mone Pexunm

OnucaHune

Network Mode C,S,M

Pexum pabotbl noprta: C —
KNuneHT, S — cepsep, M — server
Modbus TCP to RTU

Port C,S,M

MopT, yepes KoTopbIA byaeT
OCYLLECTBNATLCA Nepejaya
[JaHHbIX

Remote Host C

IP-agpec cepsepa, K KOTOPOMY
OyAeT nogxyaThes
YCTPOICTBO A1 nepesaym
[OaHHbIX

Baudrate C,S,M

CkopocTb nepegayn faHHbIX
yepes nopt, 6op,

Data Bits C,S,M

KonunuecTtBo 6uT 6/10Ka,
ncnosb3yemMbix Npu nepegave
[aHHbIX: 7, 8
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Tabnuua 29. Hactpolikn Port via TCP (C — knneHT, S — cepBep, M — server Modbus TCP to RTU)

Pexum KOHTPONSA YeTHOCTM 6UT

B nepenasaembix 6110kax: None

— 6e3 nposepku, Odd —

npoBepKa Ha HeYeTHOCTb, Even
Parity C,S,\M — NpoBepKa Ha YEeTHOCTb

KonunyecTtBo cTon-6mT 6/10Ka,
ncnonb3yemble A
Stop Bits C,S,M onpegeneHns koHua 6noka: 1, 2

CoobueHune (Ha BbIGop

nosb3oBaTtesnisl), KoTopoe byaet

oTobpaxaTbes npu pabote ¢
Banner C S nopTom

KonunuecTso MHTepBasioB

OXMAAaHWUs, Nocsie KOTOPbIX

HaKomM/IeHHble AaHHble ByayT
Accumulation Attempts C S oTnpaB/ieHbl

Bpewms nHTepBana oxungaHus, B
Accumulation Interval (ms) C, S MC, NP NOSTYYEHUUN AaHHbIX

Bpemsi oxngaHus oTeeTa ot

y[AaNeHHOro y3na, B cekyHaax,

npn yCtaHOBKE coeaANHEHNA NN
Peer Timeout (sec) C, S nepep OTNPaBKON AaHHbIX

Bpems 3agepxku nocne

HeyAa4HoW NonbITKM

NOAK/IOYEHUS K CEPBEPY, B

ceKkyHaax, nocsie KoToporo

OyAeT coBepLLeHa elle oaHa

NonbITKa MNOAKHYEHUS K
Reconnect Delay (sec) C cepsepy

O pa6ote RS232/RS485 Server Modbus TCP to RTU

Mpotokon Modbus TCP npegHasHayeH ansa paboTbl B cetn Ethernet. MNpotokon Modbus RTU
ncnosb3yeT nocnegoBartenbHble nHTepdelicol (RS-232, RS-485) n nmeet pexum nepegadn: RTU.
Korga poyTtep nonyyaet 3anpoc Modbus TCP, oH npeo6pa3syeT nakeT B Modbus RTU 1 nocbinaet ero no
nocneposatenibHOMY UHTepdeiicy. Korga poytep nonydyaet oTBeT OT ycTpolictea Modbus RTU, oH
npeobpasyeT ero B nakeT Modbus TCP n otnpasnsieT nakeT no Ethernet.

Mpu B3anmogencTBumn ogHo yctpoiicteo Modbus Becerga siBnsetcs segywum (Master), a BTopoe —
BegoMbIM (Slave). Modbus Master Bcerga otnpas/isieT 3anpoc, UHALMUPYS 0OMeH AaHHbIMU, a
ycTpoiictBo Modbus Slave oTnpaBnsieT oTBeT. [1py 3TOM poyTep He BbICTYNaET HU B POJIe BeAYLLEro, HU
B posie Begomoro. OH NpoCTo nepefaéT faHHble. Ponu BegyLero 1 BeA0MOro BbINOSHAOT
HernocpeLCTBEHHO OKOHEYHbIE YCTPOCTBa
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5.4.12. Application Layer Gateway

Paspgen Application Layer Gateway (ALG) Ha Bknagke Services npegHasHayeH a/1s HacTpoliku paboThbl
poyTepa co crieayoLMm npoTokonamm, Tpedywwmumn ALG:

. FTP
« PPTP
. SIP

« SNMP
. TFTP

« H323

« RTSP

[ns pa6oTbl yHKLMOHAA HEOGXOAMMO YCTAaHOBUTb HYXHbIiA MPOTOKO/T BO BK/IHOYEHHOE COCTOSIHME U
HacTpouTb NPOGPOC COOTBETCTBYIOLLENO NopTa Ha BkNaake Port Forwarding.

Application Layer Gateway

O FTP
- PPTP
1 SIP
1 SNMP
- TFTP
[ H323

[ RTSP

Puc. 47. Bknagka Services, pasgen Application Layer Gateway
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5.5. Pasgen «Tools»
5.5.1. Access
Pasgen Access Ha Bknagke Tools npegHasHayeH Ans HacTPOoKikn AoCTyna ynpasfieHns poyTepom.

Mo ymonyaHmio Ha ycTpoiicTBe Beb-nHTepdheiic 4ocTyneH Tonbko no HTTP.

Bcero gocTynHbl TpU BapuaHTa nosyyeHus AocTtyna kK poytepy. 15 Beibopa 04HOro 13 BapuaHToB
HY>KHO NOCTaBUTb rafloyKy HanpoOTUB COOTBETCTBYHOLLIETO NMYHKTA U B HUXKHEM MOS1e BBECTU MOPT
(M3HaYasIbHO yKa3aHbl 3HaYeHWA Mo YMOMYaHWI0):

e Enable HTTP — gocTyn K poyTepy yepe3 Be6-uHTepgoeiic;

¢ Enable HTTPS — pgocTyn k poyTepy 4epe3 Beb-uHTepheic ¢ 3awuToin yepes ceptudmkar;
¢ Enable Telnet — gocTyn kK poytepy no npotokony telnet;

* Enable SSH — gocTtyn k poyTepy no npotokony SSH.

YTo6bI BK/OUMTbL aBTOPM3aLMI0 Ha YCTPOCTBE Yepes cepBep aBTopusaunn TACACS+(cnpaBenmBo
TOMbKO ANS poyTepoB cepumn R4), noctaebTe rasiouky Hanpotue Enable TACACS+ for SSH. Ha pucyHke
npefcTaB/ieH NpUMepP HACTPOWMKKU JOCTyna K YCTPOMCTBY.

UTo6bI NoakvaTbes K web nHtepdeiicy poytepa yepes 3almiléHHblii npotokon HTTPS, Heobxoanmo
3arpy3uTb Ha poyTep CBOV CepTMdMKaT 1 YaCTHBbIN KoY. [1s X 3arpysku NCMonb3yrHTes
cooTtBeTcTBEHHO nons Public Key u Private Key.

Ecnv octaBuTb N0AS MyCTbIMW Ha YCTPOWCTBE BYAET CreHepupoBaH caMonoAnucaHblii cepTudmkar, npu
3TOM MCMNONb3yeMblii BaMK 6pay3ep MOXET YBEAOMUTL O HEBO3MOXHOCTMW MPOBEPUTL CEPTUAIMKAT.

[na coxpaHeHns BbINOSIHEHHbLIX HACTPOEK UCMO/b3YITe KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pas3fenoB BCE BbIMOMIHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKM ByayT copoLleHb!
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PykoBOZCTBO Nosib30BaTe s N0 HacTpoiike poyTepos iRZ 3NEKTPOHUKA
BcTtpoeHHoe MO Bepcun 20.4

WEB Access
Enable HTTP

80

Enable HTTPS Public Key Private Key

443 Upload QEEET - Upload QEeEENE -

Terminal

Enable Telnet

23

Enable SSH

22

Puc. 48. Bknagka Tools, pasgen Access
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5.5.2. iRZ Link Client

Paspgen iRZ Link Client Ha Bknagke Tools npegHasHauyeH A1s HacTPOMKN NOAK/IYEHMSA poyTepa K
cucteme ynpaeneHus Link.

Enable iIRZ Link client

Server Port Protocol
link.irz.net 11000 vl w
Force Update Information (sec.) Keepalive Interval (sec.) _
600 60

Use Encryption

Cipher Key (AES256)

Puc. 49. Bknagka Tools, pasgen iRZ Link Client

OTmeTka B cTpoke Enable no3sonser BkaouaTh, Uy OTKAOYATb AaHHYIO OCHACTKy. Mone Server
HeobxoAMMOo ANSA yKasaHus agpeca nnm AoMeHHoro nmeHn cepeepa Link. B none Port ykasbiBaeTcs
nopT Yepes KOTopbIi paboTaeT cepeep AaHHOro cepsuca. None Protocol Heobxoammo ans Bbibopa
npotokona eB3avmogeiicteus ¢ Link/Link2 (v1 - coBmectum c Link n He coBmecTum ¢ Link2, v2 -
coBmMecTuM c Link2 1 orpaHmnyeHo coBmectum c Link). B none Force Update Information (sec.)
yKasblBaeTcs BpeMs yepes KoTopoe byaeT ob6HOBNeHa nHhopmMauus 0 poyTepe Ha cepeepe, a B nosne
Keepalive Interval (sec.) - Bpems Yyepes KoTopoe poyTep OyaeT OTnpasnATb MHopMaLMo Ha cepBep
YTO OH Ha CBA3MW.

MocTtaBuB ranouky B nose Use Encryption MOXHO 3alinmpoBats faHHble nepefaBaemMble Mexay
poyTepom u cepsepom. [ns1 aToro Heobxoammo 6yaet B nosne Cipher Key (AES256) ykasaTtb ko4
LWwncppoBaHus, CreHepnpoBaHHbIi Mo anroputmy AES 256.

@ s coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOlikM ByayT c6pOLLEHbI!
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5.5.3. iRZ ZTP Client

[JaHHbIil pazgen npegHasHayveH ans HacTpoliku paboTbl poytepa ¢ iRZ SD-WAN. bonee nogpo6Hyto
MHpopMaLMo MOXHO npounTatb B gokyMeHTe «PYKOBO/ACTBO NMOJIb3OBATE/IA iRZ SD-WAN» Ha
cavite https://www.radiofid.ru.
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@ ANIEKTPOHUKA

5.5.4. Password

Pazgen Password Ha Bknagke Tools npegHasHaveH A/18 U3MEHEHMS Napons 415 A0CTyna K yCTPOACTBY.
Maponb MeHsIETCA Kak A/1a 4ocTyna no Be6-nHTepdelicy, Tak n no Telnet n SSH.

[ns n3ameHeHns napons:
1. BBeguTe cTapblii naposb AocTyna K ycTpoicTay B none Old Password;
2. BBeguTe HOBbIV naposnb B nose New Password,;
3. BBeguTe HOBbI Naponb ewe pas B none Confirm Password;
4. Haxkmunte KHOMKy Save, BHU3Y CTpaHULbI.

Ha pucyHke Hixe npeacTasneH npuMep nonei ans 3anonHeHuysl.

Old Password
New Password

Confirm Password

Puc. 50. Bknagka Tools, pasgen Password
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5.5.5. Hosthame

Pazgen Hostname Ha Bknagke Tools npefHasHaveH 4518 N3MEHEHWS Ha3BaHNSA YCTPOCTBA, KOTOpoe
oTobpaxaeTcs B Be6-mHTepdheiice.

[ns ycTaHOBKU WN U3MEHEHMWS HA3BaHWSA:
1. Beegute HoBOe Ha3BaHue B nose Unit Name;
2. Haxxmute kHoOMNKy Save, BHU3Y CTpaHuWLpbl.

Ha pucyHke Hixe npeacTaBneH npuMep nonei ans 3anofHeHusl.

Hostname

iIRZ-Router

Unit Name (Description)

Puc. 51. Bknagka Tools, pasgen Unit Name
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5.5.6. Temperature

Pazgen Temperature npegHasHaueH A5 paboTbl C NOAKYAaEMbIMU AaTUMKaMy TemMnepatypbl. Ans

TOro YTO6bI BKMAKOYMTL 3TY ONLUMIO, HEOOXOAMMO NOCTaBUTL raslouky HanpotTue Read Temperature
Sensors.

Read Temperature Sensors

Poll Interval

60

Temperature Limit Value

60

Save

Puc. 52. Bknagka Tools, pasgen Temperature

Ta6nuua 30. Hactpoiikn Tools - Temperature

Mone Eg. U3m. OnucaHue

Poll interval cek VHTepBau1 onpoca aTtunmkoB

Temperature 3HayeHve Temneparypbl, NPy NPEBbILLIEHNN KOTOPOro
Limit Value °C nosib30BaTe o OTNpPaBnseTca yBeaomMneHmne
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5.5.7. Send SMS

Pasgen Send SMS Ha Bknagke Tools npegHasHayeH ansa oTnpaBkn SMS-CO06LEHNS Ha yKa3aHHbI
HoMmep. SMS-coobLLeHre oTNpaBnseTcs Yepes akTuBHy0 SIM-kapTy, KoTopas UCNosb3yeTcs B poyTepe.
[ns aAByxmMoAynbHbIX poyTepoB NpeaycMOTpeH Bbibop GSM-Moayns, npy NOMOLLM KOTOPOro 6yaeT
OTNpaB/ieHO COO6LLEHNME.

[nst oTNpaBku coobLleHus (B poyTepe Ao/XHa 6biTb ycTaHoBMeHA SIM-kapTa ¢ akTUBHOI yCyroli u
Heo6xoAMMbIM 6a/1aHCOM CPEACTB, a CaMO YCTPOMCTBO A0/HKHO HAXOAUTLCS B 30HE MOKPbITUS
oneparopa, npegocTaeusLiero SIM-kapTy):

1. BBeante Homep MO6ULHOro TenieddoHa B MexayHapogHom dhopmare (418 Poccun aTto «+7[Kog,
oneparopa][Homep]») B none Recipient Phone Number;

2. Beegute coobuieHmne B none Message;

3. B none Modem to send ykaxute moaysnb, Npy NOMOLLM KOTOPOro AO/MKHO ObITb OTNpaBneHo SMS
(ToNbkO ANa ABYXMOAY/bHbIX POYTEPOB);

4, HaxxmuTe KHOMKy Send, BHW3Yy CTPaHMLIbI.

Ha pucyHke npeacTtaB/eH npyMep nosen ans 3anonHeHus.

Message

Recipient Phone Number Modem to send

AUTO w

Puc. 53. Bknagka Tools, pasgen Send SMS
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5.5.8. Ping

Pazgen Ping Ha Bknaake Tools npefHasHaueH 71 NPOBEPKM COeAMHEHUS C YAaNeHHbIM Y3/I0M C
MOMOLLbI0 YTUANTLI ping.

UT06bI NPOBEPUTL COEAMHEHNE:
1. Beegute IP-agpec yganeHHoro y3sna B none Host,;
2. BeeguTte konunyectso ICMP-nakeToB, KOTOpbIE HY)XHO OTNPaBuTb NpKU NpoBepke B nosne Count;
3. YkaxuTte pasmep ICMP-naketa B none Datagram Size;

4. HaxxmuTe kHonky Ping, BHWU3Yy CTpaHuLbl, U B [NTaBHOM OKHE MocepeyHe sKkpaHa NosiBUTCS pesynbTtar
NPOBEPKM.

Ha pucyHke npeactaeneH npvmep noneii Ans 3anofiHeHus.

Host Count Datagram Size

192.168.2.1 - 56

PING 192.168.2.1 {192.168.2.1): 56 data bytes

— 192.168.2.1 ping statistics —
4 packets transmitted, 0 packets received, 100% packet loss

Puc. 54. Bknagka Tools, pasgen Ping
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PykoBOZCTBO Nosib30BaTe s N0 HacTpoiike poyTepos iRZ INEKTPOHUKA
BcTtpoeHHoe MO Bepcun 20.4

5.5.9. System Log

Pazgen System Log Ha Bk/ajke Tools npegHasHaueH A1 paboTbl C CUCTEMHBIM XYPHa/IOM
yCTpolicTBa. [JaHHble U3 CUCTEMHOTO XypHa/ia yCTPOCTBA MOXHO NepecklsiaTe No NPoToKosy Syslog Ha
yAaneHHbIn agpec, Ans 3Toro:

1. MocTaBbTe rasioyky HanpoTns Enable Remote Logging;

2. YkaxuTe yganeHHolii IP-agpec B none Remote Host, a nopt B none Remote Port;

3. BbibepuTe B none Protocol npoTokos, no koTopomy 6yayT nepecbiiarbes faHHbIE;

4. B none Log Prefix MoXHO yka3aTb npedimKc, KOTOpbIA ByaeT 406aBNSTLCS K 3anMCaM;

5. HaxxmunTte KHOMkKy Save, BHM3Yy 6/10Ka.

Enable remote logging
Remote Host Remote Port Protocol Log Prefix

[P Address or Domain | 514 udp v

Save

Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752 846786] option 1-1.2:1.2: GSM modem (1-port) converter detected -~
Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752 847164] usb 1-1.2: GSM modem (1-port) converter now attached to

ttyUSE7

Tue Mar 2 12:36:01 2021 kern.info kemel: [ 3752 84827 3] option 1-1.2:1.3: GSM modem (1-port) converter detected

Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752.848680] usk 1-1.2: GSM modem (1-port) converter now attached fo

ttylUSBS

Tue Mar 2 12:36:01 2021 kem.info kemel: [ 3752.868977] gmi_wwan 1-1.2:1.4: cdc-wdm0: USB WDM device

Tue Mar 2 12:36:01 2021 kem.info kemel: [ 3752.870701] gmi_wwan 1-1.2:1.4 wwan1: register 'gmi_wwan’ at usb-
101c0000.ehci-1.2, WWAN/QMI device, 86:d2:57:f8:af.61

Tue Mar 2 12:36:02 2021 user.notice modem2: QUECTEL EC25 [GNSS] init to /dew/ttyGNSS2

Tue Mar 2 12:36:03 2021 kem.wam kemel: [ 3755.060827] iee280211 phy0: n2800_config_txpower_rt6352: Warmning -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:07 2021 user notice modem2: QUECTEL EC25 [AUX] init to /devitty MODEM2_AUX

Tue Mar 2 12:36:07 2021 kern.warn kernel: [ 3759.060766] i=ee80211 phy0: 2800 _config_txpower rt6352: Warning -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:08 2021 user notice modem2: QUECTEL EC25 [AT-CMD] AT+CFUN=1 [0]

Tue Mar 2 12:36:08 2021 usernotice modem2: QUECTEL EC25 [AT-CMD] AT+CGATT=0 [2]

Tue Mar 2 12:36:08 2021 user.notice modem2: QUECTEL EC25 [MAIN] init to /dev/ityUSES

Tue Mar 2 12:36:08 2021 usernotice modem2: QUECTEL EC25 [EC25EUGARDEBADEMAG] init

Tue Mar 2 12:36:10 2021 daemen.notice netifd: Interface 'sim2’ is setting up now

Tue Mar 2 12:36:10 2021 user.notice mobile-sim2[4833]: selecting the gmi technelegy for connect

Tue Mar 2 12:36:11 2021 kern.wam kemnel: [ 3763.060398] ieeeB0211 phy0: t2800_config_txpower_rt6352: Waming -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:15 2021 kem.wam kemel: [ 3767.060281] iee280211 phy0: n2800_config_txpower_rt6352: Warmning - -
ignoring EEPROM HT40 power delta: -2

Puc. 55. Bknagka Tools, pasgen System Log
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5.5.10. GPIO

Pasgen GPIO Ha Bknagke Tools npegHasHayeH A5 HACTPOWNKM BXOL0B/BbIXOA0B 06LLEr0 Ha3HaYeHus
(GPIO) poyTepa, ecnim oHN y HEro ecTb. KomuecTBo AOCTYMNHbIX ANa HacTpoiikn GPIO 3aBucut ot
BO3MOXHOCTE yCTpoicTBa.

[lnsi coxpaHeHUs BbINMO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLp
pasfesnoB BCE BLIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

General Purpose I/O

@ Terminal block © Power Socket RPS1-2
Direction Value Action Trigger Debounce (ms)
o1 N v LOW v Command v RISE v 100
Command
Direction Value
102 ouT v HIGH v
Direction Value Action
103 N v LOW v None v
Direction Value Action
10_4 N v LOW v None v
Direction Value Action
105 N v LOW v None v
Direction Value Action
0.6 N v LOW v None v
Direction Value Action
0.7 N v LOW v None v

Save

Puc. 56. Bknagka Tools, pasgen GPIO

dursnyeckme xapakTepPUCTUKN 1 uncso noptoB GPIO a5t KOHKPETHOTO poyTepa MOXHO Y3HaTb B
PYKOBOACTBE NOMb30BaTeNs U cailTe NpoM3BoaUTENS.

77



ANIEKTPOHUKA

HacTtpolikn noptoB GPIO npeacTtaBneHbl B TaGNNLE HUXKE.

Ta6nuua 31. Hactpoiikn noptoB GPIO

Mone OnucaHue
10_1,10_2,10_3 ... VimeHa BXxo40B/BbIX040B
Direction Bbi6op HanpaeneHus pabotsl: IN — paboTaeT Kak Bxog, OUT — Bbixop,

YpoBeHb BbIXOAHOIO curHana (tToneko ans sbixonos): HIGH — Bbicokoe
Value HanpshkeHne, LOW — H13Koe

[JeicTBre no Tpurrepy (Tosibko Ans Bxo4oB): None — HU4eEro He genarb,
Command — BbINO/IHUTL KOMaHAY Mo cpabaTtbiBaHuio Tpurrepa, SMS —
Action OTMpPaBUTbL CMC Ha yKa3aHHbIA HOMep No cpabaTbiBaHWO TpUrrepa

CobbITve npoucxogsiiee Ha nopty: RISE — nosierieHve HanpsxXeHns Ha
nopty, FALL — nponaxa HanpsixeHusa Ha nopty, BOTH — no6oe 13
Trigger CO6bITHI

HuBenunpyeT noxHble cpabaTbiBaHNs 13-3a 3/1EKTPOMArHUTHbIX HAaBOJOK,
Debounce (ms) n3MepseTcsa B MUINCEKYHOAX

Command Mone gnsa ykasaHus komaHapl (4na Action - Command)

Mone ansi ykasaHusi Homepa TenecoHa, Ha KOTopbIiA AO/MKHO ObITb
Phone Number otnpasneHo SMS (ona Action - SMS)

Notification text TekcT SMS (ansa Action - SMS)

Mpw BBOAE KOMaHAbI B Nosie Command MOXHO MCNO/1b30BaTb NEPEMEHHbIE, NPefACTaB/IEHHbIE B
Tabnuue Huxe.

Tabnuua 32. Cnncok nepemeHHbIx aa1a nonsd Command

Mone OnucaHue

%%GP10%% nmvsa GPIO, Hanpumep 10_2

%%VALUE%% YPOBEHb HanpskeHns Ha nopty, 1 nam 0

%% TRIGGER%% Tpurrep, No KOTopomy cpaboTano cobbiTne, RISE/FALL/BOTH

ONNTENbHOCTb M3MEHeHUs1 cocTosiHus GPIO, npeBbllLeHne KOTOpOoii BEAET K
%%DEBOUNCE%% cpabaTtbiBaHMO CObbLITUSA

%%TIMESTAMP%% BpeMs B hopMarte timestamp ¢ MOMeHTa 3anycka ycTpoicTea
%%SERIAL%% CEpPUIAHbIA HOMEp YCTpoCTBa
%%DATE%% JaTta v BpeMs Ha ycTpolicTee

78



ANIEKTPOHUKA

Mpumep KomMaHAbI:

send-sms "79xxxxxxxxx" "gpio %%GP10%% value is %%VALUE%%"

Mpu cpabaTbiBaHUM TpUrrepa Ha ykazaHHbIli HoMep TeniedpoHa ByaeT oTnpaBneHo COobLLEeHNE O TOM,
yTo onpeaeneHHbIi nopT GPIO nepekntounncsa B onpefeneHHoe cocTosiHne. Kakoli UMEHHO NopT - 3T0

nepemeHHasa %%GPIO0%% , B kakoe MMEHHO COCTOAHKE - 3TO nepeMeHHas %%VALUE%%

Mopgasatb HanpshkeHue Ha Bxof GPIO MOXHO TOMBLKO nocrie BKAKYEHUs poyTepa. HecobnogeHve gaHHoro

TpeboBaHWA BeAET K BbIXOAy poyTepa 13 CTpos v NNLWEHWI0 BNadenbla npasa Ha rapaHTuiiHoe
o6cnyxrBaHue.

Ha Bxog GPIO Henb3s nogaBartb HanpshxeHre NpeBbillatollee HanpshkeHne nuTaHus poytepa.
B cnyyae ecnu Kk GPIO He nogkntoveH pesnctop 10 kKOM - Hesb3A AonyckaTb pasHOCTU HaNpPsXeHUs NnTaHus

poyTepa un HanpsxeHus, nogasaemoro Ha Bxog GPIO. Ecnu pesuctop B 10 KOM ycTaHOB/EH, TO pa3HOCTb
HanpshKeHUst NUTaHMsA poyTepa 1 HanpshkeHns, nogasaemoro Ha Bxog GPIO, gonyckaertcs.

5.5.11. YnpaBnsaemblil 610K po3eTok RPS1-2

[nsa ynpasnenuns 6rokom po3etok RPS1-2 npu nomowuym GPIO B nHTepdieiice NpefycMOTPeH NyHKT
Power Socket RPS1-2

3HaueHusi nosnen npeacTaBeHbl B TabnmLe HUxXe.

Tabnuua 33. Hactpoiikn GPIO anst pabotbl ¢ YnpaBnsiembiM 6510KkoM po3eTok RPS1-2

Mone OonucaHue
Status Tekylwiee COCTOSIHME PO3ETKN

CocTosiHMe, B KOTOPOM PO3eTKa A0/MKHA HAX0ANUTHLCS MO YMOMYaHUIO Npu

Default BKJ/IIOYEHUM poyTepa

Turn ON BkntounTb po3eTky (npu aTom none Status Takke nomeHseTcs Ha ON)
Turn OFF BbIK0UNTb po3eTKy (Npu 3TOM none Status Takke nomeHsieTca Ha OFF)
Toggle OFF/ON BbIK/THOUNTL 1 BKJTOYNUTL PO3ETKY (418 T.H. "nepesarpysku no nutaHuio™)
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PykoBoACTBO Nosib3oBaTesns no HacTpoiike poyTepos iRZ INEKTPOHUKA
BcTtpoeHHoe MO Bepcun 20.4

General Purpose I/O

© Terminal block @ Power Socket RPS1-2
Direction Value Action Trigger Debounce (ms)
101 N v Low v Command v RISE v 100
Command
Command
Direction Value
102 ouT v HIGH v
Direction Value Action
103 N v LOow v None v
Direction Value Action
104 N v LOow v None v
Direction Value Action
105 N v LOow v None v
Status Default Turn ON Turn OFF Toggle OFFION
SOCKET 1 ON OFF v ON OFF Toggle
(10_6)
Status Default Turn ON Turn OFF Toggle OFFION
SOCKET 2 ON ON v ON OFF Toggle
(1o_7)

Save

Puc. 57. Bknagka Tools, pasgen GPIO, Power Socket RPS1-2
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5.5.12. Wi-Fi Clients

Pasgen Wi-Fi Clients Ha Bknagke Tools npegHasHayeH ans npegcraBneHmsa nHcopmaumm o
noAaknoyeHHbIX Wi-Fi-knneHTax, ecnm ycTpoiicTBo nogaepxmeaeT paboty ¢ Wi-Fi. Ha pucyHke
npeacTaB/ieH NPUMepP CTpaHuLbI.

Client RX Bytes RX Packets TX Bytes TX Packets Signal (dBm)

e6:8d:8cieaB5:f5 33471445 211747 1465698 6717 32
Puc. 58. Bknagka Tools, pasgen Wi-Fi Clients (poytep ¢ Wi-Fi-mogynem)

Tabnuua 34. IHopmauusa o Wi-Fi-knmeHTax

Mone OnucaHue

Client MAC-agpec NoAaKAYEHHOIO KMeHTa

RX bytes KonuuecTBo NpUHATBLIX KIMEHTOM GaliT

RX packets KonnuecTBo NpUHATBLIX KNIMEHTOM NaKkeToB

TX bytes KonnyecTtBo OTnpaB/ieHHbIX KIMEHTOM 6anT

TX packets KonnuyecTtso oTnpas/ieHHbIX KMEHTOM NakeTos

Signal (dBm) YpoBeHb curHana g/1s nogkalyeHHOro KaMeHTa B geumbenax

Ecnu poyTep He nogaepxmeaeTt paboty ¢ Wi-Fi, To B okHe ByaeT BbIBOAUTLCA cooblyeHune: This router
does not support this function.
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5.5.13. Reboot

Pazgen Reboot Ha Bknaake Tools npeagHasHadeH ans nepesarpyskn ycTpoiicTea unm cépoca B
3aBO/ICKME HACTPOViKM. Ha pucyHKe npeAcTaBneH NpuMep CTpaHuULbl.

UTo6bI Nepesarpy3nTb YCTPOINCTBO, HaXXKMUTE KHOMKY Reboot.

UT06bI C6POCUTL YCTPOIMCTBO B COCTOSIHME 3aBO/CKUX HACTPOEK, MOCTaBLTe rasioduky Hanpotus Perform
factory reset n HaxmuTe kHonky Reboot.

) Perform factory reset

Reboot process will take about 60 seconds to complete.

Puc. 59. Bknagka Tools, pasgen Reboot
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5.5.14. Management

B faHHOM pasfene nosib3oBaresito NPeOCTaB/ISETCS BO3MOXHOCTb COXPAHEHUSI BCEX CAEMAHHBIX
HacTpoek B ¢halifl, BoCCTaHOBNEHWE 13 (halifia, BO3MOXHOCTb YCTAHOBUTbL AOMO/THUTE/bHbINA
NPOrpamMMHbIii NakeT UK OGHOBUTL BEPCUIO MPOLUMBKA poyTepa. MNMpumMep CTpaHuLbl NPUBEAEH Ha
pUCYHKe.

System Report

Restore Settings Backup Settings

oo

Install Package

Upload

Update Firmware

1 Perform factory reset

Puc. 60. Bknagka Tools, pasgen Management

MonyueHue penopT-chaiina.

HaxmuTe kHonky Generate Report u poyTep NpefnoXnT Bam COXpaHUTb TEKTOBBIN (daiis, B KOTOPOM
co6paHsbl jiorv paboTbl poyTepa U ero HacTPokW. [aHHbIi haiin yao6eH Ans AUarHOCTUKW PasinyuHbIX
npo6/em B HAaCTpoiikax poyTepa. CocefHsia KHOMKa NPea/IoKUT BaM cpasy HanvMcaTb NUCLMO B
TEXHUYECKYIO NOAAEPXKKY N0 BO3HMKLIMM BOMPOCaM.

CoxpaHeHue HacTpPOeK yCTPoCTBA.

HaxmuTe kHonky Download B nogpasaene Backup Settings v coxpaHuTe nonyyeHHblli daiin B
KoMmnbioTepe. [na yao6cTea nonb3osareneli k uMeHn daiina fobasnsercsa cepuitHblii Homep
YCTPOICTBA 1 BEPCUSA MPOLLUMBKM.

3arpyska coxpaHeHHbIX HACTPOEK YCTpOWCTBa.

HaxmuTe kHonky Upload B nogpasaene Restore Settings 1 BbiGepute paHee COXpaHeHHbIl haiin ¢
HacTpolikamun. Ec/in Bepcusl CoXxpaHeHHbIX HACTPOEK He COBNagaeT C Bepcreid NPOLLNBKN,
YCTaHOB/IEHHO B flaHHbIA MOMEHT Ha poyTepe, HACTPOkM ByayT NPUMEHEHbI, HO NO/b30BaTe b
Nnony4nT yBeAOM/IEHNE O TOM UTO MOSIHAasA PabOTOCNOCOOHOCTbL BCEX HACTPOEK HA 3TOW BEpCcUn
NPOLUMBKM HE rapaHTupyeTcs.

Awaiting completion of the command: restore settings

This backup is for firmware

version 20.2. Full compatibility
is non-guaranteed.

Puc. 61. Bknagka Tools, pasgen Management, 3arpy3ka coXxpaHeHHbIX HaCcTpoeK
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CoxpaHsieMble HacCTPOKM NHAMBUAYaSIbHBI 4151 KaXXA0r0 poyTepa! Mpu NpYMEHEHUN COXPaHEHHbIX HACTPOEK
OT OAHOrO YCTpOICTBA A/151 APYTNX YCTPOWCTB OHU NPUMEHSIHOTCS NOMTHOCTLIO (BK/IKOYas Takue
NHAMBUAYaNbHbIE NapamMeTPbl MCXOAHOTO YCTpoicTBa kak MAC-agpeca, SSID Wi-Fi n npouyee).

YcTtaHOBKa AONO/IHUTENbHBIX NMAKETOB Ha YCTPOIICTBO.
HaxmuTe kHonky Upload B nogpasaene Install Package, 4to6bl BbiOpaTh halisi-nakeT, a 3aTem
HaxxmuTe KHonMky Install, 4yTo6bl Mcnonb3oBaTh NakeT B yCTPOWCTBE.

OGHoOBeHWe BHyTpeHHero MO (npowmrBKu) ycTpolicTBa.
HaxmuTe kHonky Upload B nogpasgene Update Firmware, 4to6bl BbIOpaTh dhaids ¢ NpOWmBKOA. UTOObI
MCNO/b30BaThb BbIOpaHHbIV haiin B ycTpolicTBe HaxkmuTe kHomnky Update. UTo6b1 npy 06HOBAEHWM

MPOLUMBKM COPOCUTL HACTPOVKMN YCTPOICTBa B 3aBOACKUE, MOCTaBLTE Nepes 06HOBEHNEM Ta/T0uKy
HanpoTuB Perform factory reset.

84



6.

> ®

ANIEKTPOHUKA

KOHTaKTbI

HoBble Bepcum NPOLIMBOK, [OKYMEHTaLMW U CONYTCTBYHOLLENO NPOrpaMMHOro 06ecneYeHnst MOXHO
noslyunTb, 06PATMBLUMCH MO CAeAyOWMUM KOHTaKTam:

CaHkKT-lMeTepoypr

cainT komnaHun B VIHTepHeTe www.radiofid.ru
Ten. B CaHkT-lNMeTepbypre +7 (812) 318 18 19
e-mail support@radiofid.ru
Telegram @irzhelpbot

Haluu cneumanncTbl Bcerga roToBbl OTBETUTL Ha BCe Ballu BOMpPOCHI, NOMOYb B YCTaHOBKE, HAaCTPOIKe U
yCTpaHeHU NPo6/IEMHbIX CUTyaLuit Npu aKkcnyaTauum 060pyaoBaHus.

B cnyyae BO3HMKHOBEHWSI MPOG/IEMHOM CUTyaLmK, NMpK 06GPaLLEHNI B TEXHUYECKYIO NMOAAEPXKY, creayeT
yKasblBaTb BEPCUI0 NPOrpamMMHOro o6ecneyeHns, Ucnosib3yemMoro B poyTtepe. Tak Xe pekoMeHAyeTcs K
MUCbMY MPVKPENUTL XYpHasIbl 3amycka Npo6/eMHbIX CEPBUCOB, CHUMKM 3KPaHOB HACTPOEK 1 Nobyio
[pYTyto nosie3Hyto nHchopmaumio. Yem 6osblie MHopmaummn 6yaeT NpegocTaBieHo COTPYAHUKY
TEXHUYECKO NoAaep kKM, TEM BbICTPEE OH CMOXET Pa306paThCs B C/IOKMBLUIENCA CUTyaUum.

Mepep o6palLeHNEM B TEXHUUECKYHO NOAAEPKKY HACTOSATENIbHO PEKOMEHAYETCS 0GHOBUTbL NMPOrpamMMHoe
o6ecneyeHre poyTepa Ao akTyaslbHoW Bepcuu.

HapyLlueHune ycnoswuii akcnsyataummn (HeHag/iexallee UCnosb30BaHne poyTepa) NUWaeT Bagenbua
YCTPOICTBa NpaBa Ha rapaHTUinHOe 06C/TyXnBaHue.
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7. MpunoxeHue 1

CuHrtakcuc IP-agpeca

IP-anpec onuceiBaeT agpec y3na B IP-ceTu u cocTouT 13 4x yactei (OKTeTOB). OKTET HE MOXET ObITb
6onblue yncna 254. NocnegHuini OKTET HE MOXET ObITb HY/IEM.

lMpumep: 80.70.224.2

CuHtakcuc IP-agpeca cetun

IP-agpec ceT onucbiBaeT BCe aipecHoe NPOCTPaHCTBO IP-ceTn. CocTonT U3 4x YacTein (OKTETOB) U
Macku nogcetn. OKTeT He MOXeT ObITb 60/bLUe yncna 254, Macka noaceTn He 6osblue yucna 32.

lMpumep 1:90.30.173.60/28

lMpumep 2: 125.24.55.219 255.255.255.0

CuHTaKCcMC MacKu noaceTu

Macka noaceTy COCTOUT U3 4X OKTETOB, KaXAblli U3 KOTOPbIX HE MOXET ObITb 60/1bLLE Yncia 255.
lMpumep: 255.255.255.0

CunHtakcuc MAC-agpeca

MAC-agpec cocTouT 13 6 YacTeli, Kaxaas 13 KOTopbIX HE MOXET UMETb 3Ha4YeHne 6onee FF
(wecTHaguarepuyHan cuctema CUUCIEHMS).

lMpumep: 00:FF:BD:69:07:4A
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