irz.net 3NEKTPOHUKA

Uctopusa usmeHenunii MO gna poytepos:

¢ iRZ RO (RLO1, RLO1w, RUO1, RUO1w)
¢ iRZ R2 (RU21, RL21, RU21w, RL21w, RU22w, RL22w, RL21l, RL21lw, RL24w, RL25w, RL26w)

¢ iRZ R4 (RU41, RU41c, RU41u, RU41w, RL41, RL41l, RL41w,
RL42, RL43, RL41c, RC41, RC41w)

¢ iRZ R50

MocnegHne Bepcun MO gocTynHbl Ha cainTe www.radiofid.ru
Bepcuu ot 14.07.2022

M3meHeHuns ansa Bepcuii:

¢ RO — R0-v20.4(2022-07-14).bin

¢ R2 — R2-v20.4(2022-07-14).bin

¢ R4 — R4-v20.4(2022-07-14).bin

Jo6aBneHo:

* CORE: Job6aBneHa BO3MOXHOCTb paboThl ¢ ABymsa Wi-Fi agantepamun

¢ CORE: [lo6aBneHa BO3MOXHOCTb Bbl6opa 4acTOTHbIX nosioc (6aHAoB) ansa 3G u 4G

¢ CORE: Jo6aBneHa BO3MOXHOCTb paboTbl C ynpaBnsieMbiM 6510koM po3eTok Power Socket RPS1-2
« CORE: B penopt gobasneHa nHdpopmauns 0 TeKyLem coctosHum IPSec TyHHens

¢ CORE: [ns IPSec TyHHens gobaBneH MeTos NOBTOPHOW ayTeHTudmkaumm Make-before-break
 WEBIF: lo6aBneHo otobpaxeHune onncaHns (Description) kK HaumeHoBaHM0 OpenVPN TyHHens.

« WEBIF: Ha Bknagke Services B pasgene Port Forwarding go6asneHbl nogckasku npy 3anosiHeHUn
nosei o BO3MOXHoCTK nponucaTk IP Address or Network

+ WEBIF: Ha Bknagke Tools B pasgene System Log go6aBneHa npoBepka COAEPXXMMOro 418 Nonei
Remote address n Remote Port

NcnpaBneHo:
* CORE: NcnpaBneHa pabota STA bridge
¢ CORE: NcnpaBneHa pa6ota L2TP knveHTa

+ CORE: Ha Bknagke Services B pasgene Network time protocol ucnpaesneHo otobpaxeHue TekyLero
yacoBoro nosica (Time Zone)

¢ CORE: NcnpaBneHo oTobpaxeHune nHgopmaummn o GPIO ans poytepos RU23 n RL24
¢ CORE: VcnpasneHo nmsa npoLwmeku, nonyyaemoe no SNMP
e CORE: /cnpaBneHo asTomMatnyecku cosgasaemoe npasuno Firewall gnsa OpenVPN no ymonyaHuto

* CORE: NcnpaBneHo aBToMaTn4yecku cosgasaemoe npasuso Firewall gna EolP no ymonyaHuio
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ANIEKTPOHUKA

WEBIF: VicnpaeneHo maclitabrupoBaHme noas pegaktupoBaHms u noackasku User Firewall Rules B
pasgene Firewall

WEBIF: VicnpaBneHa pa6oTa Ba/inaaTopoB Nnosnei
WEBIF: VicnpaBsneHa owmnbka, cesi3aHHas ¢ nonem TLS Auth Key

WEBIF: VicnpasneHo oTobpaxeHue web-uHtepcpeiica nocsie o6HOBNEHUS NPOLUNBKA

N3meHeHo:

WEBIF: Ha ctatycHoii ctpaHuue IPSec Local SA nepenmeHoBaH B SA (Local - Remote)
WEBIF: Ha Bknagxe Tools pa3gen Change Password nepevmeHoBaH B Password
WEBIF: Ha Bknagke Services pasgen Time nepenmeHoBaH B Network time protocol

WEBIF: Ha Bknagke Tools B pasgene Management M3MeHEH 3M1EKTPOHHbIV agpec Ans obpalleHns B
Texnoanepxky ¢ support@Radiofid.ru Ha support@irz.net

WEBIF: Ha Bknagke Services pasgen MAC Filter nepenmeHoBaH B Wireless ACL, none Filter Mode
nepenmeHosaHo B Mode

Bepcuu ot 26.02.2022

N3meHeHUs ans Bepcuii:

RO — R0-v20.3.1(2022-02-25).bin
R2 — R2-v20.3.1(2022-02-25).bin

R4 — R4-v20.3.1(2022-02-26).bin

AcnpaBneHo:

CORE: VcnpasneHa pab6ota SNMP

Bepcuu ot 25.01.2022

N3ameHeHus ons Bepcuii:

RO — R0-v20.3(2022-01-24).bin
R2 — R2-v20.3(2022-01-24).bin

R4 — R4-v20.3(2022-01-25).bin

Jo6aBneHo:

CORE: Mopaepxka moayns Quectel EPO6, c noagaepxkoii arperauum yactoT LTE Advanced
Kareropuu 6

CORE: Mopaepka MHOXeCTBEHHbIX TyHHeneli OpenVPN
CORE: OpenSSH o6HoBneH go sepcun 8.4pl

CORE: 0ns 06beauHeHns NokasibHOM NPOBOAHON ceTy ¢ 6eCNPOBOAHON CETHI0 A06ABNEH PEXUM
paboTbl STA BRIDGE (pasgen Wireless Network B Be6-mHTepheiice)
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e CORE: nsa HacTpoiikn npobpoca NopToB Ao6aBNeH BbIGOP 30HbI (halipBosia npu co3aaHum npasun
B Port Forwarding

+ CORE: [lobaBneHa BO3MOXHOCTb BblGopa NpoTokona B3aumoaeincTeus c Link/Link2 (none "Protocol”
B pasgene iRZ Link Client B Be6-nHTEepdelice)

¢ CORE: do6aBneHa o6paboTka MTU (none "MTU" B popme Advanced settings pasgena HacTpoek
SIM-kapT B BeG-nHTepqielice)

¢ CORE: ins paboTbl NPOTOKO/10B NPUK/IAAHOIO U CEaHCOBOro YPOBHEN [,06aBNEHbI
BcrnomoratensHble Mogynun NAT (pasgen Application Layer Gateway B MeHI0 Services B BE6-
nHTepdeiice)

* WEBIF: lo6aBneHbl NoACKasKkuy Npu 3anosiHeHnumn nonei pasgena SNMP
NcnpaBneHo:

¢ CORE: NcnpasneHa npobnema padotel MGRE TyHHENs

* CORE: YcTpaHeHO nosiBneHve ownbkn npu HecTaHAapTHOM Ha3BaHMKM onepaTtopa

« CORE: YcTpaHunu owmnbouHyto Bblgadvy IPv6 agpeca yepes DHCPV6

¢ CORE: NcnpaBneHa paboTta cMcTeMbl MOHUTOPUHIa poyTepa no npotokony SNMP

¢ CORE: NcnpaBneHa paboTta cepBuca ynpas/eHnsi poytepom yepe3 SMS-coobLieHus
+ WEBIF: 3anpelyeHo yaaneHume ctaHgapTHbix 30H (LAN,WAN) B pasgene Firewall

* WEBIF: VicnpaBneHbl HacTpoiiku B pasgene Wireless Network (go6asneHo none "Use as default
route" npu Bblbope TUNa coegnHeHus Static)

N3meHeHO:
 WEBIF: Pazgen DHCP Leases 13 Bknaaku Tools nepeHeceH B Services — DHCP

« WEBIF: Ha Bknagke Tools cTpoka Unitname nepeumeHoBaHa B Hostname (go6asneHa sanngauns
nons Hostname)

Bepcuu ot 23.08.2021

N3meHeHus ans Bepcuii:

¢ RO — R0-v20.2(2021-08-23).bin

¢ R2 — R2-v20.2(2021-08-23).bin

¢ R4 — R4-v20.2(2021-08-23).bin

Ao6aBneHo:

¢ CORE: Noppaepxka poytepa RL26w

* CORE: Nogaepxka mogynsa cotoBoin cessn Quectel EC200

* WEBIF: na nonHoii naeHTudmkaumum yCTponcTea, K UMeHun dhaiisia coxpaHeHHbIX HacTpoek (Backup
Settings) go6assieH Homep NPOLUMBKA

« WEBIF: NMpoBepka coBnageHns Bepcuii NpoLLMBKM poyTepa 1 NpUMeEHsIEeMbIX COXPAHEHHbIX HACTPOeK
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WEBIF: ¥YBegomneHune o HecoBnageHn BEPCUin COXpaHEHHbIX HACTPOEK M NPOLLMBKN

Bepcuu ot 18.06.2021

N3meHeHMs Ans Bepcuii:

RO — R0-v20.1(2021-06-18).bin
R2 — R2-v20.1(2021-06-18).bin

R4 — R4-v20.1(2021-06-18).bin

Jo6aBneHo:

CORE: MakeT gns uTeHUs1 faHHbIX C NpeobpaloBartens uHtepdeiicos 1-Wire/RS232 ansi paboTsi ¢
TPEXnpPoBOAHbIMY Aatymkamun Temneparypbl DS18B20.

CORE: Bo3moxHoCTb co3gaHns HTTPS cepTudnkatos Ha yCTpOCTBe.

CORE: YnpasneHwue npuoputetom GSM-moaynein ansa otnpaeskn SMS (ans AByXMOAY/bHbIX
poyTepos).

CORE: IPSec gnsa poytepos cepumn RO.
CORE: Moppgepxka PKCS 7/8/11 ans IPSec (He BK/HOYEHO B BEO-UHTEPAIENC)

CORE: Pe3epBupoBaHue IPSec TyHHenel - HacTpolika Anst 04HOro TYHHEeNs HECKO/IbKMX CEPBEPOB,
Ha KoTopble OH ByAeT nepekvaTbes (4719 ABYXMOAY/IbHbLIX POYTEPOB).

CORE: NMpoBepka COCTOAHNA TYHHENA NOCPEeACTBOM NUHra ykasasaHHoOro agpeca ansa L2TPv2 Client
n PPTP Client.

CORE: MopagepxXka HOBbIX Bepcuii bubnmotek (Hanpumep, OpenSSL Bepcun 1.1.1).
WEBIF: HacTpoiikm no ymonyaHmio.

WEBIF: MNoackasku npu 3anosiHeHWM Nosneii.

WEBIF: Banugaums no UMeHn Npu pefakTupoBaHuM CUCTEMHOIO MHTepdielica Loopbacks.
WEBIF: JononHutensHoe none DPD Delay.

WEBIF: MNone Use as default route gns HacTpoiikn Wireless Network B pexume client.

WEBIF: Ana GPIO npu HacTpolike ACTION kak "SMS" Homep TeniedpoHa NULLIETCS B OTAENbHOM
none.

UcnpasneHo:

CORE: MpaBnnbHoe npumeHeHmne npasun Firewall npu coxpaHeHnn yepes Beb6-nHTepdeiic.

CORE: Ona poytepos cepum R2 ¢ GPS ncnpasneHa pa6ota NTP B 4act 06HOB/IEHNSI CUCTEMHbIX U
annaparHbIX 4acos.

CORE: YassumocTu B sape.
CORE: CtabunbHocTb paboTtbl WI-FI Ha poyTepax cepuii RO n R2.

CORE: 3anyck IPSec paHblule ceTw.
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WEBIF: CtartycHas uHcpopmaums ans IPSec.
WEBIF: OTo6paxeHne He HyNeBOro HanpshkKeHus nNpu OTKNKYEHUN NUTaHNS Ha poyTepax ¢ VMBI,
WEBIF: OtobpaxeHue ctatyca MBI Ha poyTepax 6e3 VBIT.

WEBIF: HassaHue yacTtu noneii pasgena Access (CA Certificate — Public Key).

N3meHeHo:

CORE: YaaneHa noBTopHas 3arpyska mogysnein sagpa.

CORE: OnTMn3npoBaHo BPeEMS CTapTa CUCTEMbI MOC/1e Copoca HaCTPOEK.
CORE: figpo o6HoBNeHO Ao Bepcun kernel 4.14.162.

CORE: CucTtemHble gpaiisepa.

WEBIF: MNopsigok, HazBaHne 1 onncaHune yacTtu noneii (Tunnel IP - Local Tunnel Address; HUB
Tunnel Mask - Tunnel Mask).

WEBIF: PegaktnposaHne DPD Timeout n Aggressive Mode Tonbko B pexume IKEv1 ans Key
Exchange Mode.

Bepcuu ot 31.08.2020

N3ameHeHus ons Bepcuii:

RO: v920 (2020-08-31)
R2: v782 (2020-08-31)

R4: v1414 (2020-08-31)

JAo6aBneHo:

WEBIF: owunbka Beb nHTepdeiica NpMBoaALLan K He COXpaHeHUto 3agaHuns crontab;
CORE: pa6ota IPSec ¢ MHOXeCTBEHHbIMU TyHHENsIMU B pexxumMe IKEvL;

CORE: owubka cpeactea Nepnoanyeckoin OLEHKN COCTOAHNUS MHTepdhencoB/TyHHeNel nocpeacTBoOM
YTUANTLI ping;

CORE: Ha cTpaHuue System Log u dhaiine KoHpurypaumm BO3MOXHOCTb yYKa3aTb B KayecTBe agpeca
ypanéHHoro cepesepa FQDN;

CORE: owunbKa B pedkmx cryyasx NpuBoAALLAs K NEPEKNIOYEHUAM Ha APYryH0 CUM KapTy Mo
Heo4yeBUAHbLIM NPUYMHaM,

CORE: pa6ota IPSec c o6opygoBaHuem Cisco

Bepcuu ot 02.06.2020

M3meHeHuns ans Bepcuii:

RO: v919 (2020-06-01)

R2: v779 (2020-06-02)
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R4:v1413 (2020-06-01)

Ao6GaBneHo:

CORE: YnyuweHa pabota IPSec ¢ Heckonbkumun SA B pexrme IKEv1

CORE: Jopa6oTtaH nporpaMMHbIii watchdog coToBbIx MHTepdhelicoB. ECcn Bce COTOBbIE MOAYNN He
[OCTYMHbI - YCTPONCTBO ByAeT nepesarpyxeHo (ToNbKo A1 poyTepoB ¢ annaparHoli pesusnein HW
Version X.8 v BblLLE)

CORE: Vima chusmyeckoro nHTepgelica COTOBOro MoAy/isi COOTBETCTBYET MMEHU B KOHUIypaumm
WEBIF: ¥YnpaBneHue "RS232/RS485 over TCP" 06beanHeHo B 0gHOM MeHto "Serial Ports”
WEBIF: Jna RS232/RS485 yaaneHa HecTtaHgapTHas ckopocTb 28800

WEBIF: ViameHeHa cekuus IPSec Ha cTaTycHOl cTpaHuue. Tenepb AONONHUTENbHO OTpaXKaeTcs
craryc SA

NcnpaBneHo:

CORE: VcnpasneHsl ownbkmn B padote L2TP Client
CORE: YnyuwweHa pa6ota IPSec

CORE: VcnpaBneHa paborta tty2net

Bepcuu ot 03.04.2020

WN3ameHeHus s Bepcuii:

R2: v773 (2020-04-03)

Jo6GaBneHo:

CORE: YnyuweHa pabota IPSec ¢ Heckonbkummn SA B pexnmve IKEv1

CORE: [lopaboTtaH nporpaMmMHbIii watchdog coToBbIX nHTepdiencoB. Ecnmn Bce COTOBbIE MOAY/IN HE
[OCTYMHbI - YCTPOICTBO ByAeT nepesarpyxeHo (TosbKo /18 poyTepoB ¢ annapartHoi pesnsuneii HW
Version X.8 1 BblLE)

CORE: Vimsa chusmyeckoro nHtepdelica COTOBOro MoAy/isi COOTBETCTBYET MMEHU B KOHUrypaumm
WEBIF: YnpaBneHue "RS232/RS485 over TCP" 06beANHEHO B 0AHOM MeHIo "Serial Ports"
WEBIF: na RS232/RS485 yaaneHa HecTaHgapTHas ckopocTb 28800

WEBIF: Vi3meHeHa cekuus IPSec Ha cTaTycHol cTpaHuue. Tenepb AONOHUTENLHO OTpaXKaeTcst
craryc SA

Bepcuu ot 17.01.2020

WN3ameHeHus s Bepcuii:

RO: v918 (2020-01-17)
R2:v767 (2020-01-17)

R4: v1412 (2020-01-17)
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Jo6aBneHo:

CORE: O6HoBeH Openss| go Bepcumn 1.0.2s (ncnpaBneHb! ya3BuMocTH, AobasneH SSLv3)
CORE: O6HoBneH Openvpn go sepcun 2.4.7

CORE: O6HoBneH Strongswan go Bepcumn 5.8.0

CORE: B reHepauuto penopT-chaiina gobasneH Bbiog thaiina append-config ns OpenVPN
CORE: fob6aBneHa nogaepxka micropython

WEBIF: Jo6aBneHa BO3MOXHOCTb HacTpolikn APN Profiles

WEBIF: jo6asneH iRZ ZTP Client

WEBIF: Jo6asneH iRZ Atunnel

WEBIF: Jo6aBneHa BO3MOXHOCTb 1cnosb3oBaTh IPSec Protection gns L2TPv2

WEBIF: [Jo6aBieHa BO3MOXHOCTb coxpaHeHus penopTta Ha USB/SD Flash

UcnpaBneHo:

WEBIF: VicnpaBneHa olwimbKa coxpaHeHUs HEKOPPEKTHbIX npasun ans firewall
CORE: VicnpaBneHa paboTta ckpunTa 4151 COCTOSHMS NOAK/IIOYEHNS K COTOBOI CETU
CORE: UcnpasneHa paboTa nigukatopa Wi-Fi npu ctapte (Tonbko ansa cepun R4)
CORE: VcnpaBneHa paboTe nHamkartopa Tuna CoToBOl CeTU (ToNbKo An1a cepun R2)

CORE: VcnpaBneHa paboTa poyTepa B cuTyaLuu, korga ocHoBHoi SIM-kapToit siBnsietcst SIM2, HO
npu cTapTe 3anyckanacb SIM1 (TOMbLKO AN OAHOMOAY/bHBLIX POYTEPOB)
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Bepcuu ot 01.04.2019

Ao6aBneHo:

CORE: nakeT IPsec ToHHeNsA 3aMeHeH C racoon Ha strongswan
CORE: B IPsec gob6aBneHa BO3MOXHOCTb paboTarb yepes IKEv2
WEBIF: nameHeH pasgen HacTtpoek SIM kapt

WEBIF: fo6aBneHa BO3MOXHOCTb BK/IHOUATb U OTK/IKOYATb BUPTYasibHbI MAC-aapec B HacTpoiikax
VRRP

CORE: o6HoBNeH OpenSSH go sepcun 7.9pl
CORE: o6HoBNeH OpenVPN go sBepcun 2.4.6

WEBIF: B OpenVPN go6aBneHa BO3MOXHOCTb ABOIMHOI aBTOpM3aumm B pexume TLS-client

NcnpaBneHo:

CORE: O6HOBMEH ckpunT gobasneHusa/yganeHnsa npasun firewall

CORE: storngswan - yctpaHeHa npobniema ¢ HeHarnpas/sieH/eM Tpaduka B TYHHe b,
npu koHdmrypauum host2host n B cutyaumm, korga o6a xocta B O4HOWCETH

CORE: VcnpasneHa paboTa c tacacs+
CORE: VcnpasneHa pa6oTta pexuma QMI (cnpaBegnnso gns cepumn RO)
CORE: UcnpasneHa pabota MPPE B PPTP 1 L2TPv2 ToHHensx

CORE: VcnpaBneHa pabota areHta SNMP

Bepcuu ot 23.07.2018

JoGaBneHo:

CORE: go6aBneHo npuioxeHune cepsuca ynpasnenns iRZ Link (Zelda)
R2/R4: po6aBneH TyHHens DMVPN/NHRP

RO/R2/R4: pobaBneHa BO3MOXHOCTb CO34aBaTb NoJib30BaTe/IbCKUe LENOYKM Npasus B hopmare
iptables n3 web nHtepdeiica poytepa

NcnpaBneHo:

CORE: ucnpasrieHa ombka, kotopass MOXET NPUBECTU K HEBO3MOXHOCTW NOAK/HOUYEHUSA K CETU
poyTtepos ¢ mogysniem WPD-600

CORE: ucnpasnena pa6ota PPTP npu BkntoueHHo onumn MPPE
CORE: ucnpasneHa ownbka He KoppekTHoro BeiBoga MCC MNC kogos
CORE: ucnpasneHa owwmnbka Bbibopa 0CHOBHOW SIM-kapTbl Npu BKOYEHWUN poyTepa

CORE: 3HaueHue TTL ans TyHHenei EolP/GRE ycTaHOBNEHO Kak 64, eCnin He ykasaHo B
HacTpoikax
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CORE: ncnpaeneHa ownbka, npu kotopoin DNS 3anpoc k cepBepy Mor 6biTb pa3peLLeH Yepes
[Opyroii ceTeBoil nHTepdeinc

R4: ucnpasneHo BktoYeHne moayna PoE n dpaiin KoHdomrypaumm

R2: ucnpasneHa nigukaumsa csetoanoaos coctosiHmsa cetn GSM u cetn WAN (ecnu
CKOHChUTyprpoBaHo)

WEBIF: ucnpasneHa ownbka oTobpaxeHns cTpaHulbl Tools > Access Ha HEKOTOPbIX Bpay3epax

Bepcuu ot 06.03.2018

Jo6aBneHo:

GPS: po6aBneHa ytunuta ans yao6HOro nony4yeHns KoopamHaT co CNyTHUKOB - gpspipe (ToNbko Ans
poytepos ¢ GPS)

HTTPS: gobaBneHa BO3MOXHOCTb 3arpy3vTb CBOU cepTudukaTbl 1 nonb3oBaTtbes web
NMHTEpdgiencom poyTepa Yepes 3almEHHbIM NpoTokon https

GPIO: no6asneH hyHKUMOHA OTMNPaBKM COOGLLEHWI MO BXOASALLEMY COBbLITUIO U COXpaHeHVe
COCTOSIHISI MOPTOB MW Nepesarpyskax poyrepa

UcnpaBneHo:

VPN: ncnpasneHa npobiema npy KOTOpPoi TOHHENM He MOI/IM NepeycTaHaBNMBaTLCA NOC/e pas3pbiBa
CBA3N

VPN xI2tpd: ncnpasneHa pa6ota npotokonos MPPE n MSCHAP-v2
VPN xI2tpd: pob6aBneHbl HegocTaoLwme MOLYM agpa (cnpaseanneo 418 poytepos cepun RO MR2)

DynDNS: ucnpasneHo onpeaeneHne agpeca AMHaMU4eCcKoin 3anmcu

Bepcuu ot 23.01.2018

JoGaBneHo:

SSH: coxpaHeHue K/to4eli M3BECTHLIX XOCTOB NpU 06HOBNEHNE BCTPoeHHoro MO

SIM: po6aBneHo nosne Force MCC MNC B HacTpolikax Mo6uibHoOro VIHTepHeTa

VPN: po6asneH TyHHenb L2TPv2 (PPPoL2TP/xI2tpd)

VPN: go6aBneHbl TyHHenn L2TPv3

VPN: go6asneHbl TyHHenu EolP (Mikrotik coBmecTumbl)

VPN: gobasneHbl anropuTmbl XelwnposaHus sha, sha256, sha384, md5, hmac gns IPsec
VPN: go6aBneHa BO3MOXHOCTb ykaszaHne napametpa key ans GRE TyHHenemn

SERIAL: go6asneHa nogaepxka ModBus TCP (ans poytepoB cepun R2, R4)

RO Series: poyTtepbl cepun RO nogaepxmsato Bce BUAbI TYHHenel, kpome IPSec

R2 Series: poyTepbl cepun R2 nogaepxmsato Bce BUAbl TYHHENe
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NET: 6anaHcrpoBka Tpadomka Mexay AOCTYNHbIMU BHELLIHUMMW HTepdeiicamMmn B paBHOM
COOTHOLLIEHUM

WEB: gob6aBneHa koHurypaums agpecos loopback
WEB: pobaeneHo none SRC_IP B “Port Forwarding” gns punstpauun Tpagmka ¢ xocta

WEB: no6aBneHa BO3MOXHOCTb MU3MEHUTb CETEBOE MMsA ycTpolicTea (hostname)

NcnpaBneHo:

CORE: ucnpassieHa npobnema, npu KOTOPO B HEKOTOPLIX C/IyHasix poyTep 3arpyxascs ¢
HacTpoiKaMm Mo yMOM4aHuio

DDNS: ucnpasneHa pa6ota cepsuca DynDNS
WEB: ncnpasneHo otobpaxeHne GPIO ansa poytepos cepun R2
WEB: HacTpolika TyHHesnei BbIHeCeHa B OTAe/bHYH BKNaaKy

SIM: ucnpasneHo aBTo onpegenexdve APN ana onepatopa «Tele 2» n «PocTeniekom»

Bepcuu ot 12.04.2017

Jo6aBneHo:

PaclumpeHHas nidpopmaunst no cotoBbiM MoaynsiMm MIB-chaiinbl
YnpasrnieHve nepeknyeHnemMm mexay SIM-kaptamu

Jo6aBneH cepsuc xinetd B ccTemy BbINONIHEHE KOMaHA, No SMS

NcnpaBneHo:

Owwnbka npn otnpaske SMS

YnydlieHo ynpasneHve CoToBbIMU MOAYISMM

Owwnbka IPCP c cotoBbiM Mogynem WeTelecom WPD-600

CoxpaHeHune SSH-koueli npn 06HOBNEHNN BCTPOEHHOrOo MO

Owunbka cbpoca naponsa cynepnosb3oBaresis Npy 06HOBNAEHUM BCTPOEHHOTO MO
Owwrbka npu ycTaHOBKE MPOrpaMMHbIX MaKeToB pacLUMpeHus

VicnpaBneH HEKOPPEKTHbIN BbIBOA, CTaTyCHOW MHpopMaLun 415 COTOBbIX MoAaynei

Owunbka nepenogknodeHns TyHHens IPSEC no BHeLWHeMY COObITUIO

Bepcuu ot 27.12.2016

JAo6aBneHo:

BbinonHeHve komaHg no SMS
MeTopg ayTeHTUdUKaumm EAP AnacoToBbIX MHTEPdIECOB

HacTpolika noptoB switch (CKOpocCTb, Aynsekc)
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e BO03MOXHOCTb SIBHOIO Bblibopa ANNHbI Kitoda AES (128/192/256)

* Mopaynb IMEI B cTaTyc coTOBOro nHTEpdeiica

UcnpasneHo:

* BoccTaHOB/EHME HACTPOEK OT CTapbix Bepcuii MO Ha HOBbIX BEPCUSIX

¢ 13meHeH 6aHHep B koHcoNM Olwmnbka JocTyna Yepes akTVBHbI CETEBOI UHTEpdIeiic, He
ABNALWMIACA
OCHOBHbIM /151 MapLupyTU3aumm

¢ TalimayT perucTpauumn moayns ysenuyeH go 180 ¢
+ OO6HOBMEHa CTpaHuLLa MeHeKMeHTa Beb uHTepcheica

e VI3MeHeH cnocob 3arpy3ku ceptudimkaToB ansa TyHHenen IPSec n OpenVP
Bepcuu ot 01.09.2016

Jo6GaBneHo:

e OpenWRT 15.05

e Linux 3.18.33

¢ Busybox 1.23.2

e CrtpaHunua Tools — Access A/19 HaCTPOoiku AocTynak poyTepy
¢ SSH ncnonb3yet OpenSSH BmecTo Dropbear

e [lopaepxka aBsTopusaumm yepes TACACS+ gna SSH
NcnpaBneHo:

¢ CrtpaHuua Status

e YnydweH anroputmnepeknodyeHns SIM-kapt

e KnneHT NTP BKIHOYEH MO YMOYaHUIo
Bepcuu ot 18.04.2016

Jo6aBneHo:

e CtpaHuupbl knneHtoB Wi-Fi 1 DHCP leases B Tools

¢ BbIBOA MapLUpPYyTOB M CUCTEMHOI MH(hOpMaLUnB OTHéTE

* YnpasneHue GPIO B Tools

* UBus Agent ansl nonb3oBaTeslbCKNX COObITUIA

* bBbicTpoe nepenogkntoueHne TyHHenel IPSec/PPtP npy n3ameHeHun mapLupyTa no yMmoa4aHuio
e B03MOXHOCTb yKasatb NMs KoHuUeHTpartopa ana PPPoE

e QOuuncTka conntrack 3anuceii npy cMeHe MapLupyTa no yMo/i4aHuio
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¢ Xinetd
NcnpaBneHo:

¢ [loBbllWeHa cTabunbHOCTL TyHHeNel IPSec/PPtP

ANIEKTPOHUKA

e Ownbkn B WEB-nHTepdpelice Ha cTpaHuuax Local network nWired internet Owmn6ku npu

nepekntoyeHnn mexay SIM-kaptamu

¢ Ownbka nepeycraHoBKM paHee YCTaHOBJ/IEHHbLIX NMaKeToB Npu C6p0C€ HaCTpoeK n O6GHOB/IEHUN

BCTpoeHHoro MO
Bepcuu ot 24.12.2015

Jo6aBneHo:
¢ HacTtpoiika VLAN
UcnpaBneHo:

e OwwnbKa NpoBEPKN perncTpalmm
Bepcuu ot 08.12.2015

JoGaBneHo:
¢ [lo6aBneHbl NPOTOKO/bI AUHAMUYECKON MapLUpyTM3aLmm
NcnpaBneHo:

¢ Owwubka npu pabote ¢ SIM-kapTammn Yota
Bepcuu ot 03.12.2015

Jo6aBneHo:

e TyHHenu IPSec

e TyHHenn GRE

¢ KnuenT Dynamic DNS
¢ HacTtpoiika Firewall

¢ Cepsuc VRRP

e Otnpaska SMS

e Crtpoka Unit Name

e BO3MOXHOCTb NEpPEHanpPaBnsaTb CUCTEMHbIN XypHa Ha yaasieHHbI cepBep

* O®yHKuma aapa Policy Based Routing

¢ Cepsuc snmpd

o CBefeHusi Mo Tabnuuam mapLipyTusalmm B oTUeT (system report)
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NcnpaBneHo:
* OwwnbKa npu coxpaHeHnn napameTtpa Hidewireless network

« OO6HOB/MEHa CTpaHUUa cTaryca
Bepcuu ot 25.08.2015

Ao6aBneHo:

* Bo03MOXHOCTb yCTaHOBKM nakeToB opkguepes web-uHTepdelic
¢ Crontab

NcnpaBneHo:

¢ YcKkopeHa 06paboTka 0TKa30B MOAYy/ei
Bepcuu ot 26.06.2015

Jo6aBneHo:

e CraTtnyeckne mapLupyThl

o dukcauus Tvna coeguHeHns (2G/3G/4G)

¢ Wi-Fi-knneHT gnsa Joctyna BUHTEPHET/BHELLHIOCETb
¢ Bbi60p npuoputeToB kaHanoB cBsA3n(SIM/WAN/Wi-Fi)

* HacTtpolika goctyna Kk nocnegoBaTesibHbIM noptam (RS232/RS485)

ANIEKTPOHUKA
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