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1. BBeaeHue

1.1. OnucaHne AOKyMeHTa

[aHHbI OOKYMEHT COOEPXKUT NPUMEPbl KOPPEKTHOM KoHurypaummn ceteBbix cnyx6 PPTP Client, L2TPv2
Client, OpenVPN Tunnel, GRE Tunnels, DMVPN/NHRP, EolP Tunnels, L2TPv3 Tunnels, IPsec Tunnels B
peLUEeHNAX, NOCTPOEHHbIX Ha 6ase poytepos iRZ. [na nony4veHus vHdopMauum o paboTe cammx YCTPOMWCTB
CMOTpUTE COOTBETCTBYIOLLIEE PYKOBOACTBO Monb3oBaTtensd. [Ons nonyveHns vHdopmauum o Beb-uHTepdeice
poyTepoB CMOTpUTE [OKYMeHT «PykoBoacTBo none3osatens. CpeAcrtsa ynpasneHUss U MOHWUTOPUHra Ha

poyTepax iRZ».

Bepcus gokymeHTa Aata ny6nukauum

2.1 (14.03.2019) OCHOBHOW JOKYMEHT

2.2 (24.12.2019) WameHeHus B pasagene L2TPv2
MoaroTtoBneHo: Konwmak O., Akoenesa T.B. lMpoBepeHo: Konmak O.

1.2. MpeaynpexaeHue

OTKNoHeHne ot pekoMeHOOoBaHHbIX MapamMeTpoB W HACTPOEK MOXeT NpuBeCTn K HenpenckalyemMbliM
nocnencTeBMAM 1 3Ha4YUTENbHbIM U3epXXKaM KakK B npouecce nyckoHanaakn BblMUCIIUTENbHOINoO KOMMiekca, Tak

1 BO BpeMsA aKcnnyatauum production—Bepcmm BbIYNCITUTENBHOIO KOMMIiEKCa B pealibHbIX YyCIOBUAX.

BHuMaHue! I'Ipe>|<p.e YyeM BHOCUTb IOOble  U3MEHEHMs B HaCTpOﬁKM OGOpy,D.OBaHMﬂ,
yCTaHaBMBaeMoro Ha 06BbEKTbI, HACTOATENLHO pekoMmeHOyeTca npoBeputb pa60TOCI'IOCO6HOCTb BCex
napameTpos HOBOM KOHq.)MpraLlMM Ha TeCcToBOM cCTeHAe. Takke He cnenyet orpaHn4nBaTbCA
CUHTETUYECKMMU TeCTaMn, a MakKCMMalribHO pealiMCTU4HO BOCMNPOM3BECTU YCITOBUA, B KOTOPbIX 6y,qu

AKCnyaTnpoBaTbCaA O60py,D.OBaHMe.
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2. PPTP Client

TyHHenb PPTP npencraeneH Ha poyTepax iRZ B Buae knueHTckon Yactu. [ina nogkmnoyeHns K cepeepy
PPTP Heobxoommo ykasaTb agpec cepBepa B Buae IP agpeca unu ero 4OMEHHOrO MMEHMW, NOTMH U Naponb
KMMEHTCKOro AocTyna v Bblibpatb TMN ayTeHTUdukaumun. Npumep nHtepdenca npegcrasneH Ha Puc. 1.

Ons COXpaHeHnA BbINMOJIHEHHbIX HACTpOeK, MCI'IOJ'IbSyIZTe KHOMKY Save.

BHuMaHue! an nepexoae Ha Aapyrume CtpaHuubl pa3genoB BCE BbIMOJIHEHHbIE, HO HE COXPaHEHHbIe

HacTponkm 6yayT copoLLeHb!!

v Enable PPTP Client
Server

euro217.vpnbook.com
Use as default route
Username

vpnbook

Password
Use MPPE (MS-CHAP-V2 auth)
Authentication Type

Any v

Additional Options

Puc. 1 NMpumep untepdeinca PPTP Client
[na asTopu3aumm Ha cepBepe npeacTaBneHbl cnegyroLlme pacnpocTpaHeHHbIe TUMbl ayTeHTUdMKaLMM Ans

PPTP tyHnHens: EAP, PAP, CHAP n MPPE (MS-CHAP-V2). 3HaueHne Any B none Authentication Type

no3BonsieT goroBapusatbes ¢ cepsepoM PPTP o meToge ayTeHTUmkaumm B aBTOMaTUHECKOM PeXMME.



3. L2TPv2 Client
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TyHHenb L2TP Bepcumn 2 Ha poyTepax npeacTaBreH TomnbKo B BUAE KINUMEHTCKOW YacTu. [nsg nogkmnoyeHns K

yaaneHHoOMy cepBepy HeobxogMmo yKa3aTb agpec nnn goMeHHoe NMa cepBepa 1 NorMH ¢ naponem.

Yekbokc — Use as default route 3actaBut poyTtep Becb Tpadmk HanpaensTb Yepes OaHHbIN TyHHemNb. B aTom

cnyyae B Tabnuue MapLipyTUsaLumy MapLipyT Yepes AaHHbI TYHHeNb B6yaeT npuoputeTHee ocTarnbHbIX. TakuM

o6pa3om WAN mHTepdenchl (Takme kak NogknoYeHne Yepes COTOBYHO ceTb unu oTaenbHbii WAN nopT) cTaHyT

pe3epBHbIMM 1 NepekntodeHmne ¢ ogHoro WAN nopTa Ha gpyroii He GyAeT NpUBOANTb K paspbiBY TYHHENS, TO CTb

€ro nepenoakrnio4eHuio.

Status

PPTP Client
OpenVPN Tunnel
GRE Tunnels
DMVPN / NHRP
EolP Tunnels
LZTPv3 Tunnels
IPSec Tunnels

IRZ ATunnel

Network VPN | Tunnels Services

# Enable L2TPv2 Client

Server

Use as default route

Username

Password

Use MPPE (MS-CHAP-V2 auth)
Authentication Type

Any v

Additional Options

# Use IPSec Protection

IPSec Pre-Shared Key

Puc. 2 Npumep uHtepcheinca L2TPv2 Client

Yekbokc — Use MPPE (MS-CHAP-V2) 3actaBut poyTep nogkniodaTeca k cepepy L2TP Tombko no

yKa3aHHOMY MPOTOKOMY ayTeHTUDUKaLUM.

Mone Additional Options no3sonsieT nponucbiBaTh 4OMNOMHUTENbHbIE ONUMK AN1S Pab0Thl TYHHENS.

Yekbokc — Use IPSec Protection — BO3MOXHOCTb HACTPOUTb LUMGIPOBAHNE TYHHENS C nomolupto IPSec.

JaHHbI yHKLMOHaN pa3paboTaH AN B3aumodencTBus ¢ ceTeBbiM obopyaosaHnem Mikrotik. B none IPSec

Pre-Shared Key crnegyeTt BnucaTb Kritou.
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4. OpenVPN TyHHenu

4.1. OpenVPN Layer 2: dev TAP

B naHHOM paspgene paccmatpusaeTcs TyHHenb OpenVPN tuna Ethernet Bridging.

Ot1oT TMn TyHHens OpenVPN xapakTepuayeTcs obLwum agpecHbIM NPOCTPaHCTBOM MEXAYy YCTPOUCTBaMU, a
MapLupyTusaTopsl, Ha KoTopbix codgaetca OpenVPN, npo3payHbl AN oCcTanbHbIX CETEBbLIX YCTPONCTB. [aHHbIN
TYHHenb co3naéTtcs Ha 6ase BMpTyanbHOro ceteBoro nHtepdenca TAP.

Bcero yeThblpe BapuaHTa HaCTPOMKU TYHHENS!, pa3nuyatoLLmMecs No MeToay ayTeHTUdMKaLmu:

o 0e3 ayTteHTMdUKauum (Authentication method: None);

e C ayTeHTuduMKaumen no obwemy kntody (Authentication method: Shared secret);
o B ponu cepeepa OpenVPN (Authentication method: TLS Server);

o B ponu knneHTa OpenVPN (Authentication method: TLS Client).

Mpn aTOM HEOBXOAMMO Yy4UTbIBaATL, YTO TYHHENb MOXeT paboTaTb Mo ABYM ceTeBbiM npotokonam: UDP un
TCP. [Ons npotokona TCP ecTb BO3MOXHOCTb paboTaTb MO MeTody CepBepa, Korga poyTep oxuaaet
NoaKNOYEHM M3BHE, Tak KU MO MeToAdY KNMEeHTa, Korga poytep UHULMUpYEeT NOAKMoYEHMe C APYrMM CETEBbIM

YCTPONCTBOM.

B npumepax HacTponKM UCMOMb3yeTcs crieayloLlas cxema CeTu:

noKanbHbIN

yAaneHHoe ceTesoe poyTep
yerponcteo WAN 192.168.246.50
ynaneHHas WAN 192.168.246.100 nokarnbHas
noaceThb: @I @ noAceTb
192.168.10.0 ~

— 192.168.10.0
|J_ L TAP10.10.102 TAP 10410.10.’1,/.,,,, @I

>
> =
7

)

|

openVPN ToHHenb

Puc. 3 NMpumepsi koHdurypauumn OpenVPN. Cxema cetun

4.1.1. Tpumep HacTponku TyHHensa 6e3 ayteHTupukauum (Authentication method: None)
Ons HacTpoiikn OpenVPN-TyHHens ¢ TAP (Layer 2) 6e3 ayTeHTUMKaUnmM mexay ceTeBbiMU YCTPONCTBaMMU,
B Beb-MHTEpelice poyTepa:

3anauTe B pasgen Network — OpenVPN Tunnel;

2. MocTtaBbTe ranoyky HanpoTus nyHkTa Enable OpenVPN tunnel;
3. Bei6epute B none Device 3HaveHne TAP (L2);
4. B none Authentication Method BLiGepuTe 3HaueHne None;

HacTpoinTte octanbHble NapaMmeTpbl Ha CTpaHuLEe B 3aBUCMMOCTM OT Tpebyemol koHdurypauum (cm. Tabn.
4.1, Tabn. 4.2).



¢ Enable OpenVPN tunnel

Device

TAP (L2)

Remote

192.168.246.100

Authentication Method

None

Ping Interval

60

LZO Compression

Always

Additional Config

Transport Protocol

ubP

Port

1194

Add to Bridge or Create New

lan

Ping Timeout

120
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verb 6

Puc. 4 MNpumepsi koHdurypauun OpenVPN. Hactporka OpenVPN (6e3 ayteHTUcbmkaumu), 6asoBas

Ta6n. 4.1 Mpumepsbl koHdUrypaumin OpenVPN. Hactpoiku OpenVPN Tunnel — TAP (L2), ocHOBHbIe

TAP (L2)

HaCTPOMKMU
Mone OnucaHue
Device Bbi6op BupTyaneHoro nHtepdeiica (B AaHHoM npumepe — TAP (L2))

Transport Protocol

BbIGop TpaHCNopTHOro NpoToKona:

[] UDP;
[] TCP Server;
[] TCP Client.

Remote

IP-agpec yaaneHHoOro ceteBoro ycTponcTea (ykasbiBaetcs ecnu Transport Protocol =
UDP vnu TCP Client)

Port

Homep nopTta, Yepes KoTophlin OyaeT pabotaTtb TYHHENb

Authentification
Method

MeTog aBTOpUu3aumm (B 4aHHOM npumepe — None)

Add to Bridge or
Create New

CospgaHue mMocTa ¢ nokanbHbIMU nHTepdencamm poytepa (4ONONHUTENbHbLIE HACTPOWKN
cMm. B Tabnuue 2)

Advanced Settings (HaxxmuTe Ha cTpouky Show advanced settings, 4ToObl OTKPbITL AOCTYN K HACTPOMKaM):

Ping Interval Bpewms B cekyHaax, yepes koTopoe 6yayT otcbinatbest ICMP-nakeTbl Ans npoBepku
[OCTYMHOCTW YAaneHHoro CeTeBOro YCTPOMCTBA (M COOTBETCTBEHHO PaboThbl TYHHENS)
Ping Timeout Bpems oxxmaaHus B cekyHaax, Yepes KOTopoe YCTPOMCTBO NMOMbITAaeTCsl 3aHOBO CO3A4aThb

OpenVPN-TyHHenb, ecnv OTBET OT yAaneHHoro ycTponcTea He ByaeT nonyyeH

LZO Compression

Pexxum cxaTtust AaHHbIX, MPOXOASALLMX Yepes TYHHEb:
No- oTCyTCTBUE CKaTUS AaHHbIX
Always — Bcerga ckumaTtb JaHHble
Adaptive — aganTmMBHOe cxaTue AaHHbIX
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Ecnu co3gatb mocT ¢ LAN-noptamu (Bridge with Interface = LAN), Torga atv nopTbl 6yayT ncnonb3oBaTbes

Kak uHTepdencol ons TyHHens. Ecnun He cosgasatb mocT (Add to Bridge or Create New = None), Torga B
HacTpoyikax Heobxogumo OydeT OONOMHWUTENbHO YyKasaTb BPYYHYH aapec MOACeTM, Macky M LWnio3 o

YMON4aHUIo, KaK nokasaHo Ha Puc. 5.

Tabn. 4.2 NMpumepsbl koHdUrypaumin OpenVPN. Hactpoiku OpenVPN Tunnel — TAP (L2), Bridge with
Interface = None

Mone OnucaHue

Tunnel IP IP-agpec TyHHens Ha JaHHOM YCTpOMCTBE

Tunnel Mask Macka |IP-agpeca TyHHenst Ha JaHHOM YCTPOMCTBE

Remote Subnet IP-appec yganeHHow cety (Ha Apyrom KOHLe TyHHens1), KOTopbI Heobxoanum ans
co34aHnsA MapLipyTa B Tabnuue mapLupyTtusaumm

Remote Subnet Mask Macka yaaneHHowm cetu (Ha Apyrom KOHUEe TyHHEens)

Remote Gateway LLnto3 yaaneHHon cetu (Ha ApyromM KOHLUE TyHHenNs)

Mone Additional Config nossonseT ykasblBaTb AOMNOMHUTENbHbLIE NapameTpbl AnAs COo3daHus TYHHEnNs.
MyHKTbI 1 X paclumMdpoBKa, KOTOPbIE YKa3biBaOTCHA B JAHHOM Morie, MOXHO NOCMOTPETb Ha ouLMansHOM canTe

OpenVPN no agpecy: https://openvpn.net/index.php/open-source/documentation/howto.htmli#server

# Enable OpenVPN tunnel

Device Transport Protocol

TAP (L2) v UpP v
Remote Port

192.168.246.100 1194
Authentication Method Add to Bridge or Create New

None v none v
Tunnel IP Tunnel Mask

10.10.10.1 10.10.10.2
Remote Subnet Remote Subnet Mask Remote Gateway

192.168.2.0 255.255.255.0
Ping Interval Ping Timeout

60 120

LZO Compression

Always v

Additional Config
verb 6

Puc. 5 NMpumepbl koHdurypauun OpenVPN. Hactporka OpenVPN (6e3 ayteHTudukauum), Bridge
with Interface = None

10
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4.1.2. Tpumep HaCcTPOMKM TYHHENA ¢ ayTeHTUdMKaumen no knroydy (Authentication method:
Shared Secret)

Ons HacTpowkn OpenVPN-TyHHens ¢ TAP (Layer 2) c ayTeHTMdmKaLmer no obLemy Koy Mexay ceTeBbiMU

yCcTponcTBaMu, B BeG-nHTepgeice poyTepa:

1. 3anauTe B pasgen Network — OpenVPN Tunnel;

2. MocTtaBbTe ranoyky HanpoTus nyHkTa Enable OpenVPN tunnel;

3. Bbi6epute B none Device 3HaveHne TAP (L2);

4. B none Authentication Method BriGepuTe 3HaueHne Shared Secret;

5. [obaBbTe 3apaHee creHepupoBaHHbIN krtod B nore Shared Secret (cm. ganee);

HacTpoinTte octanbHble NapaMmeTpbl Ha CTpaHuLEe B 3aBUCMMOCTM OT Tpebyemol koHdurypauum (cm. Tabn.
4.1, Tabn. 4.2)
Mpwu BbIOOPE AaHHOrO MeToAa ayTeHTUdMKaLMK, BCE HACTPOWKN B OKHE UHTepdelica Takue e, Kak B pasgene
4.1.1, Kk HMM npubaensietca nuwb norne Shared Secret, B kOTOpoM ykasbiBaeTcs obwmin kntod. Cam K4

HeobX0AMMO 3apaHee CreHepMpoBaTb M PacnpoCTPaHUTb Ha YCTPOMCTBax ydacTHMKax (cMm. Puc. 6).

# Enable OpenVPN tunnel

Device Transport Protocol
TAP (L2) v UDP v
Remote Port
192.168.246.100 1194
Authentication Method Add to Bridge or Create New
Shared secret v none v
Tunnel IP Tunnel Mask
10.10.10.1 10.10.10.2
Shared Secret
Upload
Remote Subnet Remote Subnet Mask Remote Gateway
192.168.2.0 255.255.255.0
Ping Interval Ping Timeout
60 120

LZO Compression

Always v

Additional Config
verb 6

Save

Puc. 6 MNpumepbl koHdurypauun OpenVPN. Hactporka OpenVPN (c ayTeHTMbUKaumnen no krovy)

11
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4.1.3. Tpumep HacTPOMKMU TyHHens ¢ ayTeHTUdhUKaumen no npotokony TLS, korga poyTtep
BbICTynaeT B ponu cepepa OpenVPN

Ona Hactponkn OpenVPN-tyHHens ¢ TAP (Layer 2) ¢ ayteHTudmkaumen no npotokony TLS mexay
CeTeBbIMU YCTPOMCTBaMM, Npu 3TOM poyTep BbicTynaeT B ponin OpenVPN-cepeepa, B Be6-uHTEepdherice poyTtepa:
3anauTe B pasgen Network — OpenVPN Tunnel;

MocTaBbTe ranoyky Hanpotue nyHkTa Enable OpenVPN tunnel,;
BeiGepute B none Device 3HaveHne TAP (L2);

B none Authentication Method BLiGepuTe 3HaveHne TLS Server;

a koo bd-

JobGaBbTe Heobxogumble cepTudmkatbl u krnoum B nona: CA Certificate, DH Parameter, Local
Certificate, Local Private Key (cMm. fanee onucaHue);

HacTpoinTte ocTanbHble NapaMeTpbl Ha CTpaHuLEe B 3aBUCUMOCTU OT Tpebyemon KoHdurypaumm (cm. Tabn.
4.1, Tabn. 4.2).

Mpwu BbIOOPE AaHHOrO MeToAa ayTeHTUdMKaLMK, BCE HACTPOWKN B OKHE UHTepdelica Takue e, Kak B pasgene
4.1.2, K HUM [oGaBNATCA NULLIL Nons Ans ykasaHus ceptudukator u kntodven: CA Certificate, DH Parameter,
Local Certificate, Local Private Key. Knioun un ceptudumkatel Heobxogumo nonyyuute nmbo ot
cepTUMKaLNOHHOrO LieHTpa, NMnbo co3gaTh CBOW COBCTBEHHbBIN CEPTUMUKALMOHHBIA LEHTP U CcO34aTb Ha ero

OCHOBe TpebyeMmble KMoun 1 cepTUdUKaThbI.
Onsi paboTbl TyHHENst NOHaQobATCA dhalrnbl, ykaszaHHble B Tabn. 4.3

Ta6n. 4.3 NMpumepbl koHpurypaumum OpenVPN. Kntouun n ceptucbmukatbl ona ayreHTudpmukaumm no
npoTtokony TLS

Mone dainn OnucaHune

CA Certificate ca.crt CepTtudmkat yooCcToBEPSAIOLLEroO LIeHTpa

DH Parameter dh1024.pem ®dann ¢ kntovom Ans anroputma Ouddun-XenmvaHagons sawutsl
nepegaBaemblX AaHHbIX OT paclumMdpOBKM

Local Certificate server.crt CepTtudomkat cepsepa OpenVPN

Local Private Key server.key MpusaTHbIN KNtoy cepeepa OpenVPN, cekpeTHbIn

TLS Auth Key ta.key MpepycTtaHoBneHHbIN koY knueHTa OpenVPN, ncnonb3syeTtca Bcemun

y4aCTHUKaMu TyHHens

Mony4eHHble dannbl cepTndMKaToB HEOOX0ANMO 3arpy3nTb Ha poyTep no kHonke Upload B cOOTBETCTBMM C

nonamu cornacHo Tabn. 4.3. Mpumep HacTpoOnKM nokasaH Ha Puc. 7.
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¢ Enable OpenVPN tunnel
Device Transport Protocol

TAP (L2) v UDP v
Remote Port

192.168.246.100 1194
Authentication Method Add to Bridge or Create New

TLS Server v lan v

CA Certificate

Upload

DH Parameter

Upload

Local Certificate

Upload

Local Private Key

Upload
Ping Interval Ping Timeout
60 120

LZO Compression

Always v

Additional Config
verb 6

Save

Puc. 7 MNpumepbl koHdUrypaumn OpenVPN. Hactpoika OpenVPN (c ayteHTudmkaumen no
npoTtokony TLS), poyTtep — cepBep

Mpn BbIGOPE npoTokona nepepavn AaHHbix B none Transport Protocol crnegyet yuuTbiBaTh, YTO MO
npotokony UDP TyHHenb 6yneT pabotaTth GbiCTpee Bcero, Tak kak npu mcnonb3oBaHuy npotokona TCP Server
poyTep OyaoeT oxupgaTb YCTaHOBIEHUS COeOMHEHMsI OT yaaneHHoro yctpouctea. [pu Bbibope TCP Client
(Heobxogumo OyneT ykasaTb B norne Remote — agpec ycTpoictBa) — poytep OydeT cam MHULMMPOBAaTb

COEAMHEHME C YAan&HHbIM YCTPOWCTBOM.
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4.1.4. Tlpumep HacTPOMKMU TyHHens ¢ ayTeHTUdUKaumen no npotokony TLS, korga poyTtep

BbIicTynaeT B ponu knueHta OpenVPN

Ona Hactponkn OpenVPN-tyHHens ¢ TAP (Layer 2) ¢ ayteHTudukaumen no npotokony TLS mexay
ceTeBbIMW YCTPOMUCTBAMMU, NMPU 3TOM poyTep BbicTynaeT B ponn OpenVPN-knueHTa, B Be6-uHTEpdElice poyTepa:
3anauTe B pasgen Network — OpenVPN Tunnel;

MocTaBbTe ranoyky Hanpotue nyHkTa Enable OpenVPN tunnel,;
Bbi6epute B none Device 3HaveHne TAP (L2);

B none Authentication Method BriGepuTe 3HaueHune TLS Client;

o Db =

JobGaBbTe Heobxogumble cepTudmkatbl n krtounm B nonga: CA Certificate, Local Certificate, Local
Private Key, npu Heob6xoanMocTu 4BOMHON ayTeHTUukaumm n Hann4dnmm ta.key cpanna gobasbTe KoYy B none
TLS Auth Key v/vnu ykaxute norvH u naponb. (CM. ganee onncaHue);

HacTpoinTte ocTanbHble NapaMeTpbl Ha CTpaHuLe B 3aBUCUMOCTU OT Tpebyemon KoHdurypaumm (cm. Tabn.
4.1, Tabn. 4.2).

Mpn BbIOOPE AaHHOrO MeTofa ayTeHTM(MKaLuM BCce HAaCTPOMKN B OKHE MHTepdenca MOeHTUYHbI pasgeny
4.1.2, K HAM NpuBaBNAIOTCA TONbKO Nons ANnd ykasaHus cepTudukatoB u knioven: CA Certificate, Local
Certificate, Local Private Key. npu Heobxoammoctn TLS Auth Key w/unu normH n naponb. Kniouu,
cepTudmKaTbl U NOrMHbI/Naponyu HeobxoaMMo NonyyYuTb NMBO OT cepTMMKALMOHHOIO LieHTpa, Nubo cos3aatb
CBOW COBCTBEHHBIN CepTUUKALIMOHHBIA LEHTP M CO3aTh Ha €ro OCHoBe Tpebyemble KIuM U cepTudukaThbl.
Onsi paboTbl TYHHENsA NoHanobaTca gannbl, ykasaHHble B Tabn. 4.3, kpome davina c kYoM ans anroputma

Onddun-Xenmana. MNpumep HacTpomrku nokasaH Ha Puc. 8
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# Enable OpenVPN tunnel

Device

TAP (L2)

Remote

Authentication Method

TLS Client

CA Certificate

Local Certificate

Local Private Key

TLS Auth Key

Username

Ping Interval

60

LZO Compression

Always

Additional Config

verb 6

Wireless solutions

for M2M world
Transport Protocol
uppP v
Port
1194
Add to Bridge or Create New
lan v

Password

Ping Timeout

120

Save

Puc. 8 MNpumepbl koHdUrypaumn OpenVPN. Hactpoika OpenVPN (c ayteHTudmkaumen no
npoTtokony TLS), poytep — KnueHT
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4.2. OpenVPN Layer 3: dev TUN

B naHHOM pasgene paccmatpusaeTtcs TyHHenb OpenVPN Tuna Routing.

OanHbii TMN TyHHens OpenVPN xapaktepusyeTca MaplupyTu3auMen naketoB Mexagy CeTaMU Ha pasHbIX
KOHL,@aX TYHHEms, Haxo4sWMMNCA 3a CETEBbIMU YCTPOMNCTBaMU, U yCTaHABMNMBAOLWUMMK TYHHENb Mexay cOBON.
[aHHbI BUA TyHHEns co3fgaeTcs Ha 6ase BupTyanbHoro ceteBoro nHtepdenca TUN.

Bcero yeThblpe BapuaHTa HacCTPOMKN TYHHENS, pa3nuyatoLLmMecs No MeToay ayTeHTUMKaumu:

o 0e3 ayTeHTMdUKauum (Authentication method: None);

e C ayTeHTuduMKaumen no obwemy kntody (Authentication method: Shared secret);
o B ponu cepeepa OpenVPN (Authentication method: TLS Server);

o B ponu knneHTta OpenVPN (Authentication method: TLS Client).

Mpy aTOM HEobXoaAMMO YYUTLIBATb, YTO TYHHEMb MOXET paboTaTb Mo ABYM ceTeBbiM npotokonam: UDP un
TCP. [Ons npotokona TCP ecTb BO3MOXHOCTb paboTaTb MO MeTody CepBepa, Korga poyTep oxuaaet

NOAKIMIYEHNSA N3BHE, TaK U NO MeTody KNWeHTa, Korga poyTep MHULMWPYET NOAKMYeHne ¢ APpYrUM CeTEBbIM
YCTPONCTBOM.

B npumepax HacTponKM UCMOMb3yeTcs crieayloLlas cxema CeTu:

noKasnbHbIi
yaaneHHoe ceTeBoe poytép

YCTPOWCTBO WAN 192.168.246.50
nanewwas  WAN 192.168.246.100 ™ floKareHa
ynoﬂCeTb: I ~ 2168 21

192.168.10.0 @ ] 192.168.20.0
|—r TAP 10.10.10.’1,/ |

T _TAP 10.10.10.2 -
= ? \\\ -

u

|

|m

openVPN ToHHenb

Puc. 9 Npumepsi koHdurypaumnimm OpenVPN. Cxema cetu

4.2.1. Tpumep HacTponku TyHHens 6e3 ayteHTucpukauum (Authentication method: None)

Ons HacTporkn OpenVPN-TyHHensa ¢ TUN (Layer 3) 6e3 ayTeHTudMKaLMn Mexay ceTeBbIMU YCTPOUCTBaMMU,
B Beb-MHTEPElice poyTepa:

1. 3anauTe B pasgen Network — OpenVPN Tunnel;

2. MocTtaBbTe ranoyky HanpoTus nyHkTa Enable OpenVPN tunnel;
3. Bbi6epute B none Device 3HayeHne TUN (L3);

4. B none Authentication Method BLiGepuTe 3HaueHne None;

HacTpoinTte ocTanbHble NapaMeTpbl Ha CTpaHuLe B 3aBUCUMOCTU OT Tpebyemon KoHdurypaumm (cm. Tabn.
4.4, Tabn. 4.5).
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# Enable OpenVPN tunnel

Device

TUN (L3)

Remote

Authentication Method

None

Tunnel IP

10.10.10.1

Remote Subnet

192.168.40.0

Ping Interval

60

LZO Compression

Always

Additional Config

verb 6

for M2M world
Transport Protocol
v UDP A
Port
1194
Add to Bridge or Create New
v lan T

Remote Tunnel IP

10.10.10.2

Remote Subnet Mask

255.255.255.0|

Ping Timeout

120

Puc. 10 MNpumepbl koHdurypauum OpenVPN. Hactporika OpenVPN (6e3 ayteHTudmkaumm), TUN (L3)

Tab6n. 4.4 NMpumepbl koHdurypaumuim OpenVPN. Hactpoikmn OpenVPN Tunnel — TUN (L3), ocHOBHLIe

HaCTPOMKMU
Mone OnucaHue
Device Bbi6op BupTyansHoro nHtepdeiica (B gaHHom npumepe — TUN (L3))

Transport Protocol

BbIGop TpaHCNopTHOro NpoToKona:
[1 UDP;

[] TCP Server;
[] TCP Client.

Remote

IP-agpec yaaneHHoOro ceteBoro ycTponcTea (ykasbiBaetcs ecnu Transport Protocol =
UDP vnu TCP Client)

Port

Homep nopTta, Yepes KoTophln 6yaeT paboTaTb TYHHENb

Authentification Method

MeTog aBTOpU3aumm (B gaHHOM npumepe — None)

Add to Bridge or Create
New

Co3agaHune MocTa ¢ nokanbHbIMU MHTepdhercamm poyTtepa (B 4aHHOM npumepe
HEaKTUBHO)

Advanced Settings (Haxmu

Te Ha cTpouky Show advanced settings, 4ToObl OTKPbLITL AOCTYN K HACTPOWKaM):

Ping Interval

Bpewms B cekyHaax, yepes koTopoe 6yayT otcbinatbest ICMP-nakeTbl Ans npoBepku

JOCTYMHOCTW YAANeHHOro CeTEBOro YCTPOMCTBA (M COOTBETCTBEHHO PaboThl TYHHeNs)
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Mone OnucaHue

Ping Timeout Bpems oxxmaaHus B cekyHaax, Yepes KoTopoe YCTPOMCTBO NMOMbITAaeTCsl 3aHOBO CO3A4aThb
OpenVPN-TyHHenb, ecnv OTBET OT YAarneHHoro ycTponcTea He ByaeT nony4yeH

LZO Compression Pexum oxaTtusi 4aHHbIX, NPOX0ASALLMX Yepes TYHHESb:
No- oTcyTCTBME CKATUS AaHHbIX

Always — Bcerga ckumaTtb JaHHble
Adaptive — apanTmMBHOe cxaTue AaHHbIX

Mone Bridge with Interface He akTuBHO B gaHHOM KOHWrypauun, ns-za Tuna TyHHens OpenVPN c
MapLupyTUsaLmnen.

Tab6n. 4.5 NMpumepbl koHdurypaumuimm OpenVPN. Hactpoikmn OpenVPN Tunnel — TUN (L3), Bridge with
Interface = None

Mone OnucaHue

Tunnel IP IP-agpec TyHHens Ha 4aHHOM ycTpomncTee®

Remote Tunnel IP YpaneHHbin IP-agpec TyHHeNs (yCTPOWCTBO Ha APYrom KoHLEe TyHHens)*

Remote Subnet IP-appec yganeHHow cetu (Ha Apyrom KOHLe TyHHenst), KOTopbI Heobxoaum ans
co3aHnsa MapLipyTa B Tabnuue mapLupytusaumm

Remote Subnet Mask Macka yaaneHHon ceTn (Ha ApyroM KOHUE TYHHens)

* Tak kak TyHHenb OpenVPN ¢ maplpyTusauuen apnsetca TyHHenem no tmny point-to-point, noatomy agpeca B aTnx
nonAx AOSMKHbI yKasblBaTbCA ¢ y4ETOM Macku cetu /30 (255.255.255.252) n He gomkHbI coBnNagaTth C agpecamm
JNOKanbHbIX CETEN Ha KOHLAX TYHHenNs.

Mone Additional Config no3sonsieT ykasbiBaTb KOHMUIypaunoHHbIE NapameTpbl, KOTopble poyTep GyaeT
nepegaBsaTb, NOAKMNOYaAKOLWEMYCA K HeMy ceTeBOMYy YyCTponcTtBy. [MyHKTbI U KX paclundpoBKa, KOTOpble
yKasblBalOTCA B JJaHHOM Nofne, MOXHO NoCcMOTpeTb Ha ocuumansHoMm carte OpenVPN no agpecy:

https://openvpn.net/index.php/open-source/documentation/howto.html#server

4.2.2. Tlpumep HaCTPOMKM TYHHENA ¢ ayTeHTUdMKaumen no knrody (Authentication method:
Shared Secret)

Onsi Hactpovikm OpenVPN-TyHHens ¢ TUN (Layer 3) c ayTeHTudmkauuen no obLiemy Knody mexay
CeTeBbLIMW YCTPOWCTBaMW, B BeEG-MHTEpdeice poyTepa:

1. 3anauTe B pasgen Network — OpenVPN Tunnel;

2. MocTaBbTe ranoyky Hanpotue nyHkTa Enable OpenVPN tunnel,;

3. Bbi6epute B none Device 3HayeHne TUN (L3);

4. B none Authentication Method BLiGepuTe 3HaueHne Shared Secret;

5. [obaBbTe 3apaHee creHepupoBaHHbIv kitod B nore Shared Secret (cMm. onvcaHune ganee);

HacTpoinTte ocTanbHble napamMeTpbl Ha CTpaHuLEe B 3aBUCMMOCTM OT TpebyemMoln KoHdurypauum (cm. Tabn.
4.4, Tabn. 4.5).

Mpu BEIGOPE AaHHOrO MeToAa ayTeHTUdMKaLUMK, BONbLUMHCTBO HAaCTPOEK B OKHE MHTepdierica Takmne xe, Kak
B pasgene 4.2.1, k HuUMm npubaensetca none Shared Secret, B KOTOpoM yka3biBaeTcst 06Lwmi knod. Cam Koy

HeobGX0AMMO 3apaHee CreHepupoBaTb M PacnpoOCTPaHUTb Ha YCTPOMCTBax ydacTHMKax (cMm. Puc. 11).
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¢ Enable OpenVPN tunnel

Device

TUN (L3)

Remote

192.168.246.100

Authentication Method

Shared secret

Tunnel IP
10.10.10.1

Shared Secret

Upload

Remote Subnet

192.168.20inta.0

Ping Interval
60

LZO Compression

Always

Additional Config
verb 6

Wireless solutions

for M2M world
Transport Protocol
UDP v
Port
1194
Add to Bridge or Create Ne
none v

Remote Tunnel IP

10.10.10.2

Remote Subnet Mask
255.255.255.0

Ping Timeout

120

Save

Puc. 11 MNpumepbi koHdurypauun OpenVPN. Hactponka OpenVPN (c ayteHTUdMKaumen no Knovy)
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4.2.3. Tpumep HacTPOMKMU TyHHens ¢ ayTeHTUdUKaumen no npotokony TLS, korga poyTtep

BbICTynaeT B ponu cepepa OpenVPN

Ona nHactponkn OpenVPN-tyHHena ¢ TUN (Layer 3) ¢ ayTteHTudumkaumen no npotokony TLS mexay
CeTeBbIMU YCTPONCTBaMM, Npu 3TOM poyTep BbicTynaeT B ponin OpenVPN-cepBepa, B Be6-UHTEepdhelice poyTepa:
3anauTe B pasgen Network — OpenVPN Tunnel;

MocTtaBbTe ranoyky HanpoTus nyHkTa Enable OpenVPN tunnel;
Bbi6epute B none Device 3HayeHne TUN (L3);

B none Authentication Method BLiGepuTe 3HaveHne TLS Server;

a koo bd-

JobGaBbTe Heobxogumble cepTudmkatbl u krnoum B nona: CA Certificate, DH Parameter, Local
Certificate, Local Private Key (cMm. fanee onucaHue);

HacTpoinTte ocTanbHble napameTpbl Ha CTpaHuLEe B 3aBUCMMOCTM OT Tpebyemon koHdurypauum (cm. Tabn.
4.4, Tabn. 4.5).

Mpwu BbIOOPE AaHHOrO MeToAa ayTeHTUdMKaLMK, BCE HACTPOWKN B OKHE UHTepdelica Takue e, Kak B pasgene
4.2.1, K HUM NpubaBnATCA NoNs Ans ykasaHusa cepTudukatos u knoyent: CA Certificate, DH Parameter, Local
Certificate, Local Private Key. Heobxogumble kntoum u cepTudmkatbl criegyet nonyydntb nmbéo oT
cepTUMKaLNOHHOrO LieHTpa, NMnbo co3gaTh CBOW COBCTBEHHbBIN CEPTUMUKALMOHHBIA LEHTP U CcO34aTb Ha ero
OCHOBe TpebyeMmble Kroun 1 cepTUdUKaThbl.

Onsi paboTbl TyHHENst NOHaQobATCA dhalnbl, ykaszaHHble B Tabn. 4.6

Tab6n. 4.6 NMpumepbl koHpurypauum OpenVPN. Kntouun n ceptucbmukartbl ona ayreHTudmukaumm no
npoTtokony TLS

Mone dainn OnucaHue

CA Certificate ca.crt CepTudmkaTt yaocToBepstoLLEero LeHTpa

DH Parameter dh1024.pem chann c knoyom Ansa anroputma Ouddu-Xenmana ons sawmrol
nepegaBaemblX AaHHbIX OT pacluMdpOBKM

Local Certificate server.crt CepTtudomkat cepsepa OpenVPN

Local Private Key server.key MpusaTHbIN KNtoy cepeepa OpenVPN, cekpeTHbIn

MonyyeHHble dannbl Heobxogumo ByaeT 3arpy3utb nocpeactTeoM kHonok Upload B cooTBeTCTBYHOLLME NONS

cornacHo Tabn. 4.6. Mpumep HacTponkM nokasaH Ha Puc. 12.
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# Enable OpenVPN tunnel

Device

TUN (L3)

Remote

192.165.246.100

Authentication Method

TLS Server

Tunnel IP
10.10.10.1

CA Certificate

Upload

DH Parameter

Upload

Local Certificate

Upload

Local Private Key

Upload

Remote Subnet

‘ 192.168.20.0

Ping Interval
60

LZO Compression

Always

Additional Config
verb 6

Transport Protocol

UDP

Port
1194

Add to Bridge or Create New

none

Remote Tunnel IP

10.10.10.2

Remote Subnet Mask

255.255.255.0

Ping Timeout

120

Wireless solutions
for M2M world

B

Puc. 12 MNpumepbl koHdurypauun OpenVPN. Hactpoika OpenVPN (c ayteHTUbukaumen no
npoTtokony TLS), poyTtep — cepBep

21



Wireless solutions
for M2M world

4.2.4. Tlpumep HacTPOMKMU TyHHens ¢ ayTeHTUdUKaumen no npotokony TLS, korga poyTtep

BbIicTynaeT B ponu knueHta OpenVPN

Ona nHactponkn OpenVPN-tyHHena ¢ TUN (Layer 3) c ayTteHTudumkaumen no npotokony TLS mexay
ceTeBbIMW YCTPOMUCTBAMMU, NMPU 3TOM poyTep BbicTynaeT B ponn OpenVPN-knueHTa, B Be6-uHTEpdElice poyTepa:
3anauTe B pasgen Network — OpenVPN Tunnel;

MocTtaBbTe ranoyky HanpoTus nyHkTa Enable OpenVPN tunnel;
Bbi6epute B none Device 3HayeHne TUN (L3);

B none Authentication Method BriGepuTe 3HaueHune TLS Client;

o Db =

JobGaBbTe Heobxogumble cepTudmkatbl n krtounm B nonga: CA Certificate, Local Certificate, Local
Private Key a npu HeobxoamMmMocTu ABOWHOM ayTeHTudmkaumm n Hunuuumm ta.key canna, nobasbTe knoy B
none TLS Auth Key n/unu ykaxuTe norMH n naponb;

HacTpoinTte ocTanbHble napameTpbl Ha CTpaHuLEe B 3aBUCMMOCTM OT Tpebyemon KoHdurypauum (cm. Tabn.
4.4, Tabn. 4.5).

Mpwu BbIOOPE AaHHOrO MeToAa ayTeHTUdMKaLMK, BCe HACTPOMKU B OKHE MHTepdelica Takune xe, Kak B pasaerne
4.21, Kk HUM npubasnsawTCa NUWb Nons Ans ykasaHus ceptudpmkatoB u krnoyen: CA Certificate, Local
Certificate, Local Private Key, npu Heobxoammoctn TLS Auth Key w/unu normH n naponb. Knouu,
cepTndmrKaTbl, NOrMHbI/Maponn HeobxoaNUMOo NoNy4YnTb NGO OT CepTUGUKALMOHHOTO LIeHTpa, NMBo co3aaTth CBOK
COOCTBEHHbBIN CEPTUUKALIMOHHBIN LEHTP U cO34aTb Ha ero ocHoBe Tpebyemble Kknun U ceptudmkatel. [Ans
paboTbl TyHHENS NoHanobsTca danbl, ykasaHHble B Tabn. 4.6, kpome channa c kntovom ans anroputma Audpdou-

XenmaHa. lNpumep HacTponkm nokasaH Ha Puc. 13.
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» Enable OpenVPN tunnel

Device

TUN (L3)

Remote

192.168.246.100

Authentication Method

TLS Client

Tunnel IP

10.10.10.1

CA Certificate

Upload

Local Certificate

Upload

Local Private Key

Upload

TLS Auth Key

Upload

Username

test

Remote Subnet

192.168.20.0

Ping Interval
B0

LZO Compression

Always

Additional Config

Ll

Wireless solutions

for M2M world
Transport Protocol
uopP v
Port
1194
Add to Bridge or Create New
lan r

Remote Tunnel IP

10.10.10.2

Password

wnas

Remote Subnet Mask

255.255.255.0

Ping Timeout

120

verb 6

Puc. 13 MNpumepbl koHdurypauumn OpenVPN. Hactpoika OpenVPN (c ayteHTucbukaumen no

npotokony TLS), poytep — KnueHT
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5. GRE TyHHenu

5.1.1. HacTtpounka GRE TyHHens ypoBHA L2

B npumepax HacTponKM UCMOMb3yeTcs crieayloLlas cxema CeTu:

WAN 10.0.1.5/24 WAN 100.1.6/24

greltun 172.0.1.6/24 greltun 1?2-0)-5!24

N s
~ -
~ —

— —

= e— — =

GRE tunnel

Puc. 14 Mpumepsbl koHpurypauumn GRE. Cxema cetun

Onsa Hactpovikn GRE-TyHHens ypoBHs L2, B BeG-uHTepdelice poytepa (cM. Puc. 15):

1. 3anauTe B pasgen Network — Local Network;
2. YkaxuTe IP-agpec nokaneHoro nons3osartens B none IP;
3. YkaxunTte macky cetu B none Mask;
Local Network (lan) Remove
CPU port VLAN ID Switch Ports
ETHO v 1 # PORT1 @ PORT2 @ PORT3 || PORT4
IP Mask MAC
10.0.3.1 255.255.255.0 f0:81:af:00:8f:64

Puc. 15 MNpumepbl kKoHdurypauun Local Network. Hactponka nokanbHon cetu

Hanee Heobxoanmo HacTpouTb WAN-nopT poytepa (cm. Puc. 16):

4, 3anauTe B pasgen Network — Wired Internet;
5. YkaxunTte TMn nogkntodeHns B norne Connection Type (Static — ctatnyeckun agpec, DHCP — agpec

nonyyaemsin no DHCP);

24



Wireless solutions
for M2M world

Wired Internet (wan66) Remove
CPU Port VLAN ID Switch Ports
ETHO v 66 PORT1 [ | PORT2 | | PORT3 ¢ PORT4
Connection Type MAC
Static v
IP Mask Gateway
10.0.1.5 255.255.252.0 10.0.1.6
Ping Address Ping Interval (sec) Ping Attempts

Puc. 16 MNpumepbl koHdurypaumm Wired Internet. Hactpoiika WAN

Hanee Heobxogumo HacTpouTb GRE-TyHHenb (cMm. Puc. 17):

6. 3aiigute B pasgen VPN/Tunnels — GRE Tunnels;

7. [ob6aBbTe HOBbIV TyHHENb, HaXaB Ha kHonky Add Tunnel;

8. Beegute nmsa TyHHens (Ha BbIGop nonb3oBaTens) B none Name;

9. BbiGepute nokanbHbI MHTEPAENC, Yepes KoTopbin ByaeT paboTaTb TyHHenb B none Local Address;
10. YkaxuTe IP-agpec nopTa yaaneHHoro yCTponcTBa, C KOTOpPbIM OyAeT NOCTPOEH TYHHENb, B nore Remote
Address;

1. Bbibepute Ha kakom ypoBHe OyaeT pabotatb TyHHenb B none Network Type (B AaHHOM npumepe

paccmatpuBaetca L2);

12. Bbibepute ¢ kakum LAN nHTepdericom Byaet co3gaH bridge nnu 3apgante otaenbHyto ceTb ans GRE-
TyHHens, BblopaB 3HadeHue B none Add to Bridge or Create New (ecnu 3HaudeHne = LAN, To 4ONOMHUTENBHBIX
HacTpoek He Tpebyetcs, ecnun 3HadyeHne = <new network> , To Heobxogumo OyaeT ykasatb IP-agpec
nonbe3oBaTensckoro nHtepdenca B none Tunnel IP n macky cetn B none Tunnel Mask);

13. BbiGepuTe Kk kakoi 3oHe Firewall Heobxoanmo oTHecT TyHHenb (k 3oHe Lan unu 3oHe WAN), BbiOpaB
3HayeHue B nore Firewall Zone (NnpaBuna MOXXHO HacTPOUTL BPy4HYyto B pasgene Services — Firewall);

14. Mpn HeobxogmMmocTn ykaxute knod TyHHens — GRE key (4aHHbIN NyHKT Yalle Bcero Heobxoamm ecnum
Bbl YCTaHaBMMBaeTe HECKOMbKO TakUX TYHHENewn ¢ OAHUM yaaneHHbIM y310Mm).

15. Mpn HeobxooMMOCTM MNOCTaBbTe YCTPOWCTBY 3anpeT Ha dparMeHTauuio (pasgernieHue) naketa Ha

MapLipyTe criefoBaHus, NocTaBuUB ranoyky Hanpotue nyHkta Don’t fragment.
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Create new GRE
Name

Mame
Local Address Remote Address

wan66 v Only remote IP
Network Type

L2 layer v
Add to Bridge or Create New

<new network> v
Tunnel IP Tunnel Mask

172.0.1.6 255.255.255.0
GRE key Firewall Zone

Leave blank if not used lan T

# Don't Fragment packets

Close Apply Changes

Puc. 17 MNpumepbl koHdurypauun GRE. Hactponka GRE-TyHHens
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5.1.2. HacTtpounka GRE TyHHens ypoBHsa L3

B npumepax HacTponku UCNOMb3YyeTCs CreaylLas cxema CeTu:

WAN 10.0.1.5/24 WAN 100.1.6/24

greltun 172 .0)95124

Ve

greltun 172.0.1.6/24
N
~ -
~ ~
— —

= e— — =

GRE tunnel

Puc. 18. lNpumepsl koHpurypauun GRE. Cxema cetun

Onsa Hactpovikn GRE-TyHHens ypoBHs L3, B BeG-uHTepdelice poytepa (cMm. Puc. 19):

1. 3anauTe B pasgen Network — Local Network;
2. YkaxuTe IP-agpec nokaneHoro nons3osartens B none IP;
3. YkaxunTte macky cetu B none Mask;
Local Network (lan) Remove
CPU port VLAN ID Switch Ports
ETHO v 1 # PORT1 [ PORT2 # PORT3 | PORT4
IP Mask MAC
10.0.3.1 255.255.255.0 f0:81:af:00:8f:64

Puc. 19. Npumepsbl koHurypauun GRE. HacTpoika nokanbHoun cetu

Hanee Heobxoanmo HacTpouTb WAN-nopT poytepa (cm. Puc. 20):
4, 3anauTe B pasgen Network — Wired Internet;

5. YkaxuTte TMn nogkntodeHns B norne Connection Type (Static — ctatnyeckun agpec, DHCP — agpec
nonyyaemoii no DHCP);
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Wired Internet (wan66) Remove
CPU Port VLAN ID Switch Ports

ETHO v 66 PORT1 | PORT2 | | PORT3 ¥/ PORT4
Connection Type MAC

Static v
IP Mask Gateway

10.0.1.5 255.255.252.0 10.0.1.6
Ping Address Ping Interval (sec) Ping Attempts

Puc. 20 MNpumepbl koHdurypauunm GRE. Hactpoiika WAN

Hanee Heobxogumo HacTpouTb GRE-TyHHenb (cMm. Puc. 21):

6. 3aiigute B pasgen VPN/Tunnels — GRE Tunnels;

7. [ob6aBbTe HOBbIV TyHHENb, HaXaB Ha kHonky Add Tunnel;

8. Beegute nmsa TyHHens (Ha BbIGop nonb3oBaTens) B none Name;

9. BbiGepute nHTEpENC, Yepes KoTopkln ByaeT paboTatb TyHHenb B none Local Address;

10. YkaxuTe IP-agpec nopTa yaaneHHoro yCTponcTBa, C KOTOpPbIM OyAeT NOCTPOEH TYHHENb, B nore Remote
Address;

1. Bbibepute Ha kakom ypoBHe OyaeT pabotatb TyHHenb B none Network Type (B AaHHOM npumepe

paccmatpuBaetca L3);

12. Ykaxute |IP-agpec uHtepdeica B none Tunnel IP; a Takke ero macky B norne Tunnel Mask npu
HeobX0aMMOCTHW, eCNN He yKasblBaTb — Macka OyaeT HazHayeHa aBTomaTuyecku u byaet pasHa /32.

13. Bbibepute npaeuno paboTtbl MexceTeBoro akpaHa (firewall), ecnn Heobxogumo, BbiGpaB 3HayYeHWe B
none Firewall Zone (npasuna MoXHO HAaCTPOUTb BPYYHYto B pasaene Services — Firewall);

14. Mpn HeobxoaumocTW, MOCTaBbTE YCTPOWCTBY 3anpeT Ha dparMeHTauuio (pasgeneHve) naketa Ha

MapLipyTe criefoBaHus, NocTaBuUB ranoyky Hanpotue nyHkta Don’t fragment.
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Edit tunnel: Unnamed (gre1)
Name

MName
Local Address Remote Address

wan v 10.0.1.6
Network Type

L3 layer v
Tunnel IP Tunnel Mask

172.0.1.6 Netmask
GRE key Firewall Zone

Leave blank if not used lan v

l#| Don't Fragment packets

Close Apply Changes

Puc. 21 MNpumepbl koHbUrypauun GRE. Hactponka GRE-TyHHens
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6. DMVPN / NHRP TtyHHenu (TonbKko ana poytepoB cepun R4, R2)

Dynamic Multipoint VPN (DMVPN) — BupTyanbHas 4acTHas CeTb C BO3MOXHOCTbIO AMHAMUYECKOro
co3faHusa TyYHHenen mexay yanamu. Poytepbl iRZ ana gaHHOro TyHHens MoryT BbICTynaTth TONbKO B posniv Spoke-
MapLupyTusartopa.

Insa co3gaHus gaHHoro TyHHensi Heobxoaumo B pasgene VPN/Tunnels — DMVPN/NHRP HaxaTtb KHOmMKy

Add Tunnel 1 Ha OTKpbIBLLENCSA CTpaHMLe HacTpoek (cM. Puc. 22) 3anonHuTb nonsi cornacHo Tabn. 6.1

Description Local NEMA Address Remote NBMA Address
<default> v
HUB Tunnel Address HUB Tunnel Mask Holding Time (sec.)
Tunnel IP GRE key Firewall Zone
<none> v

Ping Address Ping Interval (sec) Ping Attempts

No Caching Allow Shortcuts

HUB is Cisco

Use IPSec Protection

Close Apply Changes

Puc. 22 CtpaHuua Hactpoek DMVPN/NHRP

Tabn. 6.1 Hactporiku DMVPN/NHRP

DMVPN/NHRP

Description OnucaHune unu HasBaHve TyHHens.

Local NBMA Address JlokanbHbIn agpec cetn - NBMA(Non Broadcast Multiple Access), Heob6xoamnmo BeibpaTb
OAVH 13 nHTepdencos poyTepa; 3HaveHne <default> o3HavaeT ucnonb3oBaHune
MHTepderica ¢ MapLLIPYTOM MO YMOSYaHUIO.

Remote NBMA YpaneHHbin agpec NBMA — ykasbiBaeTtcs Tonbko IP agpec.

Address

HUB Tunnel Address TyHHenbHbIM IP agpec HUBa k koTopomy NPONCXOAWT NOAKMHOYEHMe.

HUB Tunnel Mask Macka ceTu TyHHens.

Holding Time (sec.) Bpems (B cekyHaax) B TedeHue KoToporo uHdopmMaumsa o coceaHem NBMA xocTe
cCYMTaEeTCHa OeNCTBUTENbHON.

Tunnel IP TyHHenbHbI IP agpec gaHHOro poyTtepa.

GRE key UaeHtudpmkaumoHHbin kntod GRE TyHHens B cnyyvae ecnu AaHHbIN PyHKLMoHan
MCMNOMb3yeTcs B KOHUrypaumm.

Firewall Zone 30Ha B KOTOpOW ByaeT HaXOAMTCS TYHHENb U COOTBETCTBEHHO NonuUTUKK cdhaepeona,
KOTOpble OyAyT NPUMEHATLCS K AAHHOMY TYHHETHO.
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Ping Address Anpec npoBepky paboTocnocoGHOCTM TYHHENs (NpoBepka AOCTYNHOCTM TyHHenst ICMP
naketamm).

Ping Interval (sec) WHTepBan npoBepku.

Ping Attemts KonnuyecTBo NOMbITOK, MO MCTEHYEHUN KOTOPbIX POYTEP NONbITAETCA NEPeyCTaHOBUTb
TYHHErb.

No Caching

HUB is Cisco [laHHas HacTpolika No3BONSIET BBECTU KMHOY ayTeHTUdMKaLMKN B criydae ecnv xabom
aBnseTcs obopyaoaHue komnaHum Cisco.

No Unique dnar HeyHMKarnbHOCTU ip-agpeca TyHHens B 6a3e nhrp Ha hub-mapLupyTnsatope

Use IPSec Protection [laHHaa HacTponka OTKPOEeT AOMOSTHUTENBHOE Nose C BO3MOXHOCTbIO HAaCTPOUTb
lwuncppoBaHme TyHHeNs ¢ nomMoLubio IPSec TyHHens

Allow Shortcuts PaspeluaeT nomelleHme B Tabnuvuy MapLipyTU3auum TornbKo Tex npedrKkcoB, koTopble
pearnbHO UCMOSb3YIOTCA B AaHHBI MOMEHT BPEMEHM

Allow Redirects PaspeluaeT HanpaenaTe Tpadmk HanpsMyto Mexay spoke mapLupyTusaTopamu B 06xon
xaba

B cny4yae mncnonb3oBaHUA LLII/I(*)pOBaHMFl TYHHEN4A C NOMOLLbK TexXHonormm IPSec HeO6XOp.MMO HaCTpOUTb
COOTBETCTBYOLME NapaMeTpbl TYHHENA. Bornee I'IO,D.pOGHO O KaXXOOM MNMapamMeTpe MOXHO npo4vnTaTtb B pasaene

IPsec TyHHenu (Tonbko Ans poytepos cepumn R4, R2).
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7. EolP TyHHenu

Ethernet over IP (EolP) — Tun TyHHens, pa3paboTaHHbIi komnaHuen MikroTik, npeacrasnseT cobov Ethernet

TYHHEIlb TOYKa-TO4YKa noBepx IP nogkntoyeHus. aHHbIN TYHHEIb co3daeT MOCT Mexay OBYMA poyTepaMun Kak

GyaTo 3TU poyTepbl MOAKMHYEHbI APYr APYry HanpsMyto yepes dusmdeckue ethernet nopTel. Takol TyHHemb

MOXHO CO3/aBaTk NoBepx MbBoro Apyroro TYHHENs U NOAKMIOYEHNs, YMEIOLLEro TPaHCnopTUpOBaTh NMPOTOKO

IP. MNpumep HacTpoek TyHHens npusedeT Ha Puc. 23

Create new EolP

Name

Local Address Remote Address

loopback v

Add to Bridge or Create New

<new network> B
Tunnel IP Tunnel Mask
Tunnel ID Firewall Zone
<none> v

Close Apply Changes

Puc. 23 Hactpoiika EolP-tyHHensn

[na cosgaHua TyHHens HeobXxoaMMo npoagenartb cneayloumne waru:

3anauTe B pasgen VPN / Tunnels — EolP Tunnels un cosgante HOBbIN TyHHeNb kHomnkon Add Tunnel.

B oTkpblBLUMXCA HacTporkax TyHHens (cMm. Puc. 23 Hactporika EolP-TyHHens) ykaxuTte uMsa TyHHens B
none Name, ecnu TpebyeTcs.

B none Local Address ykaxuTte nHtepdeic Yepes kotopbii 6yaeTt paboTatb TyHHErb.

B none Remote Address Heo6xoanMo ykasaTb agpec yaaneHHON TOUKMA TYHHENS.

B none Add to Bridge or Create New HeobxoauMmo BbiGpaThb foKanbHYH CceTb C KOTOpoWn OyaeT co3gaH
MOCT UNnu Xe 3adaTb OTAENbHbIN agpec TYHHEeNbHOro uHTepdenca.

B cny4ae ecnu B npeabiayLLem nyHKTe BoiOpaH BapuaHT 3a4aHunsi OTAENbHOro agpeca Ang uHrtepdeica
TyHHensi Heobxogumo B nonsix Tunnel IP n Tunnel Mask ykasatb IP agpec u macky cetu ans
WHTepdenca TyHHens.

Mone Tunnel ID npegHasHayeHo ANs 3agaHUAa MOEHTUUKALMOHHOrO HoMepa TyHHeNS, B cnyyae ecnm
C034aeTCs HEeCKONbKO TYHHerNen ¢ TEPMUHMPOBAHMEM Ha OOHOW yAaneHHOW Toudke, Anst Toro 4Tobbl
TEKYLUWIA poyTep M yaarneHHbI MOrfin pasnuyatb NakeTbl pasHbIX TyHHenen. B cnyyae ogHoro TyHHens
AaHHOe Mone MOXHO He 3anofHATb.

Mone Firewall Zone npegHa3HavyeHo 4na accoumnaumm TyHHEns ¢ O4HOM M3 30H haepBona.
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L2TPv3 (aHrn. Layer 2 Tunneling Protocol — npoTokon TyHHeNnuMpoBaHUsS BTOPOro YpPoBHsS Bepcusa 3) — B

KOMMbKTEPHbIX CETAX TyHHeJ'IbeIﬁ NPOTOKOI1, MCI'IO.I'Ib3y}OLLI,I/1IZCF| ana nogaepXkn BUpTyanbHbIX YaCTHbIX ceTen.

[nsa HacTpoWikn TyHHens Heobxogumo 3anTu B paszaen VPN/Tunnels — L2TPv3 n go6aBnTb HOBbI TYHHENb

no kHonke Add Tunnel.

B oTkpbIBLLEMCSI OKHE HacTpoek (cM. Puc. 24) 3anonHuTb nons cornacHo Tabn. 8.1.

Create new L2TP

Name

Local Address

loopback

Add to Bridge or Create New

<new network>

Tunnel IP

Tunnel ID

0

Firewall Zone

<none>

Ta6n. 8.1 Hactpouku L2TP3

Remote Address

Tunnel Mask

Session ID

0

Close Apply Changes

Puc. 24 Hactpowka L2TP3-TyHHens

L2TPv3

Name HasBaHuve TyHHens

Local Address JlokanbHbIN MHTEpdelc Ha poyTepe Yepes KOTopbIi ByaeT ycTaHaBNMBaTLCA COEAMHEHNE
Remote Address IP-agpec yaaneHHowm ceTu, ydacTBylOLLEN B TYHHENe

Add to Bridge or YcTaHOBNEeHne MocTa € KakMm-TO M3 noKanbHbIX MHTepdericos (lan) poyTepa unu

Create New co3faHue OTAeNbHOro MHTepdherca co CBoen NoAceTbo - <new network>

Tunnel IP IP agpecc TyHHenbHOro nHTepderica

Tunnel Mask Macka ceTn TyHHenbHoro uHTepdenca

Tunnel ID ID — npeHTndukaTop TyHHENS

Session ID ID — npeHTUbUukaTOp ceccum

Firewall Zone BkntoueHne TyHHenbHOro nHTepdperica B ogHy 13 30H dhaepsorna
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IPsec TyHHenu (Tonbko Ans poytepoB cepun R4, R2)

Ons co3pgaHua IPsec-TyHHenNs Ha poyTepe AomkHa bblTb HacTpoeHa nokanbHas cetb u noptel WAN, 3aTem

B Beb-MHTEpdelice poyTepa (cm. Puc. 25):

1.

[ob6aBbTe HOBbIN IPsec-TyHHenb, HaxaB Ha kHornky Add Tunnel,

IPSec tunnels

Puc. 25. Npumepbl kKoHdurypauun IPsec. Hactporika IPsec-TyHHens

Hanee HeobxoguMo HacTpouUTb NapameTpbl TyHHens (cM. Puc. 26):

2,
3.

Beepgute onucaHne TyHHens (Ha BblGop nonb3oatens) B none Description;

BbiGepute dpmsmyeckuin MHTEpPMENC, Yepes KOTopbI ByaeT paboTaTb TyHHErb, BbiOpaB 3Ha4YeHWe B none
Source Address (Default — yepes uHTepdelic, 9BNAOWUACA Ha AaHHbIA MOMEHT akTuBHbIM WAN-
nopToMm, unu Yyepes gpyrue nHtepdencel: SIM1, SIM2, WAN);

Ykaxute IP-agpec nopta yaaneHHOro ycTponucTBa, ¢ KOTopbIM OyAeT NOCTPOEH TYHHENb, B none Remote
Address;

YKaxute WHTepBan B CeKyHOax, 4epe3 KoTopbii OyaeT onpegensTbCA AOCTYMHOCTb y3na Ha
NPOTUBOMOMOXHOM KOHLE TYHHErs, yka3as 3HadyeHue B none Dead Peer Detect (0 — oTknoyeHve gaHHoOM
DYHKUMN);

YkaxnTte nokanbHbln naeHTUdUKaTop N naeHTudukaTop yaaneHHon ctopoHsl B nonsx Local Identifer n
Remote Identifer cootBeTCTBEHHO;

Mone Key Exchange Mode npegHasHayeHO Ons nepeknioveHns mexay nepsoi U BTOPOA BEpCUSMU

obMeHa KnoYelt Npy yCTaHOBMNEHUN TOHHENS
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Create new IPSec tunnel (ipsec1)

Description

Description

Source Address

<default route=

Local ldentifier

Key Exchange Mode

ikev2

Local Subnets

Subnet Address

Phase #1
Lifetime

28800

IKE Encryption

aes256

IKE Hash

sha256

DH Group

14

Authentication Method

psk

Pre-Shared Key

Password

for M2M world
Remote Address DPD Delay (sec)
IP or domain name 0
Remote ldentifier
v
Remote Subnets
Subnet Address
Phase #2
Lifetime
3600
ESP Encryption
A aes256 v
ESP Hash
A shai v
PFS Group
T L

Close Apply changes

Puc. 26 MNpumepbl KoHDUrypauum IPsec. NapameTpbl TYyHHensA
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8. Bbl6epMTe peXum yCTtaHOBIMEHNA coeguHEHNA Mexay y4aCTHUKaMn TyHHen4, Bbl6paB 3Ha4YeHne B none

Exchange Mode (Main — ocHoBHOW, Aggressive — 6oree akTUBHbIN [ObICTPLIN], HO 6e3 obecneyeHns

3almnTbl NOAIMHHOCTU Ha JaHHOM 3Tane). Bbibop goctyneH Tonbko npu ycnosun Key Exchange Mode

Bepcun 1;

9. HacTtpoiite napameTpbl SAinfo gns paGotel IPsec SA, 3anonuue nona Local Subnets u Remote

Subnets. B cton6uax Local Subnets 1 Remote Subnets fo6asnsem HyXHoe KONMYeCTBO afdpecoB

ceTen, Mexay KoTopbiMK yCTaHaBnmBaeTcsa ToHHeNb. CeTn 3anuckiBatoTcsa B nons B oopmate CIDR.

10. HacTpoiite dasy 1 1 dasy 2, 3anonHMB cooTBETCTBYOLME Nnonsa B 6riokax Phase #1 n Phase #2:

Ta6n. 9.1 NMapameTpki Phase #1 un Phase #2

Phase #1 (cbasa 1)

Lifetime

Bpems xn3HM knova B cekyHaax, co3gaBaemoro Ha aTtane dasbl. PekomeHayetca
yCTaHaBnuBaThb 3Ha4YeHNe MMHUMYM B ABa pasa bonblue, Yem y dasbl 2 (Hanpumep, 24
Yaca unu 86400 cekyHA)

IKE Encryption

Beibop anroputma wudposaHusa: AES 128, AES 192, AES 256, 3DES.

IKE Hash BbiGop anropuTma Anst NpoBepkn LenoctHocTh aarHHbix: SHA-1, SHA-256, SHA-512,
SHA-384, MDS5.
DH Group BbiGop kpunTorpadmyeckoro anroputMa, KoTopbiid MO3BONSIET ABYM TOYKaM

06MeHMBaTLCA KrtovamMmn Yepes HesallUMLLEHHBIN kaHan. Yncna — 0603HavatoT CroXXHOCTb
Kno4a, 4em Bbllle, TeM HageXXHee KITou.

Phase #2 (ca3sa 2)

Lifetime

Bpems xun3Hu kntoya B cekyHaax, co3gaBaemMoro Ha atane dasbl. PekomeHgyetcs
yCTaHaBnuBaTb 3HaYeHne MeHbLue, Yem y asbl 1 (Hanpumep, 1 4ac unu 3600 cekyHA)

ESP Encryption

Beibop anroputma wudposanHusa: AES 128, AES 192, AES 256, 3DES.

ESP Hash BbiGop anropmTma Anst NpoBepKM LienocTtHocTh aaHHbix: SHA-1, SHA-256, SHA-384,
SHA-512, MD5.
PFS Group BbiGop kpunTorpadmnyeckoro anroputMa, KoTopblii yAOCTOBEPSIET, YTO KIltouu,

ncnorsb3yemble B oase 2 He nony4eHbl oT asbl 1. Yucna — 0603HavaoT CNOXKHOCTL
Kno4a, 4em Bbllle, TeM HaaeXXHee KITou.
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11. BblbepuTe cnocob ayTeHTUdMKaLMM y3N0B TYHHENS, BbiOpas 3HaveHue B none Authentication Method

(psk — no obwemy kntovy, pubkey — no ceptudumkaty u knovy RSA);

Authentication Method

[ pubkey A

CA Certificate

Local Certificate

Key

Puc. 27 Cnoco6 ayteHTUdmkaumm pubkey

BHuMmaHue! Ha o6opynosaHnn iRZ B uUensx 6e30MacHOCTM ANA BXOAALWMX NOAKMIOYEHWUN

3anpeLleHo mcnonb3oBaHme dyHKUuuKn IPsec ¢ napameTtpamu: KeyExchangeMode = ikev1, Agressive
mode=yes, Authentification Method = PSK.
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10. IRZ Atunnel (Tonbko ansa poytepoB cepun R4, R2)

[aHHbI pa3gen npegHasHadeH Ans HacTpoukm paboTtbl poyTepa ¢ iIRZ SD-WAN. Bonee nogpobHyto
nHdopmaLmio MOXHO npountaTth B AokymeHTe «PYKOBOOCTBO MNMOJIb3OBATEJA iIRZ SD-WAN» Ha cainTe

www.radiofid.ru.

11. TepMuHbI U coKpaweHus

CeTeBble TexXxHoNnorum

GSM - craHgapT cotoBou ces3m («ClrC-900» B PO);

GPRS - ctaHgapT nepegadm gaHHbIX B CETAX OrnepaTopoB COTOBOWN CBA3M «MokoneHunst 2.5G» oCHOBaHHbLIN
Ha NakeTHOM kKoMMyTauun (o 56 Kéut/c);

EDGE - npeemHuk ctangapta GPRS, npeactasutenb «nokoneHuns 2.75G», OCHOBaHHbLIN Ha NakeTHOW
koMmyTaumm (go 180 Kéur/c);

HSPA (HSDPA, HSUPA) — TexHonorua 6ecnpoBOOHON LUMPOKOMONOCHOW paguocBA3n, MUCMNonb3yloLlas
nakeTHyIo nepefavy AaHHbIX U ABMSOLAACA HagCcTPonKon kK MobunbHbiM cetam WCDMA/UMTS, npeacrasutens
«nokonenusa 3G» (HSUPA - go 3,75 M6éwut/c, HSDPA - po 7,2 Mowut/c);

WCDMA - ctangapT 6ecnpoBoHOl COTOBO CBA3W;

3G - o6Lee onvcaHve Habopa cTaH4apTOB, OMNUCHIBAOLLUX PabOoTy B LLUMPOKOMOMOCHBIX MOBUIBHBIX CETAX
UMTS n GSM: GPRS, EDGE, HSPA;

IP-ceTb — KOMMNbIOTEPHAsA CETb, OCHOBaHHasA Ha npoTtokone IPv4 (Internet Protocol) - mexceTeBon NpoToKos
4 Bepcuu. IP-ceTb no3BonseT oObeaVHWUTb ANs B3aMMOLEWNCTBUS W Mnepefadn LOaHHbIX pasfnnyHble Buabl
YCTPOWCTB (pOyTepbl, KOMMbIOTEPDI, CEPBEpPA, a TaK Xe pa3nuyHoe y3kocneuunanmanposaHHoe obopyanoBaHuve);

IP-appec — agpec y3na (komnbtoTepa, poytepa, cepsepa) B IP-ceTu;

BHewHun IP-agpec — IP-agpec B cetn WHTepHeT, NpefocTaBneHHbI NpoBavaepoM ycryr CBs3M B
Nornb30BaHWe KNMeHTY Ha CBOEM/ero obopyaoBaHum Ansg obecrneyeHunsi NpsiMon cBA3v ¢ 000pyA0BaHUEM KITMEHTa
yepes ceTb VIHTEpHET;

dukcupoBaHHbIN BHewWwHUN IP-agpec — BHewWwHWI IP-agpec, KOTOPbIN HE MOXET U3MEHUTLCHA HU NPU KaKnX
ycnoBusix (CcMeHa Tuna obopyaoBaHUA KNMeHTa v Ap.) nnm cobblTusX (nepenogkitodeHune K ceTy nposangepa u
Ap.); €QUHCTBEHHON BO3MOXHOCTbLIO CMEHUTb PUKCMpOBaHHbLIN IP-agpec aBnaeTca obpalleHne K nposangepy;

OnHamuyeckun IP-agpec — IP-agpec, KOTOpbIA MOXET MEHATLCS NPU KaXaoM HOBOM NOAKTHOYEHUN K CETY;

OnHamunyeckuin BHewHun IP-appec — BHewHuN IP-agpec B ceTn IHTEpHET, M3MEHSIIOLLMIACS, KakK NpaBurio,
B O4HOM 13 crneayoLmx cry4vaes:
®  pu KaxaoM HOBOM MoAKmoYeHnn K UHTepHerT;

e 10 UCTEYEHUN CpOKa apeHabl KNMEeHTCKOoro nokansHoro |IP-agpeca;
e yepes 3agaHHbIN MPOMEXYTOK BPEMEHU;
e B COOTBETCTBMU C APYron NOMUTMKOWN KMMEHTCKON agpecaln npoBangepa;

NokanbHbI IP-appec:

e |IP-agpec, HasHayeHHbIN NokanbHOMY MHTepdency poytepa, kak npaBuno nokanbHbln IP-agpec gomnxkeH

HaX0AMTbLCS B aApPECHOM NPOCTPaHCTBE 06CNyXMBaeMoii poyTepoM CeTu;
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o |P-agpec, npucBoeHHbIi oBopygoBaHueM WHTepHeT-npoBanaepa KIMEHTCKOMY YCTPOWCTBY B MOMEHT
nogknodeHuss Kk MHTepHeT; aaHHbIn IP-agpec He MOXeT ObiTb MCNOMb30BaH AN NOMyyYeHus AocTyna K
KMMEHTCKOMY YCTPOMCTBY U3 BHE (Yepes3 ceTb NHTEPHET), OH NO3BOMNSET TONbKO NOMb30BaTbCH AOCTYNOM B
WHTepHeT;

Cepbii/yacTtHbi/npuBaTHbIN IP-agpec — cM. onpedenexune 2 ana TepMyHa "nokansHei IP-agpec”

Y3en cetm — oObekT ceTu (KOMMbIOTEPHOW/COTOBOM), CMOCOOHLIA NonyyaTb OT APYrMX Y3rnoB CETU U
nepegasBaTb 3TUM y3naMm crnyxebHyto 1 Nonb3oBaTenbCKyo MHpopMaLuio

KnueHTt/knueHTckun ysen/yaaneHHbin y3en/yaanéHHoe YCTPOWMCTBO — YCTPOWCTBO, TeppuTopuarbHO
yAanéHHoe OT MecTa, NMMbo o6bekTa/yana, obCyX0aeMoro B KOHKPETHO B3SITOM KOHTEKCTE;

CeTteBou akpaH (firewall) —nporpamMmmHbIN annapaTHbIN KOMMNEKC, NPU3BaHHbLIN BbIMNOMHATL 3a4ayn 3allmThl
obCcnyxMBaemMon poyTepoM ceTu, e€ Y3roB, a TaK Xe CaMOoro poyTepa OT: HexenatenbHoro Ttpadwuka,
HECaHKUMOHMPOBAHHOIO [J0CTyna, HapylleHns ux paboTbl, a Tak xe obecrnevyeHns LenocTHOCTU U
KOH(pMaeHLMansHOCTN NnepegaBaeMon MHopMauum Ha OCHOBe npeaonpeaenéHHbiX agMUHUCTPaTOpPOM CeTU
npasun 1 NonNUTUK 0d6paboTkn Tpadumka B 060MX HanpaBneHusix;

(YaanéHHas) KomaHaHas CTpoka, (yaanéHHasa) KOHCOMb poyTepa — COBOKYNHOCTb NPOrpaMMHbIX CPeacTs
(cepBepHas n knueHTckasa nporpammbl Telnet/SSH), nossonstowas ocywecTBnATb ynpasBrieHne poyTepoMm
NOCPEACTBOM KOHCOSMbHbIX KOMaH, Mpu OTCYTCTBUU (PU3NYECKOro AoCTyna K yCTPOMCTBY;

CnyxebHbIn Tpadmk — Tpaduk, cogepxalimin B cebe cnyxebHyro nHopmaumio, NpeaHa3HaYeHHY0 Ans
KOHTponsi paboTbl ceTW, noadepXaHus LEeNOCTHOCTM MepefaBaeMblX MOMNb30BATENbCKMX AaHHbIX U
B3aUMOENCTBUS CceTeBbIX CryXb AByx 1 Gonee y3rnoB mexay cobou;

Monb3oBaTenbckue AaHHbIe (B ceTU) — MHopMaUms, cosgasaemas Unm ncnonbdyemas obopyaosaHvem
B CeTu nonb3oBaTensi, Ans nepegadn, obpaboTkM M XpaHeHWst KOTOpow ObiNo pa3paboTaHO TeEXHUYecKoe
peLleHue;

HexenatenbHbin TpadMK — Tpaduk, He HECyLWMn MOMNes3HOW Harpysku, KOTOpblM TeM He MeHee
reHepupyeTcs OQHUM UMW HECKOMbKUMU Y3namu ceTu, TeM cambiM CO3[aBas NapasuTHYHO Harpysky Ha ceTb;

CeTteBas cnyxba — cnyx6a, obecneunBatoLLas peleHnss BONpocoB 0b6paboTkM, XpaHeHMs U/unu nepegayn
nHdopMaLMM B KOMNBIOTEPHON CETY;

CepBep — 3TOT TEPMUH MOXET ObITb UCMONb30BaH B kayecTBe 0603HaYeHNs oNs:

e  CepBepHON YacTu NPOrPaMMHOro naketa UCNofb3yeMoro B BbIYUCIUTENBHOM KOMMIEKCe;

e pONMW KOMMOHEHTa, NGO obObekTa B CTPYKTYPHO-(DYHKLMOHANBHOW CXEMe TEXHUYECKOrO peLUeHus,
pas3BEpTbIBAEMOro C UCNOfMb30oBaHMeEM poyTtepa iRZ;

e  KOMMbIOTEPA, NPEOOCTABMSIIOLENO TE UIN UHBbIE CEPBUCHI (CETEBbLIE CMYXObI, CNYy0bl 06paboTknN N XpaHeHns
OaHHbIX U npoywne);

MpoBangep — opraHM3aums, npegocTasnsoLwas 4ocTyn B ceTb NHTepHeT;

OnepaTtop COTOBOM CBSI3N — OpraHM3aums, okasbiBalLLas ycnyru nepegadum rornoca v gaHHblX, 4ocTyna B
VHTepHET 1 obcnyxmBaHusa BUPTYarbHbIX YaCcTHbIX BbiaeneHHbix ceten (VPN) B pamkax eMKOCTU CBOEN COTOBOM
ceTu;

OtHocuTtenbHbI URL-nyTb — yacTb CTpoku web-agpeca B agpecHon cTtpoke Opaysepa, HaxoasLiascs
nocne AOMeHHOro uMeHn unu IP-agpeca yaanéHHoro yana, U HaunHaoLascs ¢ CMMBOS1a KOCOW YepThl (CMMBON
«/»), npumep:

UcxogHein web-agpec: http://192.168.1.1/index.php
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OTHOCUTENBHBIN NYTh! /index.php

"Crossover"-nat4ykopa — ceTeBow kabernb, NPOBOAHUKN KOTOPOro obaTbl TakuM 0Opa3oMm, YTO ero MOXHO
MCrnonb3oBaTb AnNs MNPAMOro NOAKMOYEHMSA poyTepa K KOMMbloTepy 0e3 HeobxoaMMOCTU MCNOSb30BaHMSA
KOMMYTaLMOHHOro 060pyaoBaHUS;

Y4yéTHaa 3anucb, akKKayHT — Apyroe HasBaHWe "nu4yHoro kabuHeTa" nonb3oBaTtens WHTepHeT-cawnTa,
MO3BONSAOLLEr0 BHOCUTL U peaakTMpoBaThb €ro fiMYHbIe AaHHbIE, HACTPOWKY;

USB-HakonuTenb — 3anomMuHarollee YCTPOMCTBO, noAkntovaemoe kK poytepy depes USB-uHTepdoelic, u
ncrnonb3yemoe Ans CoxpaHeHus/cunTbiBaHMs cnyxebHon nHpopmaummn poytepa; MoXeT OblTb MCNONb30BaHO
ONs1 pe3epBUpOBaHMS HAacCTPOEK poyTepa, UX BOCCTAHOBIIEHMS, @ TaK Xe ANs aBTOMaTU4ecKon KoHdwurypaumm

cnyx6bl OpenVPN (He cepBepa OpenVPN).

TexHonorusa OpenVPN

CepTudmKaT — SMEKTPOHHLIA UNN NeYaTHbIA LOKYMEHT, BbIMyLLEHHbIA YAOCTOBEPSIIOWLMM LIEHTPOM, Ans
NOATBEPXKAEHMS MPUHALANEXHOCTU BriagenbLly OTKPbLITOrO Kroya Unm Kakux-nnbo atpmbyTos;

KopHeBon ceptucdukar — ceptudumkat BblgaHHbIA M NOAMUCAHHBIA OAHUM W TEM Xe LEHTPOM
cepTudmukaLmu;

Knrou cepBepa — 6ok kpunTorpadumyeckon nHgopmarmm, nossonsowwmii cepsepy OpenVPN nogteepanTb
CBOK MOAMMHHOCTb B MOMEHT MOMbITKN MOMyYeHUs AOCTyna KIMEHTOM K CeTW, OOCNyXMBaeMOW [aHHbLIM
cepBepom;

Kntou knueHTa/nonb3oBarens — 610K KpUnTorpaduyeckon nHopmaLmMm, No3BONSIOWMIA NONb30BATENH,
nnBOo KIMEHTCKOMY y3ny naeHTMduUmMpoBaTh cebsi B cUcTeME, K KOTOPOW OH OCYLLECTBISIET NOMbLITKY 4OCTYNa;

Tononorna cetu — TEPMWH, MNO3BOMSAIOLWUA oOnNMcaTb KOHUrypaumio ceTM Ha pasHblX YPOBHSX
B3aUMOENCTBUS  MHPOPMALMOHHbLIX  cucTteM. Kak  npaBuno, TomonorMsi  cetm  popMupyeTcst
aAMVHUCTPATOPOM/apXUTEKTOPOM CETU UCXOAst U3 MOCTaBMEHHbIX 3a4ay, pPeLlaeMbiX TEXHUHECKM peLLeHNEM,
OCHOBHas! naes KOTOporo peanuayeTcsl AaHHOW CETbIO;

CeTteBom uHTEphenc — JaHHbIN TEPMUH UMEET HECKOITLKO onpedeneHuni:

e AnnapaTHas 4acTb poyTepa, No3BOMSALWAS OCYLWECTBAATL HA HU3KMX YPOBHSAX B3avMOAENCTBUSA
CBA3b C yOanéHHbIMU y3namu, a Tak >xe 0OMeHUBaTbCH ¢ HUMU MHdopMaumen;
e [porpaMmHbIn  BUpTyanbHbil 06bekt OC, NO3BOMAKLWMIA ONPEnenvTb NpaBuna WM MNOpsiAoK

crneaoBaHus 1 o6MeHa MHpopMaLMen Mexay y3namm KOMMbIOTEPHOW CETH;

OpenVPN — OTKpbITbIi ©GecnnaTHbI NPOrpaMMHbIA  NPOAYKT, MO3BONSAIOWMIA CcO34aTh  3aLUULLEHHYHO
BMPTyanbHyl0 cpedy nepedadn gaHHblx BHYTpU IP-ceTn. lMockonbky OpenVPN npepnctaBnsieT mM3 cebs
MHOFOYHKUMOHAMNbHbIA NPOrPaMMHbIN NakeT, B pasfuMyHOM KOHTekcTe TepMuH «OpenVPN» MoxeT nmeTb
pasnuyHble 3HaYeHWs, cCaMble pacnpoCTpaHEHHbIE U3 KOTOpbIX: «cepBep goctyna k cetn OpenVPN», «KnuneHT,
nossonsLwmi nogknountbes k OpenVPN-ceTu», «cetb, MO0 ceKTop/ypoBeHbL/CNON CeTH, Noapa3yMeBatoLLnNi
ucnonb3oBaHue MO OpenVPNy;

OpenVPN-ceTb — |IP-ceTb, nocTpoeHHasi Ha 6a3e ceTi, cosgaHHom MO OpenVPN,;
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(BuptyanbHoe) agpecHoe npoctpaHcTBO OpenVPN-ceTn — agpecHoe npoctpaHcTtso IP-cetn OpenVPN,

npu3BaHHoe 00aBUTb CErMEHT B COBOKYMHOCTb BCEX CETEN Ha MyTU CrieqoBaHMs NOMb30BaTENbCKMX AaHHbIX,
TO eCTb 06ecneynTb YETKYIO EKOMNO3ULIMIO MapLUpyTa, TEM CaMbiM yrpoLlas NPOeKTUPOBaHME U 06CnyXMBaHWe
BCEro BblYMCMMTENbHOIO KOMMNMeKca, NocTpoeHHoro Ha 6a3e MO OpenVPN B Lenowm;

OpenVPN-KNUeHT — CM. KNNEHTCKUI y3en;

TyHHenb — BMpTyarnbHas CYLLHOCTb/TEXHOMNOrMSA/00BEKT, NO3BOMIOLLAsA NOMMYECKN BbIAENUTb KOHKPETHO
B3SITbIN NOTOK AaHHbLIX MEXAY ABYMS y3namu, 3aknoyas ero B oTaensHoe oT obLiero agpecHoe NpocTpaHCTBO;

ABTOpM3auua — npoueaypa nNpPeaoCTaBneHns Haanexawux npaeB cybbekTy (nonb3osatento/
/y4aCTHWKY/KNMEHTY/KNNEHTCKOMY y3ry) CUCTEMbI NOCMe MOMyYeHUss OT Hero 3anpoca Ha [O0CTYn K cucteme U
NPOXOXAEHNS MPOBEPKN €70 NOANMHHOCTU (ayTeHTUdMKaLun);

AyTteHTUdMKaumsa - npoueaypa npoBepkn NOAJIMHHOCTH cybbekTa (nonb3oBsatens/
/y4acTHUKA/KNMMEHTA/KNMEHTCKOrO y3na) CUCTEMbl MYTEM CpPaBHEHUS MNPeOOCTaBMEHHbIX MM Ha MOMEHT
MOAKIMIOYEHUS] PEKBU3UTOB C PEKBU3UTAMM, COOTHECEHHBIMU C YKa3aHHbIM MMEHEeM MoNb30BaTeNs/NorMHOM B

0ase faHHbIX.
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12. KoHTaKTbl 1 nogaepxka

HoBbie BepCcnn BCTPOEHHOIo Mo, OOKYMeHTaunm n conyTtcreyrollero nporpaMmmHoOro obecneyeHnss MOXHO

nony4unTb, OﬁpaTMBLLIMCb no cneayrwnMm KOHTakTam:

CaHkT-leTepOypr
canT KomnaHum B IHTepHeTe: www.radiofid.ru
Ten. B CaHkT-lNeTepbypre: +7 (812) 318 18 19
e-mail: support@radiofid.ru

Hawwn cneunanucTbl Bcerga rotoBbl OTBETUTL Ha Bce Balum BOMPOCHI, NMOMO4b B YCTaHOBKe, HaCTpOﬁKe n

yCTpaHeHun I'Ip06J'IeMHbIX cmyauwﬁ npu aKkcnnyatauum 060py.EI.OBaHI/I$|.

B crnyyae BO3HWMKHOBEHWUS NMPOGNEMHON cUTyauuW, Npu oGpalleHnn B TEXHUYECKYD NMOALEPXKKY, crieqyeT
yKa3blBaTb BEPCUIO MPOrpaMMHOro obecrneyeHus, UCNonb3yemoro B poyTepe. Takke pekoMeHAyeTcs K NUcbMy
MPUKPENUTb XypHarbl 3anycka npobrneMHbIX CepBMCOB, CHUMKW 3KPAHOB HAcTPOEK U MoBYo ApYryto NosesHyto
nHcbopmaumo. Yem Gonblie mMHopmaumum GyaeT NpenocTaBeHo COTPYAHMKY TEXHUYECKON NMOAAEPXKKU, TEM

GbICTpee OH CMOXET pa3obpaThbCs B CIIOXMBLUENCS CUTYyaLUN.

anl Me4daHue. I'Iepep. o6pau.|,eHMeM B TEXHUYECKYIO NoAAepP>KKY HACTOATEIbHO peKoMeHOyeTCA 0OHOBUTL

nporpamMmmMHoe obecrnedyeHne poyTepa 4o akTyarnbHON BEPCUN.

BHuMaHue! HapylweHue ycnosui akcnnyaTtaumm (HeHaanexatiee UCnonb3oBaHne poytepa) nuiwaet

BragesbLa yCTpoicTBa Npaea Ha rapaHTUiMHOe 06CnyXuBaHue.

42


mailto:support@radiofid.ru

	1. Введение
	1.1. Описание документа
	1.2. Предупреждение

	_Toc30153631
	_Toc30153632
	_Toc30153633
	2. PPTP Client
	_Ref523406506
	_Ref524015798
	_Ref526427982
	_Toc30153634
	_Toc30161528
	_Toc527031235
	3. L2TPv2 Client
	_Toc30153635
	_Toc30161529
	_Toc527031236
	4. OpenVPN туннели
	4.1. OpenVPN Layer 2: dev TAP
	4.1.1. Пример настройки туннеля без аутентификации (Authentication method: None)


	_Ref526267796
	_Toc30153636
	_Toc30153637
	_Toc30153638
	_Toc30161530
	_Toc524016116
	_Toc524016250
	_Toc527031237
	_Ref3476223
	_Ref3476228
	_Ref523410512
	_Ref526264097
	_Toc30161531
	_Toc30161638
	_Toc524016117
	_Toc524016251
	_Toc527031238
	_Ref3476013
	_Ref3476060
	_Ref526264952
	_Toc30161532
	_Toc30161639
	_Toc524016118
	_Toc524016252
	_Toc527031239
	 
	4.1.2. Пример настройки туннеля с аутентификацией по ключу (Authentication method: Shared Secret)


	_Ref524018003
	_Ref526268497
	_Ref526269378
	_Toc30153639
	_Toc30161533
	_Toc524016119
	_Toc524016253
	_Toc527031240
	 
	4.1.3. Пример настройки туннеля с аутентификацией по протоколу TLS, когда роутер выступает в роли сервера OpenVPN


	_Ref3476601
	_Toc30153640
	_Toc30161640
	_Ref524018611
	_Toc30161534
	_Toc527031241
	 
	4.1.4. Пример настройки туннеля с аутентификацией по протоколу TLS, когда роутер выступает в роли клиента OpenVPN


	_Toc30153641
	_Ref3476689
	_Ref3476707
	_Ref526269496
	_Toc30161535
	_Toc524016121
	_Toc524016255
	_Toc527031242
	4.2. OpenVPN Layer 3: dev TUN
	4.2.1. Пример настройки туннеля без аутентификации (Authentication method: None)


	_Ref526270300
	_Ref526270311
	_Ref526271470
	_Ref526271951
	_Toc30153642
	_Toc30153643
	_Toc30161536
	_Toc524016122
	_Toc524016256
	_Toc527031243
	_Ref3476796
	_Toc30161537
	_Toc30161641
	_Toc524016123
	_Toc524016257
	_Toc527031244
	 
	4.2.2. Пример настройки туннеля с аутентификацией по ключу (Authentication method: Shared Secret)


	_Ref3476801
	_Toc30153644
	_Toc30161642
	_Ref526270358
	_Ref526270366
	_Toc30161538
	_Toc524016124
	_Toc524016258
	_Toc527031245
	 
	4.2.3. Пример настройки туннеля с аутентификацией по протоколу TLS, когда роутер выступает в роли сервера OpenVPN


	_Ref3477033
	_Toc30153645
	_Toc30161643
	_Ref526271713
	_Toc30161539
	_Toc524016125
	_Toc524016259
	_Toc527031246
	 
	4.2.4. Пример настройки туннеля с аутентификацией по протоколу TLS, когда роутер выступает в роли клиента OpenVPN


	_Toc30153646
	_Ref526272060
	_Toc30161540
	_Toc524016126
	_Toc524016260
	_Toc527031247
	5. GRE туннели
	 
	5.1.1. Настройка GRE туннеля уровня L2


	_Ref526272697
	_Toc30153647
	_Toc30153648
	_Toc30161541
	_Toc30161542
	_Toc524016127
	_Toc524016128
	_Toc524016261
	_Toc524016262
	_Toc527031248
	_Toc527031249
	_Ref526272784
	_Toc30161543
	_Toc524016129
	_Toc524016263
	_Toc527031250
	_Ref526272824
	_Toc30161544
	_Toc524016130
	_Toc524016264
	_Toc527031251
	 
	5.1.2. Настройка GRE туннеля уровня L3


	_Ref526272909
	_Toc30153649
	_Toc30161545
	_Toc30161546
	_Toc524016131
	_Toc524016132
	_Toc524016265
	_Toc524016266
	_Toc527031252
	_Toc527031253
	_Ref526272967
	_Toc30161547
	_Toc524016133
	_Toc524016267
	_Toc527031254
	_Ref526273016
	_Toc30161548
	_Toc524016134
	_Toc524016268
	_Toc527031255
	6.  DMVPN / NHRP туннели (только для роутеров серии R4, R2)
	_Ref3477563
	_Ref526273146
	_Toc30153650
	_Toc30161549
	_Toc30161644
	_Toc527031256
	7. EoIP туннели
	_Ref526427999
	_Ref526431332
	_Toc30153651
	_Toc30161550
	_Toc527031259
	8.  L2TPv3 туннели
	_Ref3477880
	_Ref526431427
	_Toc30153652
	_Toc30161551
	_Toc30161645
	_Toc527031260
	9. IPsec туннели (только для роутеров серии R4, R2)
	_Ref3470196
	_Ref526431712
	_Toc30153653
	_Toc30161552
	_Toc524016136
	_Toc524016270
	_Toc527031261
	_Ref526431748
	_Toc30161553
	_Toc524016137
	_Toc524016271
	_Toc527031262
	_Toc30161646
	_Toc30161554
	10. IRZ Atunnel (только для роутеров серии R4, R2)
	11. Термины и сокращения
	_Toc30153654
	_Toc30153655
	OLE_LINK1
	OLE_LINK2
	12. Контакты и поддержка
	_Toc30153656
	OLE_LINK4

