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UcTtopusa nameHeHun MO ana poyrepos:

iRZ RO (RLO1, RLO1w, RUO1, RUO1w)

iIRZ R2 (RU21w, RU22w, RL21w, RL22w, RU21, RL21)

iRZ R4 (RU41, RU41c, RU41u, RU41w, RL41, RL41l, RL41w,
RL42, RL43, RL41c, RC41, RC41w)

MocnepHue Bepcun MO gocTynHbl Ha cante www.radiofid.ru

N3mMeHeHus ons Bepcun:

RO: v915 (2019-12-04)
R2: v767 (2020-01-17)
R4: v1412 (2020-01-17)

Job6aBneHo:

CORE: O6HoBneH Openssl go Bepcumn 1.0.2s (ucnpaeneHbl ysi3BUMOCTH, AobasneH SSLv3)
CORE: O6HoBneH Openvpn o Bepcun 2.4.7

CORE: O6HoeneH Strongswan go sepcun 5.8.0

CORE: B reHepauuto penopT-haiina gobasneH Bbleog hanna append-config ns OpenVPN
CORE: [lob6aeneHa nogaepkka micropython

WEBIF: Jo6asneHa Bo3moxHocTb HacTporiku APN Profiles

WEBIF: JobaeneH iRZ ZTP Client

WEBIF: JobaeneH iRZ Atunnel

WEBIF: obaBneHa Bo3aMOXHOCTb Ucnonb3oBaTb IPSec Protection ans L2TPv2

WEBIF: [lo6aBneHa BO3MOXHOCTb coxpaHeHusi penopTa Ha USB/SD Flash

UcnpasneHo:

WEBIF: UcnpaeneHa olmbka CoxpaHeH s HEKOPPEKTHbIX npasun ansa firewall

CORE: UcnpaBneHa paboTa ckpunTta Anst COCTOSAHMSA NOAKIIOYEHUS K COTOBOM CEeTU

CORE: UcnpasneHa paboTa uHgmkatopa Wi-Fi npu ctapte (Tonbko ansa cepun R4)

CORE: UcnpaBneHa paboTe nHaMkaTopa Tuna CoOTOBOW ceTu (Tonbko Ansi cepumn R2)

CORE: VcnpaeneHa paboTta poytepa B cuTyauun, korga ocHoBHou SIM-kapTon aensietcst SIM2, Ho npu
cTapTe 3anyckanacb SIM1 (Tonbko ANa OAHOMOAYIbHBIX POYTEPOB)


http://www.radiofid.ru/
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Bepcun ot 01.04.2019

Job6aBneHo:

CORE: nakeT IPsec TOHHens 3amMeHeH ¢ racoon Ha strongswan

CORE: B IPsec gpobaBneHa Bo3MOXHOCTb paboTtaTb Yepes IKEv2

WEBIF: nameHneH pasgen Hactpoek SIM kapT

WEBIF: no6aBneHa BO3MOXHOCTb BKMOYaTh 1 OTKNoYaTh BUpTYanbHbii MAC-agpec B HacTporikax VRRP
CORE: o6HoBneH OpenSSH go sepcumn 7.9p1

CORE: o6HoeneH OpenVPN go Bepcumn 2.4.6

WEBIF: B OpenVPN po6aeneHa BO3MOXHOCTb 4BOWHOM aBTopu3auumn B pexxume TLS-client

UcnpasneHo:

CORE: O6HoBnéH ckpunT gobaeneHuns/yganeHns npasun firewall

CORE: storngswan - ycTpaHeHa npobnema ¢ HeHanpaeneHneM Tpadumka B TYHHEb,
npu koHgurypaumm host2host n B cutyauum, korga oba xocta B ogHonceTn

CORE: UcnpasneHa paboTa c tacacs+

CORE: UcnpasneHa paboTta pexuma QMI (cnpaseagnueo ans cepun RO)

CORE: UcnpaeneHa pabota MPPE B PPTP 1 L2TPv2 ToHHensx

CORE: UcnpaeneHa paboTta areHTa SNMP

Bepcuu ot 23.07.2018

Job6aBneHo:

CORE: gob6aeneHo npunoxeHue cepauca ynpaeneHus iRZ Link (Zelda)

R2/R4: pobasneH TyHHens DMVPN/NHRP

RO/R2/R4: nobaBneHa BO3MOXHOCTb CO34aBaTb NOMb30BaTENbLCKME LeNOYKMNpaBu
B cbopmare iptables n3s web nHrepdgenca poyrepa

UcnpasneHo:

CORE: ucnpasneHa oLmbka, koTopast MOXeT NPUBECTU K HEBO3MOXHOCTU NOAKIOYEHUS

K ceTu poytepos ¢ mogynem WPD-600

CORE: ncnpaeneHa pabota PPTP npu BkntoyeHHon onunm MPPE

CORE: ncnpaeneHa owwmnbka He koppekTHoro Beieoga MCC MNC koaos

CORE: ncnpaeneHa owwmnbka Bbloopa ocHOBHOWM SIM-KapTbl Npy BKIIOYEHWN poyTepa

CORE: 3HayeHuve TTL ans TyHenen EolP/GRE yctaHoBneHo kak 64, ecnu He ykasaHO B HAacCTpomKax

CORE: ncnpaeneHa owwmnbka, npu kotoport DNS 3anpoc k cepBepy Mor ObiTb pa3peLleH Yepes Apyrom
ceTeBow nHTepdenc

R4: ncnpasneHo skrtodeHne mogyns PoE u dainn koHdurypauum
R2: ncnpaeneHa nHaukaumsa ceetognonos coctosHus cetn GSM mn cetn WAN (ecnm ckoHpurypmpoBaHHO)
WEBIF: ncnpasneHa owmnbka otobpaxeHus ctpanuubl Tools > Access Ha HEKOTOpPbLIX Bpay3epax

Bepcum o1 06.03.2018

Job6aBneHo:

GPS: pobaBneHa ytunuta ansa yaobHoro nonyyYeHnst KoopauHaT Co CMYTHUKOB - gpspipe (ToMnbKo Ans
poyTtepoB ¢ GPS)

HTTPS: pobaBneHa BO3MOXHOCTb 3arpy3uTb CBOM CEPTUdMKATLI U NOMb30BaTbCA Web nHTepdericom
poyTepa yepes 3alMLLEHHbIN NpoTokon https
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GPIO: gpobaeneH yHKUMOHaN OTNPaBkN COOOLLEHMI MO BXOASLLEMY COObLITUIO 1 COXPaAHEHNE COCTOSIHUSA

nopToB NpW Nepesarpyskax poytepa
UcnpaBneHo:

*  VPN: ucnpaeneHa npobnema npu kKOTOPON TOHHENW HE MO NepeycTaHaBNMBaTbLCS NOCne paspbiBa CBA3N
* VPN xI2tpd: ncnpaeneHa pabota npotokonos MPPE n MSCHAP-v2

+ VPN xI2tpd: go6aBneHbl HegocTaoLme Mogynu agpa (cnpaeseanyeo ans poytepos cepun RO MR2)

* DynDNS: ucnpasneHo onpegerneHne agpeca AnHaMM4eckon 3anucu

Bepcum ot 23.01.2018

Hob6aeneHo:

+  SSH: coxpaHeHue KroYen N3BECTHbIX XOCTOB Npu 0OHOBNEHUe BCTpoeHHoro MO

+  SIM: pobaeneHo none Force MCC MNC B HacTpolikax MobunbHoro MHTepHeTa

* VPN: po6aeneH TyHHenb L2TPv2 (PPPoL2TP/xI2tpd)

* VPN: go6aBneHbl TyHHenu L2TPv3

* VPN: go6aeneHbl TyHHenu EolP (Mikrotik coBmecTumbl)

*  VPN: go6aBneHbl anroputMbl xewwmpoBaHus sha, sha256, sha384, md5, hmac gns IPsec

* VPN: go6aeneHa BO3MOXHOCTb yka3aHue napameTpa key ans GRE TyHHenen

+ SERIAL: pobasneHa nogaepxka ModBus TCP (gns poytepos cepun R2, R4)

* RO Series: poytepbl cepun RO nogaepkusato Bce BUAbI TyHHenen, kpome IPSec

* R2 Series: poytepbl cepun R2 nogaepkusato BCe BUAbI TYHHENewn

+ NET: 6anaHcupoBka Tpaduka Mexay AOCTYNHbIMU BHELLHUMY MHTEepdEeicaMn BpaBHOM COOTHOLLEHUN

+  WEB: nobaeneHa koHdurypauus agpecos loopback

+  WEB: no6aenero none SRC_IP B “Port Forwarding” gns cdovnbTpauum Tpaduka ¢ xocta

*  WEB: nob6aBneHa BO3MOXXHOCTb U3MEHUTb ceTeBoe MMs ycTpoiicTea (hostname)
UcnpasneHo:

+  CORE: ncnpasneHa npobnema, npu KOTOPOW B HEKOTOPbIX CIyYasx poyTep 3arpyxarcs ¢ HacTporkaMm no

yMON4aHuo

* DDNS: ncnpasneHa pabota cepeuca DynDNS

+  WEB: ncnpaeneHo otobpaxeHne GPIO ans poytepos cepumn R2

*  WEB: HacTpolika TyHHenen BolHeCEHa B OTAENbHYO BKNAAKy

+  SIM: ucnpasneHo asTto onpegeneHne APN ans onepatopa «Tele 2» u «Poctenekom»
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Bepcuu ot 12.04.2017

[o6aBneHo:

* PacwwwupeHHas nHgopmaumsa no cotosbiM Mogynamm MIB-cannsl

* YnpaBneHue nepeknoveHnem mexay SIM-kaptamum

+ [obGaeneH cepsuc xinetd B cuctemy BbINonHeHne kKomang no SMS
UcnpasneHo:

+  Owwnbka npu otnpaBke SMS

*  YnyJyweHo ynpasreHne COTOBbIMU MOGYISAMU

¢ Ouwwbka IPCP c cotoBbiM Mmogynem WeTelecom WPD-600

* CoxpaHeHue SSH-kntoyen npn 06HoBNEHUN BCTpoeHHoro MO

+  Owwnbka cbpoca naponsi cyneprnonb3oBaTens npn 06HoBNeHNM BCTpoeHHoro N0

+  Owwnbka npu ycTaHOBKE NPOrpaMMHbIX NAKETOB pacLUMpPEHUS

*  WcnpaBneH HEKOPPEKTHLIN BbIBOA CTaTyCHOW MHOpMaLmM ANs COTOBLIX MOOYIen

*  Owwbka nepenogkntoyeHnst TyHHens IPSEC no BHelHeMy coBbITUIO

Bepcum ot 27.12.2016

[o6aBneHo:
e BbInonHeHue komaHa no SMS
*  Mertog ayteHTudmkaumm EAP gnsacoToBbIx UHTEpdencos
* HacTtpoitka nopToB switch (ckopocTb, gynnekc)
*  Bo3moxHocTb siBHOro Bbibopa AnuHbl knto4aAES (128/192/256)
*  Mogynb IMEI B cTaTyC coToBOro nHtepdeica.
UcnpaBsneHo:
* BoccraHoBneHue HacTpoek oT cTapbix Bepcuii 1O Ha HOBbIX BEPCUSAX
*  W3meHeH 6aHHep B koHconu Owwmnbka gocTyna Yepes akTUBHbIA CETEBON MHTEPIENC, HE ABMSIIOLLMIACS
OCHOBHbIM 4119 MapLIpyTu3auum
*  TanmayT peructpaumm moayns yesenmyeH o 180 ¢
+ OO6HOBneHa cTpaHuLa MeHeaXmeHTa Beb nHTepdeinca
*  W3meHeH cnocob 3arpy3ku ceptudpmkator ansa TyHHenen IPSec n OpenVP

Bepcuu o1 01.09.2016

Ho6aBneHo:

*  OpenWRT 15.05

e Linux 3.18.33

* Busybox 1.23.2

* CrtpaHuua Tools -> Access ansa HacTPOWKK JOCTynak poyTepy

*  SSH ucnonbayet OpenSSH BmecTo Dropbear

* [lopaepxka aBTopu3auunn yepes TACACS+ ans SSH
UcnpasneHo:

* CrtpaHuua Status
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YnydweH anroputmnepeknioderHns SIM-kapT
KnneHT NTP BKMoYeH No ymon4yaHuto

Bepcun ot 18.04.2016

Job6aBneHo:

Ctpanuubl knuentoB WiFi n DHCP leases B Tools

BbiBO4 MapLUPYyTOB U CUCTEMHON UHOPMALIMMB OTHETE

Ynpaenenue GPIO B Tools

UBus Agent ansi nonb3oBaTenbCkux COObITUIA

BbicTpoe nepenogkntoveHne TyHHenen IPSec/PPtP npu nameHeHun mapLupyTta no yMmonyaHuto
Bo3MOXHOCTb yKa3aTb UMS KoHLieHTpaTopa ana PPPoE

OuuncTtka conntrack sanucen npu cMeHe mMapLupyTa no yMOnyaHuo

Xinetd

UcnpaBsneHo:

MoBbiweHa ctabunbHocTb TyHHenen IPSec/PPtP

Ownbkn B WEB-nHTepderice Ha ctpaHuuax Local network nWired internet Owimnbkm npu nepekntoyeHnm
mexay SIM-kapTamu

Ownbka nepeycTaHOBKN paHee yCTaHOBMNEHHbIX NaKeToB Npu copoce HacTPoeK 1 OOHOBNEHUN BCTPOEHHOMO
no

Bepcuun ot 24.12.2015

Job6aBneHo:

HacTtponika VLAN

UcnpasneHo:

Ownbka npoBepkn permcTpauum

Bepcuu o1 08.12.2015

Job6aBneHo:

[lo6aBneHbl NPOTOKOMbI AMHAaMUYECKO MapLUpyTU3aLmm

UcnpasneHo:

Owwnbka npu pabote ¢ SIM-kapTamm Yota

Bepcum o1 03.12.2015

Job6aBneHo:

TyHHenu IPSec
TyHHenn GRE
KnueHt Dynamic DNS
HacTtpoiika Firewall
Cepsuc VRRP
Otnpaska SMS



Ctpoka Unit Name

Bo3MOXHOCTb NnepeHanpaBnsATb CUCTEMHbIV XypHan Ha yaaneHHbIn cepeep
dyHkumsa sgpa Policy Based Routing

Cepsuc snmpd

Cepenunsi no Tabnmuam MapLupyTusaumm B oT4eT (system report)

UcnpasneHo:

Owwnbka npu coxpaHeHun napameTpa Hidewireless network
O6HoBneHa cTpaHuua cTatyca

Bepcuu ot 05.08.2015

Job6aBneHo:

Bo3MOXHOCTb yCTaHOBKM NakeToB opkguepes web-nHtepdeic
Crontab

UcnpaBsneHo:

YckopeHa o6paboTka 0Tka3oB MoAynen

Bepcum ot 26.06.2015

Job6aBneHo:

CraTtuyeckne MapLupyThbl

dukcauma Tuna coeauHeHus (2G/3G/4G)

Wi-Fi-knueHT onsa gocTtyna BUHTEPHET/BHELLIHIOW CETb

Bbi6op npropuTeToB kaHanos cBs3n(SIM/WAN/Wi-Fi)

HacTtpoiika goctyna k nocrieqoBatenbHbiM noptam (RS232/RS485)
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