iR&

Wireless solutions
for M2M world

UcTtopusa nuamenenum NO ana poyrtepoB iRZ R4
(RU41, RU41¢c, RU41u, RU41w, RL41, RL41l, RL41w, RL42, RL43,
RL41c, RC41, RC41w)

MocnegHue Bepcum MO goctynHbl Ha canTte www.radiofid.ru

Bepcun ot 23.07.2018

Hdo6aBneHo:
* CORE: gobaeneHo npunoxeHune cepeuca ynpaerneHus iRZ Link (Zelda)
* R2/R4: go6aeneH TyHHens DMVPN/NHRP
*  RO0/R2/R4: pobaBneHa BO3MOXHOCTb CO34aBaTb MOSb30BaTENbCKME LIEMOYKM NpaBun B popmare iptables ns
web uHTepdgenca poyrtepa
UcnpaBneHo:
* CORE: ucnpaeneHa owmbka, KoTopasi MOXeT NPUBECTU K HEBO3MOXXHOCTU MOAKITIOMEHMS K CETU POYTEPOB C
moaynem WPD-600
* CORE: ucnpaeneHa patora PPTP npu BkntodeHHow onuun MPPE
*  CORE: ucnpaeneHa owmnbka He koppekTHoro BbiBoga MCC MNC konos
* CORE: ucnpaeneHa owunbka Bbibopa ocHoBHOM SIM-kapTbl Npy BKAKOYEHUN poyTepa
* CORE: 3HaueHue TTL gna TyHenen EolP/GRE yctaHoBneHo kak 64, ecnv He yka3aHoO B HAacTpomnKax
* CORE: ucnpaeneHa owmbka, npu kotoport DNS 3anpoc k cepepy MoOr ObiTb pa3peLleH Yepes Apyrov
CeTEBOWN MHTEPdENC
* R4: ucnpasneHo BknoyeHne moaynsa PoE un pain koHdurypavumm
* R2: ucnpasneHa nHgukauunsa ceetoamoaoB coctosiHus cetn GSM n cetu WAN (ecnv ckOHUrypupoBaHHO)
*  WEBIF: ncnpaeneHa owmnbka otobpaxeHus ctpanuubl Tools > Access Ha HEKOTOpPbIX Bpaysepax

Bepcun ot 06.03.2018

[ob6aBneHo:
*  GPS: pobaeneHa ytunuTa ans ygobHOro nonyyeHnss KoopauHat co CNyTHUKOB - gpspipe (TonbKo anis
poyTtepos ¢ GPS)
* HTTPS: gobaeneHa BO3MOXHOCTb 3arpy3nTb CBOU cepTundmkaTbl 1 Nonb3oBaTbcs web nHTepdericom
poyTepa Yepes 3alnLLéHHbIN npoTokon https
*  GPIO: pobaBneH yHKLMOHAN OTNPaBKU COOOLLEHNI MO BXOAALLEMY COOLITUIO U COXPAHEHNE COCTOSHUS
NMopTOB MNpu Nepesarpyskax poytepa
UcnpaBneHo:
*  VPN: ucnpaeneHa npobnema npu KOTOpoi TOHHENW He MOIMNK NepeycTaHaBnMBaTLCS NOCe paspbiBa CBS3U
* VPN xl2tpd: ncnpaenena pa6ora npotokonos MPPE n MSCHAP-v2
* VPN xI2tpd: pobaeneHbl HegocTaLwme Mogynu sapa (cnpasegnueo ans poytepos cepun RO 1 R2)
*  DynDNS: ncnpaeneHo onpegeneHne agpeca guHaMmm4eckom 3anucu
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Bepcum ot 23.01.2018

Jdob6aBneHo:

*  SSH: coxpaHeHue Knover 3BECTHLIX XOCTOB Npy 06HOBNEHWe BCTpoeHHoro MO

*  SIM: gobaeneHo none Force MCC MNC B HacTpolkax MobunbHoro MHTepHeTa

* VPN: gobaBneH TyHHenb L2TPv2 (PPPoL2TP/xI2tpd)

*  VPN: gobaeneHbl TyHHenun L2TPv3

*  VPN: go6aBneHbl TyHHenun EolP (Mikrotik coBMecTMbl)

* VPN: gobaeneHbl anropntmbl XxelwmpoBaHus sha, sha256, sha384, md5, hmac gns IPsec

*  VPN: gobaBneHa BO3MOXHOCTb yka3aHue napamertpa key gna GRE TyHHenen

» SERIAL: gobaeneHa nogaepxka ModBus TCP (ans poyTtepos cepun R2, R4)

* RO Series: poytepbl cepun RO nogaepxusato Bce BUAbI TYHHeNewn, kpome IPSec

* R2 Series: poyTepbl cepun R2 nogaepxmeato BCe BUAbI TYHHENEWN

* NET: 6anaHcupoBka Tpaduka Mexay AOCTYMHbIMU BHELUHUMU MHTepdeicaMy BpPaBHOM COOTHOLLEHWM

*  WEB: pobaeneHa koHGurypauus agpecos loopback

*  WEB: no6asneHo none SRC_IP B “Port Forwarding” gns ¢omnstpaumm Tpaduka ¢ xocTta

*  WEB: pobaBneHa BO3MOXHOCTb M3MEHUTL CETEBOE MMS ycTpoicTea (hostname)
UcnpaBneHo:

* CORE: ucnpaeneHa npobnema, npu KOTOPON B HEKOTOPLIX CIyYasix poyTep 3arpy>arncs ¢ HacTporkaMu rno

YMON4YaHuio

* DDNS: ncnpaenena paborta cepsuca DynDNS

*  WEB: ncnpasneHo otobpaxerue GPIO gns poytepoe cepum R2

*  WEB: HacTpoWKa TyHHenen BblHECEHA B OTAENbHYIO BKNagKy

»  SIM: ucnpasneHo aBto onpegeneHve APN anga onepatopa «Tele 2» n «Poctenekom»

Bepcun ot 12.04.2017

[ob6aBneHo:

*  PacwupeHHas nHgopmauusa no cotosbiM Mmoaynsammn MIB-cainnbl

* YnpaeneHue nepeknioveHnem mexay SIM-kaptamum

» [ob6aeneH cepBuc xinetd B cucTeMy BbINOSIHEHME KOMaHA no SMS
UcnpaBneHo:

e Owwubka npu otnpaBke SMS

*  Yny4weHo ynpasreHne COTOBbIMU MOLYNSAMM

*  Owwubka IPCP c cotoBbiM Mogynem WeTelecom WPD-600

*  CoxpaHeHne SSH-kntoyen npyn obHoBNEHUN BCTpoeHHoro N0

*  Owwubka cbpoca napons cynepnonb3oBaTensi Npn o6HoBMeHUN BCTpoeHHoro MO

*  Owwubka npu ycTaHOBKE NPOrpamMmMHbIX MAKETOB paclUMpeHUst

*  KcnpaBneH HEKOPPEKTHbIN BbIBOA CTAaTyCHOM MHGOpMaLMKM Ans COTOBbIX MOAyen

+  Owwnbka nepenogkntoveHus TyHHens IPSEC no BHelwwHemy cobbiTuio



iR&

Wireless solutions
for M2M world

Bepcum ot 27.12.2016

Jdob6aBneHo:
* BbInonHeHue komaHg no SMS
*  Mertog ayteHTUdMKaumm EAP gnacoToBbiXx MHTEpdeNncoB
* Hactponka noptoB switch (ckopocTb, gynnekc)
*  BO3MOXHOCTb SBHOro Bbibopa AnnHbI KntovaAES (128/192/256)
*  Moaynb IMEI B cTaTyc coToBOro nHtepdenca.
UcnpaBneHo:
* BoccraHoBneHue HacTpoek oT ctapbix Bepcun MO Ha HOBbIX BEPCUSIX
*  MNameHeH H6aHHep B koHconm OwwmnbKa JOCTyna Yepes akTUBHBIN CETEBON MHTEPdENC, He SBMAIOLLNACS
OCHOBHbIM ANsi MapLUpyTu3aumm
*  TanmayT pernctpauunn mogyns ysenumyeH go 180 ¢
+ OO6HoBreHa cTpaHuLa MeHeaXMmeHTa Beb nHTepdeinca
*  MNameHeH cnocob 3arpy3ku ceptudmkato ansa TyHHenen IPSec n OpenVP

Bepcum ot 01.09.2016

Job6aBneHo:

*  OpenWRT 15.05

* Linux 3.18.33

* Busybox 1.23.2

* CrtpaHnunua Tools -> Access A HaCTPOWKK OOCTYNaK poyTepy

*  SSH ucnonb3yet OpenSSH BmecTo Dropbear

* Tloppepxka aBTopmsaumm yepe3d TACACS+ ana SSH
UcnpaBneHo:

* CrtpaHnunua Status

* YnyduweH anroputMmnepeknioveHusa SIM-kapt

e KnneHT NTP BKSHOYEH MO YMOMYaHUIO

Bepcum ot 18.04.2016

Jdob6aBneHo:
*  Crpanunupl knuentoB WiFi n DHCP leases B Tools
* BbIiBOA MapLUPYTOB Y CUCTEMHOWN MHCOPMAaLIMMB OTYETE
*  Ynpaenenue GPIO B Tools
* UBus Agent ans nonb3oBaTenbCKnux coObITUN
* BbicTpoe nepenogknioveHne TyHHenen IPSec/PPtP npu nameHeHun mapLipyta no ymonyaHuio
*  BoamMOXHOCTb yKkasaTb nms KoHueHTpaTopa gna PPPoE
*  Ouuctka conntrack 3anucen npy cMeHe MapLupyTa Nno yMondaHuio
*  Xinetd
UcnpaBneHo:
* [loBbiweHa cTabunbHocTb TyHHenen IPSec/PPtP
*  Owwubkn B WEB-uHTEepdelice Ha cTpaHuuax Local network nWired internet Owmnbku npu nepekntoyeHmm



mexgy SIM-kaptamu
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* Owubka nepeycraHoOBKN paHee YCTaHOBJIEHHbLIX MAaKeToB Npu 06poce HaCTpoeK n 0oOHOBNEHNN BCTPOEHHOIo

no

Bepcuu ot 24.12.2015

[ob6asneHo:

* Hactponka VLAN
UcnpaBneHo:

*  Owwubka NnpoBepKkn perncrpaumm

Bepcumn ot 08.12.2015

Jdob6aBneHo:

* [obaBneHbl NPOTOKOMbI AUHAMUYECKON MapLUpyTU3aLmum
UcnpaBneHo:

*  Owwubka npu pabote ¢ SIM-kaptamu Yota

Bepcuun ot 03.12.2015

Ho6aeneHo:

*  TyHHenu IPSec

*  TynHenu GRE

*  Knuent Dynamic DNS

* Hactponka Firewall

*  Cepsuc VRRP

* OrtnpasBka SMS

*  Crtpoka Unit Name

* Bo3moxHOCTb NepeHanpaBnaTb CUCTEMHBIN XypHar Ha yaaneHHbIn cepeep

*  OyHkumsa agpa Policy Based Routing

*  Cepsuc snmpd

» CaegeHus no Tabnuuam mapLpyTm3aumm B oT4eT (system report)
UcnpaBneHo:

*  Owwubka npn coxpaHeHnn napameTpa Hidewireless network

» OG6HoBneHa cTpaHuua cTatyca

Bepcuun ot 05.08.2015

[ob6asneHo:
* BO3MOXHOCTb yCTaHOBKM NakeToB opkguepes web-nHTepdeiic
+ Crontab

UcnpaBneHo:
* YckopeHa obpaboTka 0TKasoB Mogyrnen
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Bepcum ot 26.06.2015

Jdob6aBneHo:
» Cratumyeckue mapLupyThbl
*  Qukcaums Tuna coegunHerus (2G/3G/4G)
*  Wi-Fi-knueHT anga gocrtyna BUHTEPHET/BHELLHIOW CETb
*  Bbibop npuoputetoB kaHanos cBa3u(SIM/WAN/Wi-Fi)
* Hactpoiika goctyna k nocnegosatenbHbiM noptam (RS232/RS485)



